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Carl-Ludwig Thiele
Dinner Speech on 25 April 2017

Carl-Ludwig Thiele
Board Member of the Deutsche Bundesbank

Ladies and gentlemen,

It gives me great pleasure to welcome you here to Montfort Castle this evening.
| hope you enjoyed today's conference proceedings and the boat trip on Lake
Constance. | am particularly honoured to welcome Dr Kurt Pribil, Member of the
Governing Board of the Oesterreichische Nationalbank responsible for payment

systems.

Our day has been both informative and enlightening, and what better place to end
it than in these historic surroundings. Montfort Castle, in its present form, was built
in the 19th century by King William | of Wirttemberg on the site of Count William
Il of Montfort’s castle ruins. The castle is thus named after its first inhabitant, who
lived here back in the 14th century. Throughout the years, this Moorish-style build-
ing has been a palace, a villa, a guest house, a spa house and even an office build-
ing. Among the special features of the castle are the Moorish details, such as

the striped effect created by the yellow and red coloured brickwork and the
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terracotta relief design on the outside of the building. The building is a significant
example of the orientalised architectural art of the 19th century. Montfort Castle
now belongs to the municipality of Langenargen, which had the castle thoroughly
renovated and remodelled in 1978. This Hall of Mirrors is a rather special setting

for the official dinner of our third Cash Conference.

This conference once again brings together central bankers and the academic
community of cash researchers. It covers a wide range of current topics with re-
nowned experts discussing interesting aspects. The title this year is: “War on Cash
—Is There a Future for Cash?”

Cash is an exciting and important field of research, which has been subject of ex-
tensive debate, especially of late. For various reasons, academics, but also other
market players, such as commercial banks, card-issuing companies and internet
firms, have been speaking out against cash, with the latter hoping to increase the
popularity of cashless payment instruments for their own benefit.

Studies show that the payment behaviour of consumers can vary greatly from
country to country. Germany is one of those countries that likes to use traditional
payment methods. Although a constant — albeit slight — decline in cash as a means
of payment can be observed, it is still used for almost 80 percent of all transactions
at the point of sale and thus continues to be the medium of choice for spending
on everyday necessities. But it is not just the German public’s payment habits that
are subject to constant change. Driven by the increasing cost pressure which the
banking industry is facing at present, we are currently observing a shift in the way
in which consumers obtain and dispose of cash. In the future, cash supply and
removal operations could shift from classic bank branches towards the retail indus-
try, predominantly supermarkets. For consumers, especially those that live in rural
areas where there are no bank branches and often no ATMs, it will be much easier

to obtain and deposit cash. We welcome this new development; however, it sets
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us new challenges. If retailers take on traditional banking operations and cash is
returned to banks or central banks less frequently, we must, for instance, ensure

that counterfeits can still be removed from circulation.

In light of these issues, it is important to forge ahead with our research into the use
of cash. Cash is all too often reduced entirely to one supposedly determining fac-
tor: cost. However, | believe that it is preferable to give equal consideration to the
benefits of cash; in other words, those characteristics that make it unique. The key
advantages of cash include anonymity, immediate settlement of a payment con-
tract at the point of sale and the possibility of effecting payment without requiring
any other service providers or technical infrastructure. The latter ensures that cash

can still be used even if cashless payments are temporarily unavailable.

The Deutsche Bundesbank does not issue any recommendations for or against the
use of cash. The driving principle behind our business policy is to support both
consumer sovereignty and the principle of contractual freedom, and to let the
public decide which method of payment they prefer.

| believe that cash will therefore remain a major component of the payments bas-
ket in the foreseeable future. So far, none of the alternative payment forms have
been able to fully replicate those properties that have made cash so successful,
which is why cash is and remains such a fascinating topic of research. Potential
developments and dynamics impacting on the future cash landscape are sure to be

the focus of many a conference and research project to come.

On that note, | wish you all a rewarding rest of conference, a lively exchange of

ideas and a pleasant evening.

Cheers!
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Kurt Pribil
Dinner Speech on 25 April 2017

Kurt Pribil
Board Member of the Oesterreichische Nationalbank

“Research is creating new knowledge”.

Neil Armstrong once stated this and it is a pleasure and privilege for the Austrian
National bank to participate as the guest of honour in this year’s International Cash
Conference - which is bringing together an impressive panel of cash experts and
researchers from all over the world to share and discuss their findings on cash-
related subjects - creating new knowledge.
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Good Evening Ladies and Gentlemen,

I would like to thank Deutsche Bundesbank for providing us this great opportunity
to exchange knowledge and viewpoints on the ever-interesting subject of means
of payment. The special surroundings of the beautiful Flower Island of Mainau in
Lake Constance are providing additionally an extraordinary cultural experience.
Today we are pleased to have our dinner at Montfort castle - the magnificent land-

mark of Langenargen, built in 1866 in an impressive Moorish style.

Payment behavior is a fundamental basis for the economy. Ensuring that there are
sufficient and efficient payment options in all possible transactions is a relevant
factor of strengthening the faith not only in the economy but also in the currency.
Therefore, it is essential to improve and understand cash payment economics, and
to identify possible dynamics and developments that will structure the future cash
payments landscape.

Is cash fading away or will there always be cash? With a look into the past: Is there
a return of cash across time and across countries? The demand for cash is still
growing and Euro cash has quadrupled since the introduction of the Euro. A longer
view on cash demand reveals that cash is surprisingly resilient. One reason is that
large financial crises lead to a surge in demand for cash and cash serves as a safe
asset in times of uncertainty. Cash allows valued characteristics to society as avail-
ability to everyone, anonymity, transparent expenditure overview, speed & ease of
use or independency of the functioning of electronic networks - just to mention
the most important ones.

Are innovative technologies revolutionizing people’s life in a way that transactions
will only be thinkable in an electronic way? Or might there be a stable component

of cash across all business areas and across all countries?
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The Eurosystem is neutral with regard to the use of cash and non-cash payment
instruments and is making a clear commitment to the future of cash. Lots of
alternative payment instruments match some attributes of cash, but none can offer
its full range of advantages.

What part does cash cycle optimization play, what is its potential where are the

limits?

The Eurosystem monitors the cash cycle in the Euro Area and aims for further
increase of its security and efficiency. An important consideration is the permanent

enhancement of automation and standardization in the cash cycle.

The program of this conference is a truly stimulating one. Tomorrow ‘s agenda
includes again interesting contributions about cash demand and survey-based
studies on the payment behavior, presented by renowned researchers as well as
central bank experts. It offers a wealth of subjects relating to cash. Together we
can develop ideas and debate in a relaxed atmosphere, free from daily working

pressures.

| want to thank once more the Bundesbank for the invitation and this wonderful

event and wish us all a pleasant and interesting evening.

Thank you.
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Stefan Hardt
Dinner Speech on 26 April 2017

Stefan Hardt
Director General Cash Management
at the Deutsche Bundesbank

Ladies and gentlemen,

I am delighted to welcome you to dinner here at the Schwedenschenke at the end
of the second day of conference proceedings. | hope you enjoyed the tour on
Island of Mainau, and I'm sure you'll agree that it was pleasant to round off a
fascinating day of meetings with a bit of exercise.

The title of this year’s conference is “War on Cash: Is there a Future for Cash?” Such
a title encompasses various research questions which have been thoroughly exam-
ined in the talks we've heard thus far, and will be further investigated in those still
to come. This evening | would like to discuss the various operational levels of cash
in more detail. I intend to pay particular attention to its haptic, psychological and
symbolic aspects.
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But before | go into detail, allow me to take you on a short tour through the
history of cash. The first money, known as primitive money, came into being in the
6th century BC. Initially this consisted of useful objects which were easy to trans-
port, store and count, such as shells, arrowheads, tea or even salt. Furthermore,
the general recognition of the intrinsic value of primitive money was a significant
factor.

As goods trading increased, this primitive money came to be replaced by coins with
a solely monetary function. These first uniform coins, simple gold nuggets, were
manufactured in the 7th century BC by the Lydians, a people in Asia Minor, and
minted under Croesus, their king. These coins then gradually spread throughout
the Mediterranean region. The advantage of these coins over natural money was
that they had a fixed weight. This meant that upon payment, they could simply be
counted out rather than having to go through the inconvenient weighing process.
The cost and time required for transportation and acquiring information were
greatly reduced when money was introduced as an intermediate good and a unit
of account.

The advent of paper money in the 10th century represented a further step towards
the money of today. In China, their considerable weight meant that the iron coins
in use there were deposited with the shops in exchange for a piece of paper upon
which the value of the deposit was written. Thus paper money was born. In Eu-
rope, paper money was not introduced until much later, in the 14th century, to be
precise. Here, valuable items were deposited with bankers. A customer’s payment
claims upon a bank were noted down and paid out upon request. Depositing cus-

tomers could transfer these payment claims to other account holders.

Europe’s first official banknotes were issued in 1661 by the Bank of Stockholm, a
private central bank. However, the new medium soon encountered problems.

Money made of paper proved to be both a blessing and a curse. While precious
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metals are required to produce currency coins, making production costs compar-
atively high, this is not the case with paper money. People yielded to the seductive-
ly simple production of money and breached the principle of coverage, i.e. the
promise by the authority issuing paper money that it would redeem a banknote for
coins at any time. The bank ran into difficulties because too many banknotes were

printed.

This brief historical summary brings me to the haptic effect of cash. The impor-
tance of this aspect appears to have changed continuously throughout history
and to have diminished over time — at least at first glance. Although the material
value of the medium was of key importance in the beginning of the history of
money, it became less significant as time progressed. The introduction of paper
money marks the end of the process of dematerialisation. The intrinsic value of the
medium became detached from the object itself, and the nominal value by far ex-
ceeded the material value. Thus, the actual value of the medium of payment works
at a more abstract level. Nevertheless, the haptic of cash continues to play a key
role. We do not need to travel too far into the past to find an example that high-
lights how relevant this aspect is. Let us just take a look at the difference between
East and West German coins before reunification; the material coins were made of
appears to have played a relevant role. While the 1 Pfennig aluminium coin in East
Germany weighed only 0.75 grammes and had a smooth surface without reeding,
the 1 Pfennig coin in West Germany was made of non-ferrous metals and, at 2
grammes, weighed more than double as much as the equivalent East German coin.
Irrespective of apparently rational considerations, such as that being lighter, the
East German coin would be easier to handle, the West German copper coins felt
more valuable. People’s perceptions are receptive not only to the physical but,
above all, the sensory quality of objects. This, in turn, is influenced by visual, haptic
and acoustic stimuli. According to what Professor Gabriel said at our 2012 cash
symposium, the sensory effect of the aluminium coin was devastating for East

Germany. The population saw no aesthetic value in these coins and even ridiculed
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them as tin or play money. Given that it is hard to separate economic and aesthet-
ic value, this perception had symbolic repercussions. The perceived aesthetic
worthlessness led to a perceived economic worthlessness of the currency, which
also entailed a politically symbolic conclusion, the worthlessness of the East
German state. The sensory quality of the coins became a metaphor for the entire
structure of the state. What we see is that confidence in a currency can be dam-
aged by the material it is made of.

To highlight the relevance of the psychological component of cash, | would like to
quote a study conducted last year, which was published in the Journal of Consum-
er Research. The study found that the post-transaction connection with a product
or organisation was more pronounced when individuals paid in cash as opposed
to debit or credit card. It therefore seems that cash increases an individual's emo-
tional attachment to the purchased product. In addition, it is more likely that indi-
viduals will share with others a positive experience with the product or the organ-
isation. The study also found that the likelihood of a repeat purchase increases
when individuals pay in cash. As a result, paying in cash appears to have a positive
effect on the downstream product and brand connection.

The Dutch central bank also conducted a study on psychological aspects relating
to the choice of payment instrument and presented the results at our last cash
conference in 2014. The neuroscientific study showed that paying by cash triggers
more positive emotions than using cashless means of payment. However, the rea-
sons why paying with cash is associated with positive feelings remain to be ex-
plored.

It is very important for the policymakers of a central bank, in particular, to be famil-
iar with the key psychological aspects and effects of its citizen’s choice of payment
medium. That makes it easier to gauge how the different means of payment will
be used in the future. The Bundesbank therefore likewise decided to conduct a
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study which would shed light on the psychological motives at play when selecting
the means of payment, amongst other things. Most importantly, the study seeks to

identify the reasons for the relatively high use of cash in Germany.

As a father of two, let me share a small personal anecdote at this point on the
physical and psychological effects of cash. One day, | gave both of my children €10
pocket money. One of them received a €10 banknote, the other two €5 bank-
notes. And guess what happened? Of course the one who had been given only
one banknote was upset because, physically, he had received less money. At a
young age, it is hard for children to grasp the abstract value of money. The value
they attribute to money is still based on the physical object. Nevertheless, com-
pared with cashless alternatives, cash is easier for children to understand for the
simple reason that they can see and touch it.

Finally, | would like to take a look at the third component, the symbolic level of
cash. Confidence in a currency is rooted in cash. Euro coins and banknotes have
become a symbol inspiring confidence for the entire Eurosystem. As the confidence
in a currency depends on the quality and ample supply of cash, amongst other
things, it is one of the Bundesbank’s core tasks to ensure a high quality and
sufficient supply of cash at all times. Quality refers, first and foremost, to making
cash counterfeit-proof and durable. However, history has taught us that aesthetic
design can also play a decisive role and help promote stability and confidence.

Confidence in a currency is essential to the symbolic component of cash. Without
this confidence, the function of money as a means of exchange and store of value
would be limited. Money therefore requires acceptance in the sense that it needs
to be generally recognised as a means of payment in society. Money is therefore a
symbolic medium of exchange in the form of an immaterial value. However, this
exchange value is not at all static; what money buys is in constant flux, which

means that the relationship between money and services or products is always
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changing. It has become absolutely essential for people to have confidence in the
stability of a currency, particularly since the nominal value of the means of payment
greatly exceeds its material value. Money can therefore be regarded as the mirror
image of a global currency area.

As we can see, cash has many facets and levels of impact. This makes cash a multi-
faceted and interesting topic of research today and probably also in the future.

At this point | won't test your patience any longer by further delaying dinner. |
hope we all continue to gain some interesting insights in what remains of this

conference. Here's to a lively exchange of ideas and a pleasant evening.

Cheers!
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Peter Sands
The dark side of cash — facilitating crime
and impeding monetary policy

Peter Sands

Harvard Kennedy School,
United States of America

Good morning.

It is a privilege to be talking to a room full of experts on the wonders and mysteries
of cash, one of mankind’s most brilliant inventions. My thanks to the Deutsche

Bundesbank for inviting me to speak.

Yet | confess that as someone who has publically and forcefully argued for the
elimination of high denomination bank notes, | feel a bit like Daniel in the lion's
den. Almost by definition the people that come to a conference on cash tend to be

enthusiasts for cash. So | appreciate that | may seem like an unwelcome interloper.

But first let me declare that | too am an enthusiast for cash. It is, as | said, a brilliant
invention. Like the written word and mathematics, the invention of physical money

as a medium of exchange and store of value was a huge breakthrough, a massive
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step-forward in facilitating human interaction and economic activity. And physical
— particularly state-issued paper — cash has stood the test of time. While digital
alternatives have swept aside the physical letter, the compact disc and cassette
tape, and the videotape, we're using more notes and coins than ever before.

But like many great inventions physical cash has a dark side. It can be used for
good or evil. Physical cash is the world’s most successful payment mechanism. It's
acceptable everywhere. It's incredibly easy to use. It doesn’t need electricity, a
mobile signal or any kind of merchant device. There's no fee. You don’t have to
give your name and there’s no transaction record so it's completely private. It's no
surprise that everyone, everywhere uses cash all the time as they go about their
ordinary, law-abiding lives. And on top of that, through seignorage, cash provides
a great source of revenue to governments and their central banks — a tax no one

complains about (mainly because they don’t know it exists).

Yet cash is also the favourite payment mechanism of those who don’t abide the
law. Amongst drug-traffickers, terrorists, corrupt officials and tax evaders, cash is
by far the preferred mechanism for storing money, moving money and making
payments. As Europol put it, in the world of the criminal “cash is king”." The same
attributes that make cash so convenient to those conducting legitimate activities

also make it enormously attractive to those who are up to no good.

Of course what criminals really like about cash is the anonymity and the lack of a
transaction record. When you're doing something illegal, it's really important you
leave no trace. If you're criminal, a tax evader, if you're paying or accepting a bribe,

nothing beats cash — not wire transfers, not gold, not bitcoin. Nothing compares.

1 See, e.g., Europol (2015), Why is Cash Still King? A Strategic Report on the Use of Cash by Criminal
Groups as a Facilitator for Money Laundering.
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Then there’s also the fact that the presence of physical cash makes it more difficult
for central banks to impose negative interest rates. Since cash offers zero interest
rates, it becomes — in relative terms — a high yielding asset when bank account
interest rates are negative. Perfectly law-abiding citizens will switch from holding
money in a bank account to holding physical cash if interest rates go below zero.
In our current ultra-low interest rate environment, central bankers fret that the fact
that citizens have the option to hold their savings in cash limits their room for ma-
noeuvre in implementing policy responses to an economic slump. Those central
banks that have recently ventured into negative nominal interest rates, have not
been willing to go very negative, in part because of the existence of physical cash.
It's revealing that in some countries with negative interest rates, such as Switzer-
land, Denmark, and Sweden, retail savings accounts pay zero, not a negative rate,
reflecting the fact that retail savers can so easily switch into cash. Meanwhile cor-
porate and institutional clients do earn negative rates.?2 So while the existence of
cash does not entirely preclude central banks from going below the zero lower
bound, it creates a constraint on how negative rates can be and distorts the impact
of such a policy.

The impact on the “zero-interest boundary” is a favourite topic of economists and
central bankers, since it's intellectually interesting and susceptible to theorising.
There's a ton of literature on the topic. | think it is a real issue, but personally | think
it's over-egged relative to the issues around the use of cash in financial crime, ter-
rorist finance and tax evasion, about which much less is written. The misuse of cash

in financial crime isn't a potential problem, it's a current problem, and a big one.

2 James McAndrews (May 2015), “Negative Nominal Central Bank Policy Rates: Where is the Low-
er Bound?” Speech at the University of Wisconsin. https://www.newyorkfed.org/newsevents/speech-
es/2015/mca150508.html
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Don't get me wrong. | am not claiming that cash causes crime, nor that if we got
rid of cash that crime would suddenly disappear. All | am saying is that the exist-

ence of cash makes being a criminal easier.

Driven in part by increased awareness of the role cash plays in crime and in part by
concerns about the impact on monetary policy in a negative interest rate scenario,
we have seen much more debate about the role of cash over the last 18 months,
not least with the publication of “The Curse of Cash” by my Harvard colleague Ken
Rogoff.2 We have witnessed some policy action, such as the decision to stop print-
ing the €500 note and India’s “demonetisation” strategy — so much so, that some
have declared that's there’s a “war on cash”. Indeed, that’s the title of this confer-

ence.

This debate has generated a remarkable level of emotion. Some see every step to
curb the illicit use of cash as the thin end of the wedge, first steps towards remov-
ing cash altogether, an unacceptable intrusion into people’s private lives, a symbol
of governmental over-reach. The arch-defenders of cash see a digital dystopia,
where the government monitors every transaction you make, where your life sav-
ings and identity are vulnerable to cybercrime. Others see cash as a costly relic of
an earlier era, the sooner replaced the better. They point to a vision of a totally

digital world — more inclusive, more efficient and more accountable.

But it's possible to chart a path between these extremes. To acknowledge the great
advantages of cash, the benefits it brings to everyday economic life. Yet also to
recognise the dark side, the downsides of cash.

In fact it’s not only possible, but it should be an obligation. Cash is a product of the
state. It's not as if cash is a natural phenomenon, like wood or oil, or even a prod-

3 Kenneth S. Rogoff (September 2016), “The Curse of Cash”, Princeton University Press.
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uct of the free market, like bread or cars. The issuance of legal tender is a state
monopoly. The choice of denominations, the volumes we print, the rules we make
about how cash can be used — these are all policy decisions that should be made
with a view to promoting the socially optimal outcome. And this implies under-
standing both the bright and dark sides of cash, and making trade-offs.

Now the fact that good things can be used in a way that causes harm is not unique

to cash. It's also true of:

— wine — delightful with dinner, but damaging to the individual and society when
consumed in excess — or if you're under the influence when you drive a car

— pain-killers, from the humble paracetamol to more powerful opiates — essential
when you've hurt your back or have a toothache, but also a way to translate a
momentary suicidal impulse into suicide itself — and often dangerously addictive.

— the internet — a massively powerful tool for business, education, entertainment
and social interaction, but also an enabling mechanism for those with dark de-
sires or malicious intent.

— even planes, trucks and cars. As we have discovered to our horror, these fantas-
tically useful transportation vehicles can also be deployed as weapons of terror-
ism. More prosaically, we have also determined that driving too fast, or driving

while drunk, are types of car useage it is socially beneficial to prohibit.

With all of these examples, researchers and policy-makers have dug deep into
analysing the benefits and risks. They've sought to differentiate the good and bad
uses. They've looked for ways to protect the benefits, whilst minimising the down-
side. So for example, with alcohol, we limit the alcohol content, we constrain
where you can buy and consume it, we determine who can buy it, and we
prohibit drinking and driving. Different societies make different trade-offs, but in
most places — and obviously this is different where there are religious constraints

on alcohol consumption — the objective is to leave the legitimate use of alcohols
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as unfettered as possible, whilst putting in place measures to minimize the

downsides.

I'm not claiming that we always get it right in making these trade-offs. In fact it's
a constant process of learning and readjustment, balancing the good and the bad.
But the point it's that we acknowledge that all these things have a bright and a
dark side, we analyse the good and the bad and we seek to devise regulations and

mechanisms to maximise the social benefits and minimise the social costs.

One might have thought we would do the same with cash. In fact, you might think
that the incentive to devise the optimal trade-off between unfettered use and
avoiding abuse would be even higher since, unlike my other examples, cash is
solely produced by the state. If the balance is wrong, we can’t blame nature or the

free market.

Yet there’s remarkably little analysis of the benefits and costs of cash. This confer-
ence is a great exception — and my plaudits to the Deutsche Bundesbank for hold-
ing it — but if you compare the richness of data, array of analyses and number of
conferences on other aspects of what central banks do, such as monetary policy
and the regulation of banks, the contrast is stark. Decisions on cash are typically
made on the basis of scant data and limited analysis. When you think about the
data hungry, analytically rigorous approach that central banks take to other aspects

of their role, the comparison is striking.

| am sure some central bankers will protest, pointing to their payment surveys or
payments diaries as examples of data, and | would agree, these are incredibly val-
uable. But | would also say that in most countries these are episodic rather than
continuous, and perceptual rather than factual. They bear no comparison to the
multiple, continuous data feeds of actual prices that inform monetary policy. Or the

scale, depth and intensity of bank stress tests. Yet for the most part, these payment
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surveys and diaries are our main source of insight into how cash is actually being
used.

What is missing is any systematic attempt by central banks to understand how cash
is being misused. When a pharmaceutical drug had adverse effects, the pharma
company is forced to do extensive research into the prevalence, severity and un-
derlying mechanisms of such effects. Whenever a plane crashes, there’s an exhaus-

tive investigation into root causes.

Yet when the most senior law enforcement official on the continent says cash plays
a critical role in money laundering and terrorist finance, when tax authorities de-
clare that under-reporting of cash revenues is the biggest source of tax evasion, do
we see those who produce of cash rushing to gather data and produce analyses of
such problems? There are some honourable exceptions — for example, the Swedish
Rijksbank — but the honest answer would be, not really. There is some very good
work —and much of the latest and best will be presented here — but investigating
such abuses is not part of the core data gathering and analytical process of a cen-
tral bank. This is not something central bank governors spend time thinking about.

When | have said this to central bankers, some replied that it's very difficult to do
more than payment surveys because cash is anonymous and leaves no record. But

of course that's the point. This is precisely why criminals love using cash.
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But there's a lot that could be done to gain a better picture of the illicit use of cash.

If you are a central banker here ask yourself:

— When was the last time you conducted — or requested — an analysis of the de-
nomination mix of law enforcement cash seizures?

— When was the last time you analysed patterns of large value cash deposits and
withdrawals to understand what types of customer are withdrawing high de-
nomination notes? Is there a correlation with other indicators of suspicious trans-
actions?

— When was the last time you sat down with law enforcement officials who are
experts in, say drug trafficking, to understand the role of cash in the business
models of traffickers?

— When was the last time you worked with the tax authorities in your country
to conduct analysis of the role of cash in VAT or sales tax evasion? Have you
analysed the cash deposit and withdrawal patterns of companies that have
been convicted of VAT fraud?

I'm sure some of the people in this room have done these things. But there are not
many central bank governors who have spent much time on these issues. When |
confront them with such questions some central bankers say that these things are
the job of others, of financial intelligence units, law enforcement agencies and tax
investigators. Yet that's a cop out. You make the product. You should understand
how it is being misused.

And anyway, the message from these agencies is loud and clear.
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Law enforcement officials would love to get rid of high denomination notes, put
limits on high value cash transactions. For all the effort and money going into
AMUL/KYC, they reckon we're intercepting little more than 1% of illegal financial
flows.* And while there are weaknesses elsewhere in the system cash is the gaping

hole in anti-money laundering and financial crime control.

Tax collectors would also love to force more transactions away from cash to elec-
tronic means. For all the press about big corporate tax evasion and high net worth
individuals squirreling away cash in Panama, the biggest source of tax evasion is
smaller businesses underreporting income. In Europe alone, VAT evasion amounts

to some €160bn per year, and it is believe that most of this is cash-based.®

Let me give you an example of analysis that could be done but isn't. If you do a
stylised model of the economics of a small retailer, the incentives to use cash to
avoid taxes jump out. By not declaring a proportion of cash income, a small retail-
er can easily improve its profitability by over 50%. Unsurprisingly, that exactly what
they do. The IRS has estimated small business in the US only report about half of
cash income.® Look at the academic papers on central banking or the working
papers from central banks themselves, and you'll see hundreds of papers on how
market participants respond to financial incentives in capital and currency markets,
to the incentives created by regulatory arbitrage opportunities or to the incentives
from compensation schemes. But you'll struggle too much about the incentives

created by the most tangible product central banks create, cash.

4 United Nations Office on Drugs and Crime (October 2011), “Estimating illicit Financial Flows resulting
from Drug Trafficking and other Transnational Organized crimes.”

5 European Commission, “Study and Reports on the VAT Gap in the EU-28 Member States: 2016 Final
Report.” TAXUD/2015/CC/131.

6 U.S. Internal Revenue Service (August 2007), “Reducing the Federal Tax Gap: A Report on Improving
Voluntary Compliance.”
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To the extent that such work is being done, | suspect it is being done by the people
in this room. Which is great. And | am really looking forward to hearing the pres-
entations over the next couple of days. But given the scale of the problems that
cash enables and intensifies | would argue it isn't nearly enough.

In fact, | find it hard to think of something so important and ubiquitous produced
by the state that is so unscrutinised. While the people in this room are an excep-
tion, on the whole central banks seem relatively uninterested in how their most
visible product is used, and certainly in how it is misused. To be provocative, |
would venture that from outside it looks like a kind of wilful blindness. Many cen-

tral banks don’t seem to want to know about the dark side of cash.

Why is this? I don’t want to suggest that it's all self-interest, but | think you have to
accept there is a conflict of interest. Central banks make a lot of money issuing
cash through seignorage. Having their own income from seignorage buys central
banks operational independence from the rest of government. Since in most coun-
tries the lion’s share of the cash outstanding is in the highest denomination note,
most of the seignorage comes from high denomination notes that are rarely used
in normal life (but, based on their popularity and the anecdotal evidence that does
exist, are used heavily by criminals). In normal times, physical currency constitutes
most of the right-hand side of a central bank’s balance sheet, yet it is a liability that
incurs no interest and is never paid back. Moreover, in some central banks issuing
and distributing cash employs more people than other activity. So central banks
have a strong vested interest in the status quo. Reducing the role of cash would cut
the income of central banks and cut jobs. Institutions facing such threats tends
towards defensiveness and denial. It would be remarkable if central banks were

immune from such impulses.

A thought experiment. Suppose cash was a commercial product, produced by

commercial banks. Wouldn't regulators and policymakers be asking them to justify
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why they are facilitating criminal activity? Wouldn't we be putting pressure on
them to analyses usage patterns to identify wrongdoers? Wouldn’t we be ques-
tioning whether profit incentives were encouraging them to issue volumes and

denominations that were socially suboptimal?

In fact, this is exactly the stance policymakers and regulators do take towards illicit
transactions through the banking system. Banks are under enormous pressure to
detect and deter criminal activity through their systems and are fined when they
fall short. As a result banks have invested enormous sums in building capabilities
and infrastructure to conduct extensive know-your-customer reviews, extensive
transaction surveillance and thorough investigation of hunderds of thousands of
alerts. It's far from perfect, bad transactions still get through, but the contrast in
investment and information versus what we do with cash is astonishing. Moreover,
these activities can cause considerable inconvenience to normal, law-abiding cus-
tomers and have almost certainly driven up the cost of simple banking services.
Again the contrast is striking. We are willing to accept considerable inconvenience
and cost to make it more difficult for criminals to use the banking system, but often
appear reluctant to accept any inconvenience to make it more difficult for criminals

to use cash.

At this point, you're probably thinking I'm the devil incarnate, beating up on cen-
tral bankers and unleashing a war on cash?

But | hope | am not that bad. | acknowledge that central bankers have had a lot of
other things to deal with. Rewriting the entire rule book on banking regulation.
Catalysing growth in stuttering economies. | also know that a few central banks
have been tackling these issues head on. And | applaud the Bundesbank for hold-
ing this conference.
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And | am not against cash. | am not one of those who think we should push to get
rid of cash altogether. There are still some contexts where we don't really have a
robust alternative: paying a child some pocket money; giving a donation to some-
one with a charity bucket; buying food in an emergency when there’s no electrici-
ty and the mobile phone system is overwhelmed. And, in many of the poorest
countries, the infrastructure is still not even close to supporting ubiquitous access
to digital alternatives.

Moreover, | accept the argument that privacy matters, that there’s a role for being
able to make anonymous transactions that leave no record.

But | think we can find a better balance between maximising the benefits of cash

and minimising the downside.

The opportunity lies in the different pattern of usage between legitimate uses of
cash and socially-damaging illegal use.

In the legal world of everyday life and normal economic activity, the overwhelming
majority of cash transactions are for relatively low values, using relatively low value
notes and coins.

From payment diaries we see that, across all countries, cash is most popular for
transactions of fairly small values. In Europe, cash typically loses its position as most
popular payment mechanism in the third quartile of transaction values, in other
words, between the median and the 75th percentile. To put this in perspective, in
Germany, the 75th percentile transaction value is about €40, so we are not talking
about huge sums.” Within the top quartile of transaction values, the use of cash

tails off sharply as transaction values increase.

7 European Central Bank (2014), Consumer cash usage: A cross-country comparison with payment
diary survey data
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While the data is far from robust, it seems safe to conclude that only a tiny propor-
tion of cash transactions are for over €200 and only a minute fraction of these are
in the thousands of Euro.2 That's partly because individuals make far fewer trans-
action for larger amounts, and partly because we tend not to use cash when we
do make these transactions. Of course there are differences between countries,
but the general pattern remains the same. Law-abiding citizens make very few
large transactions in cash. That is not where there is a massive societal benefit from

cash.

Criminals, tax evaders, those paying bribes and terrorists also use cash for small
transactions, such as petty theft, avoiding tax on tips, or buying the train ticket to
the scene of the terrorist attack. Such crime-facilitating transactions will inevitably
happen if cash exists. But | think it is fair to conclude that the social costs of such
crimes are massively outweighed by the social benefits of being able to use cash to

facilitate the multitude of small transactions that we conduct in everyday life.

But unlike law-abiding people, the bad guys also often use cash for large transac-
tions. While there is no reliable data, it seems likely that a large proportion of large
cash transactions — say those over €1000 — involve some form of illegality. There's
a reason why people making such large transactions want to keep them secret.
And it also seems probable that much, if not most of the usage of the highest
denomination bank notes involves some form of illegality. Evidence from investiga-
tions into organised crime syndicates and from cash seizures demonstrates that
criminals use high denomination bank notes intensively, to move and store money

and make payments.

8 European Central Bank (2011), The Use of Euro Banknotes: Results of Two Surveys among Households
and Firms
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So at one level the answer seems simple. Restrict the use of cash for large transac-
tions, by getting rid of high denomination bank notes and imposing cash thresh-
olds, but keep cash for smaller transactions. That way we reduce the dark side of
cash, with minimum impact on the bright side.

We don't need to get hung up on precisely where the cut-off between large and
small is. If we eliminate the highest denomination notes and prohibit the largest
transactions, we can then collect the right data and properly analyse the impact,
and go further or not, depending on the results.

To some extent this is what is happening. The ECB decided to stop printing the
€500 note last May — a decision | applaud. The catch is that printing will continue
until next year, and all outstanding notes will, of course, always remain legal ten-
der. As a result, we have given organised crime syndicates plenty of time to adjust
their business models. Countries like Singapore and Canada have already got rid of
high denomination notes such as the Sing$10000 and the CANS$1000.

India’s “demonetization” strategy doesn’t quite fit the mould. The underlying ob-
jective appears to be roughly the same — to curb organised crime, tax evasion and
terrorist finance, and perhaps above all, corruption, but the approach taken is very
different. By getting rid of the 500 and 1000 rupee notes (and not just stopping
printing, but in a matter of weeks cancelling legal tender status) which aren’t high
value notes by international standards, since they're worth about $7 and $15 re-
spectively the Indian Government risked much greater economic disruption, par-
ticularly in poorer, rural areas where the digital infrastructure is limited. India has
also started issuing a 2000 rupee note. Others will no doubt go into much greater
detail on the India experience, but from my perspective the strategy seem a bit
muddled and the execution of the strategy, far from perfect. Yet | have to admire
the ambition. Modi is clearly determined to turbocharge the shift to a much more

digital payments environment. The logic is compelling. Cash-driven economies like
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India cannot raise taxes effectively and are crippled by corruption.

Across Europe and in a few countries elsewhere, countries are introducing cash
thresholds, limits on the size of transaction that can be conducted with cash. Col-
leagues of mine will present on this topic later in this conference, so | don’t want
to steal their thunder, but | will tell you | think they’re a good idea. If someone is
buying something with cash for €5000, what's more likely:

— That they have a legitimate reason for using cash, such as concerns about privacy
or to avoid credit card fees?
— Or that they got the money illegally or want to avoid VAT?

Maybe | have too little faith in humanity, but | know which option | think is more
likely. I'm not convinced by the arguments around privacy or avoiding credit card
fees. Most things you buy for €5000 — a car, a motorbike a valuable artwork, a new
kitchen — need to be registered, insured or involve a contract. They're not private
in the way the cash transaction is private. And you don’t need to use a credit card.

Debit cards don’t have ad valorem fees and neither do bank transfers.

Much more compelling is the utilisation of cash | didn't pay tax on, or obtained
through illegal activity. Or if | am — by my own lights — a law-abiding citizen, | might
still be tempted by the chance to avoid 20% VAT — on a €5000 purchase, saving a
cool €1000. Many citizens — and dare | say it, central bankers — don't see such tax
evasion as being really criminal. Certain types of tax evasion — say, the way you buy

a second hand car — are normalised.

Yet endemic tax evasion imposes huge costs. Here is an economic study central
banks should fund —an investigation into the economic distortions caused by cash-
based tax evasion, much as financial economists have conducted hundreds of

studies on the distortion of incentives caused by the interest tax deduction. Those
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sectors of the economy in which it is easy to use cash to evade tax should in
theory receive disproportionate investment relative to those in which it is more
difficult, since post tax returns are in effect subsidised. Given the scale of the
underground economy in most advanced economies, let alone less developed

economies, these distortions are likely to be quite powerful.

Various arguments are made against measures like eliminating high denomination

notes or imposing cash thresholds.

Most common is the slippery slope argument: put any restriction on the use of
cash and we're on the road to an Orwellian nightmare, where the big brother state

watches everything you do with your money.

This is an absurd argument. It's like saying because we put restrictions on the use
of opiate pain-killers, we are on the road to depriving everyone of aspirin and par-
acetamol. Because we don't let people drive when inebriated, we are on the road
to banning alcohol. Because we fine people who speed, we are on the way to

banning driving cars.

Sensible restrictions on the use of any product to avoid social harm don’t represent
a path to elimination. In a way they represent the opposite. They allow us to enjoy
the benefits of the product whilst minimising the downside.

Another argument against restrictions on the use of cash relate to privacy. If we are
forced to use digital alternatives to cash then our bank and the government will
know exactly what we are buying and selling, where we are going and so on. |
share the concern about unwarranted intrusions into individual liberty. We want
the freedom to be able to live our lives — including buying and selling things — with-

out having the sense that our bank or government can always spy on us.
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Protecting that privacy in the things we do every day is one reason | am not in
hurry to get rid of cash entirely. Whilst there are ways we can protect privacy in the
digital world, cash is a simple, proven mechanism for enabling people to conduct
everyday transactions anonymously.

But privacy isn't an absolute right. In many areas we accept limits to privacy in the
interest of the greater social good. When you fly you don't get to keep your iden-
tity — or the contents of your carry-on luggage — entirely private. We work hard to
stop paedophiles keeping their grooming activities private. In professional life we
have rules to force people to reveal conflicts of interest, not keep them private.
While privacy is the starting presumption, there are many instances where policy-
makers have decided to impose limits to privacy in the interests of society as a

whole.

My instinct is that while there may a good case for enabling people to keep small
transactions private, the argument doesn’t hold for large transactions. Think about
what large transactions — say anything over €2000 — are for. It's things like buying
a car or motorbike, buying a house, booking a holiday, buying a work of art, buy-
ing furniture, holding a party, repairing a building, or paying for personal services
like medical care. In many cases, we already require some form of registration or
identity so privacy will be compromised in any case. In others, the purchaser will
typically buy insurance, again compromising privacy. In fact in a well-established
democracy, it's quite hard to imagine circumstances when we would keep such a

large transaction private for legitimate reasons.

By contrast it all too easy to imagine the many illegitimate reasons we might want
to keep such a transaction private, or at least, how we paid for it. Keeping it private
enables us to launder money, evade taxes, slip in a bribe. It is not difficult to make
the argument that while privacy should hold for small transactions, maximising the

social good requires transparency for large transactions.
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A third argument against reducing the role of cash relates to cyber-risks. Won't we
be pleased we held on to cash when the banking system comes crashing down?
Not really, because if cyber attacks demolish the banks then society will be in cha-
0s. Having a bit of cash will be helpful in this scenario, but it's not exactly a good
fall-back position. Moreover, the wrong people will have the cash — since so much
of it sits in the hands of criminals and tax-evaders. | don’t underestimate cyber-risks,
but | don't think cash is the answer. It's a bit like suggesting candles will be helpful
if cyber-terrorists take out the power distribution grid — true to a point. The real

answer is to make our digital systems more resilient to cyber threats.

Finally, there is the argument that restricting the use of cash would have minimal
impact on criminal activity, so why bother? Why cause inconvenience to people
who want to use cash, even for large transactions, when criminals are just going
to find other ways to go about their business? Yet in the case of tax evasion, even
a modest reduction in underreporting will yield huge gains in revenue collection.
And for law-enforcement agencies, so much of what they do is targeted at making
it incrementally harder and riskier for criminals to conduct their activities: adding
impediments to criminal activity — locks, burglar alarms, fraud detection systems,
cash thresholds; removing or controlling things that facilitate criminal activity —
guns, knives, high denomination bank notes. Given that the social costs of crime
are exceedingly high?®, then even small reductions in crime — whether through in-
creasing the ability of law enforcement to detect and catch criminals, or through
making it more costly or difficult for criminals to act — can yield massive social

benefits.

9 Hannah Mills, Sara Skodbo, and Peter Blyth (October 2013), “Understanding Organized Crime: esti-
mating the scale and the social and economic costs.” United Kingdom Home Office.
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When you look forward and think about the dynamics of what is happening, the
implications for central bankers that issue cash should raise alarm bells. On the one
hand you have technology, which is making electronic alternatives to cash ever
more convenient. Take contactless cards. They directly replace cash for a huge
number of transactions, whether getting on the bus, buying a coffee, or buying
flowers for your partner. On the other hand you have the increasing sophistication
of banks KYC/AML systems. Given the billions of dollars banks have been spending
on their transaction surveillance systems, any sensible criminal is going to shift

more of their activity into cash.

As these trends unfold - with legal activity moving to electronic alternatives and
illegal activity shifting out of the banking system towards cash - the share of cash
transactions that are connected to illicit activity will inexorably increase, particular-
ly for larger transactions and larger denomination bank notes. There will be a tip-
ping point when so much of the use of cash is for illegal purposes, that it is active-
ly avoided by law-abiding citizens and businesses. In fact we're probably already
there in some countries when it comes to the use of high denomination notes.
Many retailers across the EU won't accept €500 notes. In the UK, many retailers
won't accept the comparatively humble €50 note.

But this is going to get worse. As ever more sophisticated AML techniques force
criminals to avoid the banking system, wrongdoers will get their money in cash,
keep it in cash and want to spend it in cash. The world of crime will become ever
more cash intensive. And the more this happens, the more the rest of the world

will shun cash.

Resisting every attempt to curb the illicit use of cash is the wrong way to protect
the valuable role cash plays in our societies. It will have the opposite effect. Let
cash become the exclusive preserve of the criminal world and you'll find more and

more policymakers arguing to get rid of cash. Understand and control the use of
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cash by the bad guys and we'll be able to shape the usage patterns to maximise
the bright side and minimise the dark.

To do this requires acknowledging that cash is being used for bad purposes and
investing in research and analysis to understand these dynamics. It requires central
banks to grasp the nettle and take action on high denomination bank notes and
high value cash transactions. Normal society does not need a CHF1000 note, €500
notes — or even €200 or €100 notes. The US does not need over 30 US$100 bills
for every man, woman and child living in America. We don’t need the freedom to
buy things for thousands in cash. We do need the ability to easily pay for daily
purchases in cash. And we do need less crime, less corruption, less tax evasion and
less terrorism.

Thank you.
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Abstract

This paper has four goals: First, the use of cash as a possible driving factor of the
shadow economy is investigated. Second, the use of cash in crime, here especially
in corruption, is also econometrically investigated. The influence is somewhat larg-
er than on the shadow economy, but it is certainly not a decisive factor for bribery
activities. Some figures about organized crime are also shown; the importance of
cash is diminishing. Third, some remarks about terrorism are made and here a cash

1 Prof. Dr. Dr.h.c.mult. Friedrich Schneider, Department of Economics, Johannes Kepler University,
Altenbergerstr. 69, A-4040 Linz, Austria, Phone: +43 (0)732 2468-7340, Fax: +43 (0)732 2468-7341,
E-Mail: friedrich.schneider@jku.at, http://www.econ.jku.at/schneider

2 A first version of this paper was presented at the Bundesbank Conference in Konstanz/ (Germany),
April 20-23, 2017, Friedrich Schneider (2013).
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limit doesn’t prevent terrorism. Fourth, some remarks are made about the restric-
tion or abolishment of cash on civil liberties, with the result that this will extremely
limit them. The conclusion of this paper is that cash has a minor influence on the
shadow economy, crime and terrorism, but potentially a major influence on civil

liberties.

1 Introduction

In recent years intensive discussion has arisen about restricting or even abolishing
the use of cash. | am aware that there is a much longer and more extensive debate
about the costs and benefits of phasing out paper currency, which is the title of a
paper of Rogoff (2014).2 But what is new, all of a sudden, is the suggestion that
the restriction or even abolition of cash would more or less do miracles: If cash
were to be severely restricted or no longer existed, there would be much less crime
and the shadow economy would be drastically reduced, because most shadow
economy transactions are usually undertaken in cash. Also if cash were not easily
available, terrorist attacks would be severely hampered. This paper tries to shed
some light on whether cash has such an important influence on the shadow econ-
omy, crime and terrorism, but also on the effect which reduced cash would have
on civil liberties.

In most countries the dominant means of transfer in paying legally (but also illegal-
ly) for goods and services is cash, which has proved to be an efficient means of
handling all economic activities. But there is a growing literature claiming that cash
supports the shadow economy, crime and terrorism and is risky, old fashioned and

unnecessary, especially if one considers the fast increase in electronic payments.*

3 Compare here only some recent references: Sands (2016), Rogoff (2014), Feige (2012), Schneider
and Linsbauer (2016), Riccardi and Levi (2017), Imordino and Wussow (2016), Saints (2016) and Rogoff
(2014).

4 Riccardi and Levi (2017), Levi (2016) and Andersen et al. (2013).
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Hence, the goal of this paper is to undertake an empirical econometric investiga-
tion about the relations (1) between cash and the shadow economy and (2) be-
tween cash and crime, including corruption. Furthermore, some remarks are made
about (3) cash and terrorism and (4) cash and civil liberty. To my knowledge a
sound econometric investigation has not been undertaken in order to fulfill the
ceteris paribus condition for evaluating the relation between cash and the shadow
economy and the relation between cash and corruption, e.g. as measured by the

Transparency Corruption Perception index.

The paper is organized as follows: In chapter 2 some short remarks about the use
of cash are made. Chapter 3 deals with cash versus illegal activities; in subchapters
3.1 cash and shadow economy, 3.2 cash and bribery, 3.3 cash and crime and 3.4
cash and terrorism. In the final chapter 4 some considerations about cash versus

civil liberties are undertaken and conclusions are drawn.

2 Some remarks about the use of cash

In this chapter, some short remarks about the use of cash are made. The recent
data shows that cash is heavily used in the legal economy. Despite the increasing
use of alternative payment methods, such as credit cards, electronic payment sys-
tems, or virtual currency, banknotes still represent the preferred means of payment,
both in Europe and abroad, including the United States. This is particularly true for

small-scale purchases in certain sectors.

There are numerous studies which extensively analyze the use of cash.> Bagnall
et al. (2014) state that their paper is one of the first that analyzes the cash payment

behavior of consumers, using harmonized micro-data from several countries

5 Compare e.g. the papers of Bagnall et al. (2014), Riccardi and Levi (2017), Ardizzi (2015), to mention
just a few recent studies.
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(Australia, Austria, Canada, France, Germany, The Netherlands and the United
States). Due to the lack of available data, they argue that relatively little has been
known about the use of cash. These authors provide first evidence. They combine
data from a regular questionnaire with data from payment diaries, which collect
information on individual payments by consumers. This allows them to compre-
hensively analyze consumers’ payment behavior. They come to the surprising result
that in spite of what many have predicted so far (that cash is disappearing as a
payment instrument), their research paper shows, that in all seven countries con-
sidered cash is still used extensively, in particular for lower value transactions. In
table 2.1 the results for the use of cash are shown. The table is taken from Bagnall
etal. (2014). It clearly shows that cash is mostly used in Austria with 82% payment
share by volume, followed by Germany with also 82% and then by Australia with
65%. If we look at payment share by value, in Austria cash is still mostly used with
65% followed by Germany with 53% and then by the Netherlands with 34%. This
table clearly shows that cash is still quite heavily used.
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Use of Cash, Years 2010-2012 in seven highly

developed OECD countries

Variable

Payment share by volume
Cash

Debit

Credit

Total

Other most important
payment instrument (share
> 5%)

Payment share by value
Cash

Debit

Credit

Total

Other most important
payment instrument (share

> 5%)

2Cheques.

®Internet/telephone banking.

AU

0.65

0.09

0.96

0.32

0.32

0.82

0.12°

AT

0.65

0.25

CA

0.53

0.25

0.19

0.23

0.30

0.41

0.94

Country

FR

0.09°

0.15

0.43

DE

0.82

0.13

0.02

0.53

0.28

NL

0.41

0.01

0.95

0.34

0.60

0.04

0.97

us

0.23

0.27

Notes: Authors’ calculation based on questionnaire and diary surveys. Nominal values are expressed in PPP-ad-
justed USD. PPP exchange rates are taken from the OECD: http://www.oecd.org/std/pricesandpurchasesingpow-

erparitiesppp/PPP_OECD.xIs.

Source: Bagnall et al. (2014), p. 27.
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In table 2.2 the use of Euro banknotes (in circulation estimates) for 2008 and 2014
is shown. One realizes clearly that in 2014 households and non-bank companies
used Euro banknotes for 30% of total payments, somewhat less than in 2008
where it was 33%. Also banks’ use of cash dropped from 8% to 6%, holdings of
cash outside the European monetary union increased from 20% to 23% (2014)
and domestic cash hoarding by households and non-bank-companies increased
from 39% to 41%.

If we consider other studies, e.g. Drehman et al. (2002), who analyze cash use in
several countries, come to the result that it is widespread, especially for low-value
transactions, and systematic differences between countries persist. Other related
studies include, among others, Amromin and Chakravorti (2009) who find decreas-
ing demand for small denomination currency, even when debit card use increases.
Alvarez and Lippi (2009) and Lippi and Secchi (2009), who study the relationship
between money demand and innovations in money withdrawal technologies, and
Evans, Webster, Colgan, and Murray (2013) show increased cash use in European
countries from 2000 to 2012. Of course, one should be clear here that the use of
cash is vastly different from country to country and is driven by different payment
habits.
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Use of euro banknotes in circulation

— estimates in 2008 and 2014

Purpose/Variable

Domestic transaction
balance

Banks’ vault cash

Holdings outside the
EMU

Domestic cash
hoarding

Total value of
euro banknotes in
circulation

User

Households,
non-bank companies

Euro area banks

No sectoral
information

Households,
non-bank companies

All users

Source: Mai, H. (2016), p.4.

EUR bn

Year 2008
Share of
total
33% 250
8% 60
20% 150
39% 300
100% 763

51
Table 2.2
Year 2014
Share of
total EUR bn
30% | 305
6% | 61
23% 1 230
41% 1 420
100% 1017
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This can also be seen in table 2.3, where the result of an ECB survey about the use
of cash is reported for the year 2011. With the exception of Luxembourg and the
Netherlands small Euro amounts (< 20€) are dominantly used for purchases; e.g.
91% in Germany, 90% in Spain and 91% in Italy. If one uses the purchase value
30-100 Euro, the use of cash drops but is still 77% in Italy, 69% in Germany and
64% in Spain. If we consider purchases between 200 and 1000 Euro the use of
cash drops heavily but is still 30% in Spain, 31% in Italy and 219% in Germany. If
one takes purchases of 1000 Euro and more the figure drops down to below
around 6% but in Austria is still 10%. This clearly shows that small sums are dom-

inantly paid in cash.

Percentage of respondents always or often using Table 2.3
cash by value of purchase; year 2011; 8 EU-countries

Percent of respondents always of often using cash by
value of purchase

Country < 20 euro 30-100 euro 2,000-10,000 euro > 10,000 euro
Belgium 84% 48% 18% 5%

Germany 91% 69% 21% 4%

Spain 90% 64% 30% 6%

France 80% 15% 3% 0%

Italy 91% 77% 31% 4%
Luxembourg 77% 27% 10% 3%
Netherlands 65% 20% 8% 4%

Austria 82% 60% 29% 10%
AVERAGE (8 EU MS) 87% 55% 20% 4%

Source: ECB, Frankfurt (2011).
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Finally, in figure 2.1 the average cash ratio (defined as the ratio between the
amount of ATM withdrawals (proxy for cash use) and the sum of total payments)
over the period 2011-2015 is shown across European Union countries. For the
countries of the Euro area it is 46.8%, for the total European Union it is 41.9%. The
highest shares are for Greece, Bulgaria and Romania with 88.8%, 88.6% and
84.8%; the lowest are for the United Kingdom. France and Sweden with 27.0%,
25.3% and 23.4%. Again, huge differences!

Cash-ratio across 28 European countries; Figure 2.1
average 2011 - 2015"
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1) The ratio is defined as the ratio between the amount of ATM withdrawals (proxy of cash use) and the sum of
total payments including those through residents’ points of sale (POS).
Source: Piccardi and Levi (2017), who draw on ECB data.
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To summarize, these tables, figures and remarks clearly show that cash was still
dominantly used in Europe and in other highly developed OECD countries over the
period 2010 to 2015. The percentage of use is vastly different between countries
and it all depends on payment habits. But these tables clearly show that cash is an

important element and also that cash hoarding increased significantly.

3 Cash versus illegal activities

In this chapter the major research question is “How much does cash stimulate ille-
gal activities?”, starting with the shadow economy, then crime and corruption, and
finally considering terrorist financing. It is obvious that cash cannot be easily traced,
which makes cash attractive for transactions related to the shadow economy, brib-
ery, crime and finance of terrorism. But still an important question is: Is cash a

major source of the shadow economy, of crime and of terrorism or just one means?

3.1 Cash and the shadow economy

Shadow economy refers to business/economic activities off the books, which are
legally allowed but not recorded in order to avoid tax and social security payments
and to avoid labor market and other regulations.® In this subchapter | want to in-
vestigate the role cash “plays” as an indicator of the size of the shadow economy.
In figure 3.1, the share of cash payments versus the size of the shadow economies
of 36 highly developed countries averaged over 2013-2014 are shown. One clear-
ly realizes that the larger the share of cash in total payments the larger the size of
the shadow economy. The correlation coefficient between the two variables is
0.50 and is highly statistically significant. Hence, at a first glance, it looks like the

6 There is an extensive literature about the definition of a shadow economy also estimating a shadow
economy and its interaction with the official economy. Compare for example Feld and Schneider (2010),
Gerxhani (2003), Schneider (2015, 2017), Schneider and Williams (2013) and Williams and Schneider
(2016) as well as Sauka, Schneider and Williams (2016). Due to this extensive literature a longer discus-
sion about defining and estimating a shadow economy and its interaction with the official one is not
undertaken in this paper.



Friedrich Schneider: Restricting or abolishing cash: an effective instrument for
fighting the shadow economy, crime and terrorism?
55

higher the share of cash (as a percentage of total payments) the larger the shadow
economy. However, if one also looks at figure 3.1 there are some distinct excep-
tions, for example Germany and Austria are cash-intensive countries with relatively
small shadow economies. In Sweden, where cash payments have become rare, the

country still has a medium-sized shadow economy.

Share of cash payments versus the size of the shadow economy  Figure 3.1
(averages over 2013 — 2014)
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Share of cash in % of total payments

Source: Own calculations.

Given these inconclusive findings and in order to fulfill the ceteris paribus condition
an econometric investigation is undertaken. | know that the shadow economy
is driven by tax burden, by regulation, by the quality of public institutions, unem-

ployment, tax morale and other factors.” But how is it related to the use of cash

7 Compare here for example Feld and Schneider (2010) and Schneider (2015, 2017).
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and/ or cash limits?® In this paper | choose three ways of investigation.

First, using a MIMIC estimation, shadow economy is a constructed figure with
various causes, such as tax burden, regulation measures, economic freedom, legal
system, tax morale, etc. Indicators, like employment and GDP and cash or cash
limits are neither used here as indicator nor as cause variables. These “cash free”
shadow economy figures are now regressed on the availability of cash approxi-
mately by the share of cash in total payments and by cash limits. The results are
shown in table 3.1. The size of the shadow economy in 38 highly developed coun-
tries as averaged over the years 2013/2014 is regressed on GDP per capita, share
of cash payments and cash limits, which exist in a number of European countries.
The results clearly show that the share of cash payments has an influence on the
size and development of the shadow economy and is statistically significant; the
more cash, the larger the shadow economy, ceteris paribus. However, the estimate
coefficient of cash limits which is in place in various European countries (for exam-
ple Italy, France) has the theoretically expected negative sign, but is not statistically

significant.

In table 3.2 some simulation results are undertaken about the importance of the
cash figure on the size of the shadow economy. Table 3.2 clearly shows that when
GDP decreases by 10%, the shadow economy increases by 18.4%. When the share
of cash payments decreases by 10% the shadow economy decreases just by 2%. If
we make the assumption that no cash is available anymore, the shadow economy
would decrease by 20%. Cash limits have no significant effects.

8 Itis obvious, that cash is an important element or indicator of the shadow economy. There is even one
method, the currency demand approach, which originally was developed by Vito Tanzi and Gutmann in
the 80s, who use the idea that the amount of cash held outside banks is a function of traditional factors
like consumption habits, income and interest rates, but also one can include factors which are drivers of
the shadow economy, like tax burden and regulation. One can econometrically estimate such a function
and can derive value-added figures of the size of the shadow economy. But again, here cash is only an
indicator and not the primary reason why people work in the shadow economy.
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OLS-Regression with robust standard errors; Table 3.1
38 highly developed countries; average of the shadow

economy of the years 2013/2014

Dependent variable: Coefficients
Shadow Economy in % of GDP (t/z-value)
(average over 2013/2014) [beta-value]

96.490**
(6.46)
~7.991**
Test-Statistics: (-6.30)
R2=0.742 [-0.714]*
F-value=43.39(0.000)
RMSE=4.05 0.075*
D.F.=32 (2.06)
[0.204]
-1.450
(_1 .07)***
[-0.091]

*

*k

*** Not statist. significant!
Source: Own calculations

Static simulation results

(no adjustment procedures are assumed!)

Simulations of standardized effects

Independent variables

Constant term

log(GDP p.c.) (average over 2013/2014)

Share of cash payments in % of all payments

(average over 2013/2014)

Cash limit (dummy-variable 1=limit, O=no limit)

Table 3.2

Variable Effect on shadow economy

GDP p.c. 10% decrease

Share of cash payments

No cash payments, at all Drops to 0!
Cash limit [Introduction of
cash limit]

Source: Own calculations.

10% decrease

— Shadow economy increases by 18.4%
— Shadow economy decreases by 2.01%
— Shadow economy decreases by 20.1%

- no significant effect
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The second way to test how important cash is for the shadow economy, or wheth-
er a cash limit would reduce the shadow economy as a causal variable, is investi-
gated by undertaking a MIMIC estimation®; the results are presented in table 3.3.
We clearly see that the cash limit variable has no statistically significant influence as
a causal factor on the size of the shadow economy whereas the tax burden, rule of
law index and the inflation rate all have the theoretically expected sign and are
highly statistically significant; the only exception is unemployment, which has
the expected sign, but is not statistically significant. Cash as an indicator of the
shadow economy has a statistically significant influence on the size of the shadow

economy.

9 This estimation procedure is explained in detail in Schneider (2017), Feld and Schneider (2011), and
Schneider and Enste (2010).
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Table 3.3

shadow economy of 36 highly developed countries;

years 2012 to 2014

MIMIC Estimates

Causal variables

Cash limit (dummy-variable: 1=limit, 0=no limit)

Tax burden in % of GDP

Rule of law index (the better, the higher)

Inflation rate

Unemployment rate

Indicator variables

Cash as share of all payments
Labor force participation rate
Chi-Square

RMSA

Coefficient of determination

Observations

ok

kK

Source: Own calculations.

Est. Coeff.

1.889 (0.56)
0.174** (2.10)
—2.995*** (-3.28)
2.824*** (3.50)

1.735 (0.60)

1.00 constrained
—0.431***(-3.44)
6.14 (0.188)
0.122

0.908

36
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The third way is a first attempt at a micro study. In figure 3.2 some first micro re-
sults about the following question are shown. “Imagine there was no cash any-
more. What would you have done in the following situations?” The answers are in
percent of those persons who said that they paid in cash for services or trades ac-
tivities because it was anonymous. 33% of the Austrians interviewed (interviews
were done from May 24 to June 29, 2016 with 1056 interviewed persons) would
still demand the service and would pay cashless. 13% said that they would still
have demanded the service but would have paid more attention to correct tax
treatment. 13% would not have demanded the service anymore and 41% would
have negotiated another anonymous payment method with the other party, such
as vouchers or gifts. Hence, even under the extreme assumption that no cash is
available, 41% of the people who prefer anonymous payment would still seek an
anonymous payment method.' To summarize, cash is an important element in the
shadow economy. But cash is by no means a causal factor and it has quantitatively
limited influence on the development of a shadow economy. Without any cash a
shadow economy might be reduced between 10 to 20%.

10 These are first results on a project of a micro-investigation for Austria about the structure of the
shadow economy motivation and why people work in the shadow economy.
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“Imagine there was no cash anymore. Figure 3.2
What would you have done in the following situations?”

A5ty
answers in %, basis: persons who 41%
40% paid in cash for the services or
- 33% craftsman activities because it is
anonymous
E L
5%
0%
15% 13% 13%
0%
55
0%
| woubd have also | would have alss | waild have HOT | would have sgresd on
demanded the ssrvics and demanded the sandice. but demandad the sarnce ancther an [=]F} ]
simply paid cashlesshy would have paid mone pmmm% With the
attention to & SOrrect tax other party like vouchers or
treatmsent gifts

N=1,056 interviews, representative for the Austrian population.
Source: Friedrich Schneider: Market Linz, May 24 to June 9, 2016.

3.2 Cash versus illegal activities

3.2.1 The case of corruption

As in subchapter 3.1, the use of cash is often blamed as the main enabler of brib-
ery, corruption and other crime activities. In many countries the simple equation of
much cash, much bribery, seems to hold true in media stories. In countries such as
Switzerland and Austria, low levels of perceived public-sector corruption and brib-
ery occur alongside a high share of cash in total payments and/or low number of
cashless payments per person. Compare here figure 3.3, in which the share of cash
payments and the transparency corruption perception index are plotted. We clear-
ly see in this figure that the higher the corruption the lower the transparency cor-
ruption index value, and the higher the cash share. Hence, countries like Greece
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and Bulgaria (which have high corruption) also have a high share of cash payments
measured as a percentage of total payments; the correlation coefficient is —0.72
and highly statistically significant. But, as already argued, other countries such as
Switzerland, Germany and Austria have a high share of cash payments, but quite
low corruption. As in the shadow economy case from this figure, we cannot draw

the conclusion that cash is responsible for corruption.

Share of cash payments as an indicator of corruption Figure 3.3
(averages over 2014 - 2015)
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Source: Own calculations.

Again, | undertake an econometric investigation, trying to explain corruption. Cor-
ruption has considerable impact on economic, political and social factors and is
subject to a vast range of institutional, jurisdictional, society and economic condi-
tions. In a survey paper, Dimand and Tosato (2017) provide a comprehensive state
of the art survey of the existing literature on corruption and its causal effects. They

reach the conclusion that thanks to more convenient and better availability of data,
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empirical research on corruption has advanced vastly over the last decade. They
conclude that from a scholarly perspective the remaining challenge is how to deal
with noisy data and they try to capture hidden behavior. Their survey shed light on
the development of empirical corruption research and on the non-robustness of
older and newer empirical findings. They show that recent empirical findings on
the interrelation between corruption and bureaucracy, press and economic free-
dom, poverty wages and/or the shadow economy are in line with both theoretical
assumptions and older empirical research. They further conclude that the quality of
empirical research and corruption is still advancing and needs to settle important
issues, such as the right way to measure corruption, before being able to settle
debate of conflicting empirical findings. They conclude that more micro-data is

required in order to get consistent findings.™

Considering these survey results, an attempt is made here to explain corruption.
The transparency corruption index (TCI) is used as dependent variable; and indices
of rule of law and economic freedom, GDP per capita, share of cash payments and
cash limits are used as independent variables.’ The TCI of 38 highly developed
countries over 2014/2015 is used. The results are reported in table 3.4 (note that
for the dependent variable the TCl, the higher the value the lower the corruption!).
The regression shows that the better the rule of law and the more economic free-
dom is granted, the lower is corruption. It also shows, the higher GDP per capita
is, the lower is corruption. The result also shows that the higher the share of cash
payments, the higher is corruption; the estimated coefficient is statistically signifi-
cant. Finally, the cash limit dummy variable has the wrong sign and is not statisti-
cally significant.

11 Assimilar conclusion was also reached by Dreher and Schneider (2009), who empirically investigated
the interaction between corruption and the shadow economy.

12 Amazingly, in the survey by Dimand and Tosato (2017), cash as a driving force for corruption is not
even mentioned.
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Regression results: Transparency Corruption Index Table 3.4
(the higher the value, the lower corruption); 38 highly
developed countries; years 2014/2015

Dependent variable: Coefficients
Transparency Corruption Index (TCl)  (t/z-value)
(average over 2014/2015) [beta-value] Independent variables
(The higher the value, the lower
corruption) —44.725*% Constant term
(-2.48)
0.616** Rule of Law Index; the higher, the better
(3.18)
[0.424]
Test-Statistics::
R2=0.924 0.507* Economic freedom index; the higher, the better
F-value=124.64(0.000) (2.59)
RMSE=4.67 [0.204]
D.F.=32
4.060(*) log(GDP p.c.) (average over 2013/2014)
(1.65)
[0.176]
-0.176** Share of cash payments in % of all payments
(-3.30) (average over 2013/2014)
[-0.233]
-2.192 Cash limit (dummy-variable 1=limit, O=no limit)
(71 ‘23)***
[-0.066

*

*k

***Wrong sign! Not significant!
Source: Own calculations

In table 3.5 some simulation results about quantitative importance are presented.
One realizes that if the rule of law (economic freedom), increases by 10 percentage
points, the TCl increases by 6.1 (5.0%), which means less corruption. If the share
of cash payments is decreased by 10 percentage points, the TCl increases only by
1.8%, which means less corruption. | have here a statistically significant effect of
the estimated coefficient of the cash variable, but compared to the other two

variables, it is only of minor importance.
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Simulation results on TCI Transparency Corruption Index Table 3.5
(the higher the value, the lower corruption)

Standardized effects — Simulations

Rule of law +10 percentage points — Increase of 6.1 percentage points of the TCI
— Less corruption

Economic freedom +10 percentage points — Increase of 5.0 percentage points of the TCI
— Less corruption

Share of cash payments —10 percentage points — Increase of 1.8 percentage points of the TCI
— Less corruption

Cash limit=1 Wrong sign! Not significant!

Source: Own calculations.

Finally, in table 3.6 a robustness test for six different specifications is presented, as
Dimand and Tosato (2017) argued in their survey about the instability of the regres-
sion results explaining corruption. Table 3.6 clearly shows that the estimated coef-
ficient of cash share is in three cases statistically significant and in three cases not.
The estimated coefficient of cash limit is not statistically significant in any the six
cases. | must confess that the results are not stable. Hence, | cannot conclude that

cash is a driver of corruption.
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Problem of stability of the estimated coefficients Table 3.6
of the variables “cash share” and “cash limit”

Estimated coef- Estimated

ficient of “Cash  coefficient of Specification of the regression; depended variable;
No. share” “Cash limit Transparency Corruption Index
1 —0.176** =2.191 Log(GDPAV), ECFl av., LAW av.
(=3.30) (-1.23)
2 -0.079 -0.089 Log(GDPAV), ECFl av., LAW av., Gov. Eff.
(=1.54) (~0.06)
3 —0.083 0.032 Log(GDPAV), ECFI av., Gov. Eff.
(=1.13) (0.02)
4 —0.195** -1.915 LAW av., EFl av.
(-3.38) (=1.05)
5 —-0.109(*) -2.86 Log(GDPAV), LAW av., BFI av.
(-1.82) (=1.46)
6 —-0.083 0.033 Log(GDPAV), ECFI av., Gov. Eff.
(=1.13) (0.02)

GDPAV=GDP average 2013-2014; LAW av.=Rule of Law Index, Gov. Eff.=Gov. Efficiency index, EFI av.=Economic
Freedom Index, BFI av.=Business Freedom Index

*

%

Source: Own calculations

3.2.2 The case of money laundering

It is obvious that “crime” or dirty money is laundered. This has the purpose of
making dirty money appear legal (compare Walker, 1999, 2007)."* There are many
methods of money laundering; table 3.7 briefly explains the 12 most common
methods according to Unger (2007) and Schneider (2015). Which of these meth-
ods is chosen depends on the type of crime activity and on the institutional ar-

rangements in the country where the criminal money is “earned”. For example,

13 Step one is the earning and collection of the crime money. Step two is to become as rich and influ-
ential as possible in the underground and legal world.
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in the drug business method 8 “business ownership” is quite often used.™ In big
cities quite reasonable amounts of cash are earned by drug dealers in a lot of
different places, which they infiltrate into cash-intensive operations such as restau-
rants, which are especially well suited for money laundering purposes, by adding
the criminal proceeds to the “legal” turnover of the business. Table 3.7 also shows
that in 8 out of the 12 methods cash is only or mostly used. Quite obviously, when
using cash deposits (method 2), cash smuggling (method 4), business ownership
(method 8), credit card advance payments (method 11) and ATM operations (12)
for money laundering, more or less only cash is involved in these transactions. Only
for wire transfers, the purchase of insurance policies, security purchases and the
creation of shell corporations is cash of little or no importance. Therefore, cash is
quite important for money launderers in traditional criminal activities at the first
stage.

Unger (2007) estimates the amount of laundered money for the top 20 destination
countries of laundered money. These figures are shown in table 3.8. In this table
two estimates are presented, one by Walker (1999, 2007) and one by the IMF. The
Walker figure of 2.85 trillion USD is much larger than the IMF figure of 1.50 trillion
USD (both figures are for the year 2005). Walker's figures have been criticized as

too high, which was one reason why the IMF estimates are shown too.

Table 3.8 clearly demonstrates that two-thirds of worldwide money laundering is
ascribed to these 20 countries listed. One should realize that most of these coun-
tries are highly developed and have quite sizeable legal/official economies, which
makes them highly attractive for re-investing the laundered proceeds. What is also
amazing is that there are only a few small countries, offshore countries (OFCs) and/

or tax havens among them (Cayman Islands, Vatican City, Bermuda and Liechten-

14 Compare Schneider (2004) and Masciandaro (2004).
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stein).”™ The majority of countries that attract money laundering flows are econom-
ically big players. The United States has the largest share in worldwide money
laundering at almost 19.0%, followed by the Cayman Islands (4.9%), Russia (4.2%)
and Italy (3.7%). However, smaller countries such as Switzerland (2.1% of world-
wide money laundering), Liechtenstein (1.7%) and Austria (1.7%) are also attrac-
tive. If one takes the lower IMF values for Austria, Switzerland and the United
Kingdom, about 5.5% of the total amount is laundered in these three countries,
which comes close to roughly 10% of their official GDP. Yet it needs to be empha-
sized that it is not clear whether this money is “only” laundered in these countries
or whether it also remains there. The money may well leave these countries after
the laundering process. In general, table 3.8 demonstrates how substantial the
amount of laundered money is and that two-thirds of these funds are concentrated
in only 20 countries.

Bagella et al. (2009, p. 881) apply a two-sector dynamic general equilibrium mod-
el to measure money laundering for the United States and the EU-15 macro areas
over the sample period 2000:01 to 2007:04 on a quarterly basis. Their time series
are generated through a fully micro-founded dynamic model, which is appropriate-
ly calibrated to replicate selected stochastic properties of the two economies (legal
and illegal). Their model has a short run perspective. Bagella et al. get the following
results: First their simulations show that money laundering accounts for approxi-
mately 19.0% of the measured GDP in the EU-15, while it accounts for 13.0% in
the US economy, over the sample 2000:01 to 2007:04. Second, the simulated size
of money laundering appears less volatile than the corresponding GDP. As regards
the EU-15 macro area, the simulated statistics suggest that money laundering vol-
atility accounts for one-third of GDP volatility. For the US economy, the same sta-

tistics produce a figure of two-fifths. Considering these estimates | admit that they

15 Compare also Masciandaro (2005, 2006), Zdanowicz (2009), Truman and Reuter (2004), and Walker
and Unger (2009).
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are quite high and I have some doubts about how plausible these large figures are.

In another study Walker and Unger (2009, p. 821) again undertake an attempt to
measure global money laundering and/or the proceeds from transnational crime.
They criticize the traditional and often used methods such as case studies, proxy
variables, or models for measuring the crime economy, arguing that they all tend
to overestimate money laundering. They present a theoretically orientated gravity
model which makes it possible to estimate flows of illicit funds from and to each
jurisdiction in the world. This “Walker Model” was first developed in 1994 and was
updated in 2008/2009. The authors elaborate that their model belongs to the
group of gravity models which has recently become popular in international trade
theory. The authors argue that the original Walker Model estimates are compatible
with recent findings on money laundering. Once the scale of money laundering is
known, its macroeconomic effects and the impact of crime prevention, regulation
and law enforcement as well as the scale of transnational crime can also be meas-
ured. Walker and Unger (2009, pp. 849-850) conclude that their model still seems
to be the most reliable and robust method to estimate global money laundering,
and thereby the important effects of transnational crime on economic, social and
political institutions. Rightly they argue that the attractiveness of the distance indi-
cator in the Walker Model is a first approximation, but is still not theoretically sat-
isfactory. A better micro-foundation for the Walker Model is needed. Micro-foun-
dation here means that the behavior of money launderers is analyzed; in particular
the reasons that make them send their money to a specific country. Hence, Walker
and Unger (2009, p. 850) conclude that an economics of crime micro-foundation
for the Walker Model would mean that, similarly to international trade theory,
behavioral assumptions about money launderers should be made. Their gravity
model can be seen as a reduced form or outcome of a rational calculus of sending

money to a certain country and potentially making large profits.
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Problem of stability of the estimated coefficients

Table 3.7

of the variables “cash share” and “cash limit”

Summary

Wire transfers
(no cash)

Cash deposits
“Smurfing”
(only cash)

Informal value trans-
fer systems (IVTS)
(mostly cash)

Cash smuggling
(only cash)

Gambling
(mostly cash)

Insurance policies
(no cash)

Securities
(no cash)

Business ownership
(only cash)

Shell corporations
(little cash)

Purchases
(mostly cash)

Credit card advance
payment
(only cash)

ATM operations
(only cash)

Money launderers move funds around in the banking system all over the
world. Often these funds go through several banks and different jurisdic-
tions.

Money launderers deposit cash advances in bank accounts. Due to an-
ti-money-laundering regulations they often “structure” the payments, i.e.
break down large to smaller amounts (“smurfing”).

Money launderers on the one side rely on other transfer providers, such as
the Hawala or Hindi, and on the other side on IVTS shops (mainly selling
groceries, phone cards or other similar items).

Money launderers mail, FedEx or simply carry cash from one region to
another.

Casinos, horse-races and lotteries are ways of legalizing funds. The money
launderer can buy (for “dirty” cash) winning tickets — or in the case of casi-
nos, chips —and redeem the tickets or the chips in a “clean” bank check.

Money launderers purchase single premium insurance, redeem early (and
pay a penalty) in order to receive clean checks to deposit.

Usually used to facilitate fund transfers, where underlying security deals
provide cover (and legitimate looking reason) for transfers.

Money is laundered through legitimate businesses, cash-intensive opera-
tions, such as restaurants, are especially well suited for laundering; one of
the most often used methods!

Money launderers might create “fake” companies exclusively to provide
cover for fund moves without legitimate business activities; one of the most
often used methods!

Real estate or any durable good purchases can be used to launder monies.

Money launderers pay money in advance with dirty money, and receive
clean checks on the balance from the bank.

Banks might allow other firms to operate their ATMs, i.e. to maintain and
fill them with cash. Money launderers fill ATMs with dirty cash, and receive
clean checks (for the cash withdrawn) from the bank.

“no” cash: 4 cases
“only” cash: 5 cases
“mostly” cash: 3 cases

Source: Unger (2007, pp. 195-196) and own remarks.
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The amount of laundered money for the top 20 Table 3.8
destinations of laundered money, year 2005

% of world- Walker estimate MF estimate of

wide money 2.85 trillion USD 1.5 trillion USD worldwide
Rank Destination laundering Amount in billion USD Amount in billion USD
1 United States 18.9% 538,145 283,500
2 Cayman Islands 4.9% 138,329 73,500
3 Russia 4.2% 120,493 63,000
4 Italy 3.7% 105,688 55,500
5 China 3.3% 94,726 49,500
6 Romania 3.1% 89,595 46,500
7 Canada 3.0% 85,444 45,000
8 Vatican City 2.8% 80,596 42,000
9 Luxembourg 2.8% 78,468 42,000
10 France 2.4% 68,471 36,000
1 Bahamas 2.3% 66,398 34,500
12 Germany 2.2% 61,315 33,000
13 Switzerland 2.1% 58,993 31,500
14 Bermuda 1.9% 52,887 28,500
15 Netherlands 1.7% 49,591 25,500
16 Liechtenstein 1.7% 48,949 25,500
17 Austria 1.7% 48,376 25,500
18 Hong Kong 1.6% 44,519 24,000
19 United Kingdom 1.6% 44,478 24,000
20 Spain 1.2% 35,461 18,000
Summary 67.1% 1,910,922 1,006,500

Source: Unger (2007, p. 80).
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3.2.3 The case of cybercrime

According to Anderson et al. (2013), in the last 10 to 15 years cybercrime has orig-
inated from white-collar crimes. In the year 2007 the European Commission de-
fined cybercrime in the following way'®:

1. traditional forms of crime such as fraud or forgery, though committed over elec-
tronic communication, networks and information systems;
2. the publication of illegal content over electronic media; and

3. crimes unique to electronic networks.

Today, cybercrime takes on many forms, like online banking fraud (phishing), fake
antivirus software, fake computer programs and fake error messages. In a first
systematic paper Anderson et al. (2013) try to use a survey to measure the cost of
cybercrime and/or the criminal proceeds from some types of cybercrime.'” Cyber-
crime is a fairly new development and is certainly becoming more and more impor-
tant. What type of cybercrime costs can one observe? Anderson et al. (2013, p.
269) state the following four:

1. costs in anticipation of cybercrime, such as antivirus software, insurance and
compliance;

2. costs as a consequence of cybercrime in the form of direct losses and indi-
rect costs, such as weakened competitiveness as a result of intellectual property
compromise;

3. costs in response to cybercrime, such as compensation payments to victims and
fines paid to regulatory bodies; and

4. indirect costs such as reputational damage to firms, loss of confidence in cyber

16 This definition is taken from Anderson et al. (2013, pp. 268); compare also Levi and Suddle (1989)
as well as Levi (2009 a,b), and Levi (2017).

17 Compare also Detica and the Office of Cyber Security and Information Assurance (2011), Kanich et
al. (2011), Levi (2011), Levi and Burrows (2008), Taylor (2011), Van Eeten and Bauer (2008).
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transactions by individuals and businesses, reduced public-sector revenues and

the growth of the underground economy.

These types of costs are shown in figure 3.4, where Anderson et al. try to analyze

the costs of cybercrime and also some criminal revenues. From figure 3.4 one clear-

ly realizes that criminal revenues or criminal proceeds can be derived from the di-

rect losses of victims due to cybercrime. Direct losses (or proceeds of national or

transnational criminal activities) include:
1. money withdrawn from victims” accounts;

2. stolen software; and

3. faked financial transactions.

Framework for analyzing the costs of cybercrime

Defense costs/
Infrastructure costs

Indirect costs

Criminal revenues, Direct losses of the society/
profits Cybercrimes

Source: Anderson, et. at. (2013, p. 270), and our remarks.

\ J

Figure 3.4

Costs to society
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What does one know about the costs (and partly proceeds of criminal activities) in
the cybercrime area? Anderson et al. (2013, pp. 294-295) provide an interesting
table (table 3.9) showing a first estimation of the costs (and partly proceeds) of the
category of cybercrime.™

Considering the four cost (proceeds) components (costs of genuine cybercrime,
costs of transitional cybercrime, costs of cybercriminal infrastructure, costs of cy-
bercrime against public institutions) in table 3.9 one clearly realizes that compo-
nent 4 “Cost of crime against public institutions (welfare and tax fraud)” becoming
“cyber” is by far the largest part covering 67.5% of all costs of cybercrime, which
amounts to a sum of 150.2 billion USD on a global estimate. Turning to global
estimates of other components of cybercrime, one realizes that the costs of “gen-
uine cybercrime” on a worldwide basis are 3.5 billion USD or 1.6% of the total
costs of cybercrime. The 3.5 billion USD can also be seen as the largest part of the
proceeds of genuine cybercrime activities. If one considers component 2 “Costs of
transitional cybercrime” one realizes that it amounts to 44.2 billion USD or 19.8%
of the total costs of cybercrime. With 24.8 billion USD the costs of cybercriminal
infrastructure are quite sizeable as well; they amount to 11.9% of the total costs.
As already said, the costs of traditional crimes becoming cyber are with 150.2
billion USD the largest part of the costs of cybercrime. Again this could at least
partly be seen as the criminal proceeds from cybercrime activities in these areas,
especially for tax fraud. In general table 3.9 clearly demonstrates that the costs and
proceeds of cybercrime activities are sizeable. In future they will certainly rise be-
cause the use of electronic networks for crime activities is becoming more and

more attractive.

18 In the following table own calculations are added but it originally comes from Anderson et al. (2013,
p. 294-295).
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An estimation of the various cost components Table 3.9
(for the criminal proceeds) of cybercrime; year 2012

UK Est. Global Est.  Ref.
Type of cybercrime (in % of total cost); year 2010-2012 (in bn $) (in bn $) period
1. Cost of genuine cybercrime 0.164 3.50
(e.g. online banking fraud) in bn $ (0.9%) (1.6%)
2. Cost of transitional cybercrime 3.07 44.20 2010
(e.g. online payment card fraud) in bn $ (6.7%) (19.8%)
3.Cost of cybercriminal infrastructure 1.24 24.84 2012
(e.g expenditure on antivirus) in bn $ (11.9%)
4. Costs of cybercrime against public institutions
4.1 Welfare 1.90 20.00 2011
4.2 Tax fraud 12.00 125.00 2011
4.3 Tax filing fraud - 5.20 2010
SUM of 4 in bn USD (in % of total costs) 13.90 150.20 2011
(75.7%) (67.5%)
SUM of 1-4 in bn USD (in % of total costs) 18.37 222.70 2011
(100%) (100%)
In percent of total crime proceeds 20.3%

1,100 bn worldwide (100%)

Source: Anderson et al. (2013, pp. 294-295)
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3.3 Cash versus terrorist financing

There are quite a number of statements and also papers which draw a connection
between the financing of terrorism and cash. Some studies also support the view
that cash is used also for terrorism financing.” In table 3.10 the costs of terrorist
attacks are presented. Table 3.10 clearly shows that not much money is needed in
order to undertake terrorist attacks. What is also quite often not known that be-
fore the attacks terrorists are unknown as terrorists and they can use their bank
accounts and other financial means. Hence, even severe bargain restrictions can
easily be bypassed if one goes several times to cash (ATM) machines or asks friends
to go several times to do this. In figure 3.5 the costs of terrorist attacks in Europe
are shown. Most of them cost less than USD 10,000. This figure clearly shows that
even a severe legal cash restriction has minor effects on the financing of terrorists
and activists. As shown in table 3.11, terrorist organizations such as ISIS or others
have quite sizeable annual budgets and need to finance their operations in order
to function as an organization. But even here it is doubtful whether this terrorist

organization would diminish if there were no cash available worldwide.

19 Compare e.g. Riccardi and Levi (2017), Halliday, Levi and Reuter (2014).
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Date

1993

2002

2004

2003

2001

2015

Incident

World Trade Center bombing in New York

Bali bombing

Madrid train bombing

Jemaah Islamiyah operatives captured in Cambodia

9/11 bombings

Charlie Hebdo attacks in Paris

77

Table 3.10

Cost

Us$19,000

US$25,000

Us$10,000

Carrying US$50,000

13 hijackers received US$10,000 each

€6,000

Source: Sands, P. (2016): Making it Harder for the Bad Guys: The Case for Eliminating High Denomination Notes,
Weil Hall, p. 25.

Costs of terrorist attacks in Europe in past 20 years" Figure 3.5

Number of attacks (40=100%) by estimated cost

(7.5

(5%)

)

= Disrupted before any costs
incurred

=< 100 USD

= 100-1,000 USD

= 1,000-10,000 USD

= 10,000-20,000 USD

u = 20,000 USD

= Not possible to estimate

Y An analysis of 40 jihadist attacks in the past 20 years shows that most funding came from
delinquents’ own funds and 75% of the attacks cost total less than USD 10,000. Source: Mai, H. (2016).
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The world’s 7 “richest” terrorist organizations Table 3.11

Organization Annual turnover Main sources

ISIS usS$2bn Oil trade, kidnapping/ransom, protection, taxes, bank
robberies, looting

Hamas usS$1bn Taxes/fees, financial aid/donations

FARC Us$600m Drug production/trafficking, kidnapping/ransom,
mining, fees/taxes

Hezbollah Us$500m Financial aid/donations, drug production/trafficking

Taliban Us$400m Drug production/trafficking, fees/taxes, financial aid/
donations

Al Qaeda Us$150m Financial aid/donations, kidnapping/ransom, drug
trafficking

Lashkar-e-taiba US$100m Financial assistance/donations

(Kashmir)

Source: Sands, P. (2016): Making it Harder for the Bad Guys: The Case for Eliminating High Denomination Notes,
Weil Hall, p. 26.
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3.4 Summary of the empirical findings

Summarizing subchapters 3.1 to 3.3 | reach the following findings/conclusions:

(i) Figures on crime and criminal cash usage are rare, often contain large errors
(problem of double counting) and are difficult to interpret.

(i) The available evidence suggests that restrictions on cash use will probably
reduce profits from crime, but will certainly not eliminate them. Due to my
empirical investigation, | reach the following figures: Reduction in cash or in-
troduction of a cash limit: Shadow economy reduction between 2 and 20%
(extreme case: no cash); corruption reduction between 1.8 and 18 percentage
points (extreme case: no cash); crime reduction between 5 and 10%.

(iii) Other means of storing and transferring illegally obtained assets without
leaving many traces are already in use. They include:

a. the transport of physical valuables (e.g. prepaid instruments, precious metals,
diamonds),

b. using false identities and fake firms,

¢. criminal middlemen and shell companies to facilitate cashless transfers via
regulated entities like the banking system, money transmitters or online
payment service providers.

(iv) Also, funds can be moved through traditional or new, alternative transfer
systems like hawala or private virtual currency schemes.

(v) Finally, technical progress, especially cyber money (bitcoin), and other electronic
means are rapidly changing payment habits and hence will be heavily used by

criminals, too.
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4 Conclusions: Cash and civil liberties

For liberal societies the importance of cash has much deeper aspects than “pure”
economic ones. Cash reflects the fundamental relation between citizens or taxpay-
ers and state authorities. Using cash means freedom, independence and personal
fulfillment for a citizen who doesn’t want a state intervention when using cash.
The “voices” calling for the limitation or abolishment of cash argue that tighter and
more comprehensive state control over individuals’ financial flows and funds will
effectively fight crime, shadow economy and terrorism. But in my opinion we have

weak empirical evidence.

Of course, anonymous cash makes tax evasion easier, especially for those who
cannot afford to shift funds abroad. However, easy cash is clearly not the main
reason for tax evasion, though it does facilitate it. Indeed citizens” willingness to
pay taxes crucially depends on tax morale.?® Tax morale has been found to corre-
late with the relation between citizens and the government. The better the relation
the higher the tax morale. A high degree of trust and of political influence (direct
democracy) strengthens tax morale and the willingness of the citizens to pay their
taxes, so that the state can provide goods and services. Tax authorities should treat
taxpayers or citizens with respect and as clients rather than as suspects or servants.
Hence, such a fundamental basic contract (developed by Frey and Feld (2002,
2007)) between the tax payer and the state is crucial for the functioning of society.

The abolishment or strict limitation of cash carries the risk of seriously weakening
trust in state authorities. Abolishing cash as a simple tool against citizens to enforce
state control can easily prove to be counter-productive. Given the real perceived
importance of cash for civil liberties, a limitation or abolition could only be justified
by sound reasons and large benefits. Only then may trust between citizens and

20 Compare here the work of Feld and Frey (2002, 2007), and Schneider (2015).
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authorities remain intact. As cash is neither the motivation nor the reason for shad-
ow economies, crime or terrorist attacks, its abolition would not lead to large
welfare gains. In a democracy the choice between cash and other means of pay-
ment should be left to users, who happen to be citizens, taxpayers, consumers and
producers at the same time. Hence, my final conclusion is that citizens don't want
to be forced by state authorities not to use cash anymore. They should be free to
choose which payment instrument they use.
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