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4.3.2.23 Cash Accounts T SEarCh/LISt SCIEEN .......ccoii ittt e e 695
4.3.2.24 Cash AccouNnt T DetailS SCrEEN ..........uuiiiiiiiiiiie e e e e 700
4.3.2.25 Cash Account T NEW/EAIt SCIEEN ......uuuiiiie ittt e e e e e e e e e s e ssneereeeeeaeesaannes 705
4.3.2.26 Certificate Distinguished Names 1 Search/LiSt ...........ccccciiiiiiiiiiiiiic e 723
4.3.2.27 Certificate Distinguished Names i NeW/Edit SCIrEEN ...........cevvvveiiiiiiiiiiieeiiiiiieieverererererenenenns 724
4.3.2.28 CLM Repository T SearCh/LISt SCIEEN .........cuvviiiiiiiiiiiieieieieieeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeseseseresererene 724
4.3.2.29 Closing Days T Search/LISt SCIrEEM .........ciiiiuiiiiiiiiiii ettt 724
4.3.2.30 Countries - SEArCH/LIST SCIEEN.........uuieiiieee e ieeeie e ee e e e e s e e e e e e e s s snneeeeeeaeeesannnnes 724
4.3.2.31 CUIrencies - SEArCh/LISt SCIEEN.........uuuiiiii ittt e e e e e aaees 724
4.3.2.32 Data changes T SEarCh SCIEEN........cuiiviiiiiiiiiiieieeeeeeeeeeeeeee et eeeeeeaeaeeeeeaeeseeseeesessesesseseseraseeereee 724
4.3.2.33 Data changes 1 DetailS SCrEEN .......cooiiiiiiiiiiie et 724
4.3.2.34 Direct Debit Mandate T Search/LiSt SCIEEN .........euviieiiiiiiiiiiiee e a e e eenees 725
4.3.2.35 Direct Debit Mandate T NeW/Edit SCreeN ............eeiiiiiiiiiiiiiii et 725
4.3.2.36 Distinguished Namei BIC Routing T Search/LiSt SCreen ...........coevvvvvvviierieiieeeiiiiieierererennnenns 726
4.3.2.37 Distinguished Namei BIC Routing T NeW/Edit SCreeN .........c..eeiiiiiiieiiiiiieiiiee e 728
4.3.2.38 Event Types T SEarCh/LISt SCIEEN .......uviiiiiiiii ettt 730
4.3.2.39 Event Typel DEtailS SCIEEN ......coiii ittt ettt e e e e e e s bbb e ee e e e e e e annnes 730
4.3.2.40 Grant/Revoke RoIe T NEW/EIt SCrEEN .......coiuuiiiiiiii ettt a e 730
4.3.2.41 Grant/Revoke Cross-System Entity Object Privilege - Details Screen.........cccccoovvveeeinnneen. 732
4.3.2.42 Grant/Revoke Cross-System Entity Object Privilege - New/Edit Screen .........ccoccceeevvnneen. 732
4.3.2.43 Grant/Revoke Object Privilege - DetailS SCreEN.........cooiiiiiiiiiiiiie et 735
4.3.2.44 Grant/Revoke Object Privilege - NeW/Edit SCreen ..........c.uveeiiiiiiiiiiiiieieeeeeeiieee e 735
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4.3.2.45 Grant/Revoke System Privilege T Search/LiSt SCrEEN .........cuvvveeiiiiiiiiiieee e 738
4.3.2.46 Grant/Revoke System Privilege T DetailS SCreen ..........evviiiiiiiiiiiiiieiiieec e 739
4.3.2.47 Grant/Revoke System Privilege T NeW/Edit SCreen..........coccvvieiiiiiieiiiiiie e 739
4.3.2.48 Inbound Files — Search/LiSt SCrEEN.........cooi i 743
4.3.2.49 Inbound File — Details SCrE@N........cceiiiiiieee e e 743
4.3.2.50 Inbound Messages — Search/LiSt SCreEN.........oovviiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee e aeeaaees 743
4.3.2.51 Inbound Message — Details Screen No references for error messages. ........cccccceeveeeiinnns 743
4.3.2.52 Invoice Configurations — Search/LiSt SCre€N..........oovvviviiiiiiiiiiiiieieeeeeeeeeeeeeeeee e 743
4.3.2.53 Invoice Configurations — Details SCreeN.........coovvvviiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e reveaeaenes 744
4.3.2.54 Invoice Configuration — NEW/Edit SCre€N .......coovviiiiiiiiiiieeeeeeeeeeeeeeeeeeeee e 745
4.3.2.55 LIMItS T SEAICH/LIST SCIEEN ...cciiiiiiiiiieiie ettt e e e e e e s s sbebeeeeeaeeesannnes 748
4.3.2.56 LIMItS T NEW/EIt SCrEEN......coiiiiiiiiiiiie e e e e et e e e e e e anees 749
4.3.2.57 Liquidity Transfer Group i SearCh/LiSt SCrEEN..........ceuvviviiiiiiiieieieieieeeeeeeeeeeeeeeeeaeeeeeeereeeaenenes 753
4.3.2.58 Liquidity Transfer Group T DetailS SCreEN........ccoiuiiiiiiiiieiiii e 754
4.3.2.59 Liquidity Transfer Group T NeW/Edit SCrEEN ...........eiiiiiiiiiiiiie et 755
4.3.2.60 Message Subscription Rule Set T SearCh/LiSt SCreeN .........ccvvvveiviviiieeiieieieieieveveveveeevevereaeens 757
4.3.2.61 Message Subscription Rule Set T DetailS ........c.oevvviviiiiiiiiiiiiiiiiieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeveveaenenes 758
4.3.2.62 Message Subscription Rule Set T NeW/Edit SCreeN .......c..ueveviieeiiiiiiieiieee e 760
4.3.2.63 Message Subscription Rule T NeW/Edit SCreEN ........cocuviiiiiiiiiciiie et 763
4.3.2.64 Network Services T SearCh/LISt SCIEEN .......cccuuuiiiieie ettt a e 776
4.3.2.65 Outbound Files T SEArCh/LISt SCrEEN.........coi it 776
4.3.2.66 Outhbound File T DetailS SCrEEN.........uuiiiiiie it e e e e e e e s e sanbeeeeeaeeesannnnes 776
4.3.2.67 Outbound Messages T SearCh/LISt SCrEEN .........cuuiii i 776
4.3.2.68 Outbound Message T DetailS SCrEEN ........cvviiiiiiiiiiiiiiieeeeeeee ettt ee e eeaesesesererererene 776
4.3.2.69 Parties T SEArCh/LISt SCIEEN ......coiiiiiiiiii ettt e e e e ee e e e e e s annees 776
4.3.2.70 Party T DELaAS SCIEEN .....ciiiiiiiie ittt ettt e et e e ab e e e s nanaeee s 779
4.3.2.71 Party T NEW/EIt SCIEEN......ueiii ittt ettt st e e e e e e s enbaeee s 781
4.3.2.72 Party Service LINK T SearCh/LiSt SCrEEN ........cuvvviiiiiiiiiiiiiiieieeeeeeeieee e eeeeeaesaaevasanenenes 789
4.3.2.73 Party Service LINK T DetailS SCrEEM .......coovvviiiiiiiiiiiiiiiieieeeieeeeeeeee et eeeeeeeeeeeaaaaseseseseseseaene 791
4.3.2.74 Party Service LINK T NEeW/EAIt SCrEEIMN .......cocuuiiiiiiiiii et 793
4.3.2.75 Privileges T SEarCh/LISt SCIEEN.......ccciiuiiiii i 799
4.3.2.76 Report Configuration T SearcCh/LiSt SCrEEN ..........cevvviiiiiiiiiiieieiiieieieieeeeeeeeeeeee e eeeesereaareaanes 799
4.3.2.77 Report Configuration T DetailS SCrEEN .........covviiiiiiiiiiiieieieieieieeeeeeeeeeeeeeeee e eeeeaeereresererarerene 801
4.3.2.78 Report Configuration T NEW/EIt SCrEEN.........coiiiiiiiiiiiie e 803
4.3.2.79 Restricted Parties T Search/LISt SCIEEN ........ccuuiieiieee e e e re e e e s er e e e e e s ennnes 808
4.3.2.80 Restriction Types T SearCh/LISt SCIEEN ........cccuuiiiiiiiei ittt e e 809
4.3.2.81 Restriction Type — Details SCrE N ........oovviiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee ettt ererasaaereees 810
4.3.2.82 Restriction Type - NEW/Edit SCrEEN........coovviiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee e ravaaeaaees 812
4.3.2.83 Restriction Type Rule - NEW/EAIt SCrEEN .......coovviiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e avavaaaaes 815
4.3.2.84 ROIES T SEAICH/LISt SCIEEN ...coiiiiiiiiiieii ettt e e e e e e bbb ee e e e e e e annnes 825
4.3.2.85 ROIE T NEW/EIt SCIEEN......eeiiiiiiiiiitee ettt e e e e et eee e e e e e e aannes 825
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4.3.2.86 ROULING T SEAICH/LIST SCIEEN ....c..vviii ettt e et e e s nnneeee s 826
4.3.2.87 Routing T NeW/EAIT SCrEEN........oiiiiiii e 827
4.3.2.88 ReVvisions/Audit Trail T LiSt SCIEEM .......euiiii it e e ee e e e e e e aennes 831
4.3.2.89 Revisions/Audit Trail T DetailsS SCrEEN .......ccuviiiiiiiiie e 831
4.3.2.90 RTGS Directory T S€arCh/LISt SCIEEN ........ccciiiiiieieee e e eecceie e e s s e e e e e e s s e e e e e e e e annnes 831
4.3.2.91 Secured Groups - SEArCh/LISt SCIEEMN .......cocuuiiiiiiiiii ettt 831
4.3.2.92 Secured Group - DEtailS SCIEEN........ciiuuiiii ittt 832
4.3.2.93 Secured Group - NEW/EIt SCrEEN .......cuiiiii it e e e e e e e e s s snaaene e e e e e s aennes 833
4.3.2.94 Service Items T SearCh/LISt SCIEEN ........coiiiiiiiiiiiiii e 834
4.3.2.95 Service Item T DetailS SCrEEM ......oouuiiiiiiiie et a e e e s e e e e e e s ennnes 835
4.3.2.96 Settlement Bank Account Group T Search/LiSt SCreEN..........ueviiiiiiieiiiiiieiee e 835
4.3.2.97 Settlement Bank Account Group T DetailS SCre€n...........covvvveiiveieieiieiiiieieieeeeeeeeeeeeeeereeeeenenns 836
4.3.2.98 Settlement Bank Account Group T NeW/EdIt SCreeN .........eevvviieeieiieeieiiieeeeeeeeeieeevevevereveeenenns 837
4.3.2.99 Standing Order for Reservation i Search/LiSt SCreen ..........ccccovvviiiiiiiiiiiiiee e 839
4.3.2.100 Standing Order for Reservation T NeW/Edit SCreeN .........cccuvieiiiiiieiiiiiie e 840
4.3.2.101 Standing/Predefined Liquidity Transfer Order i Search/List Screen .........cccccvvvvvvevvvvennnnes 841
4.3.2.102 Standing/Predefined Liquidity Transfer Order 1 Details Screen.........cccccvvvvvvvvvevvvevevevennnnns 843
4.3.2.103 Standing/Predefined Liquidity Transfer Order i New/Edit Screen ..........cccccvevviieeenninneen. 845
4.3.2.104 System Entity T SEArCh/LISt SCIEEIMN ......ccoiiuiiiiiiiiiii ettt 853
4.3.2.105 TariffS T SEArCh/LISt SCIEEM ....ccoiiiiiiiii et e e e e e anees 853
4.3.2.106 Technical Addresses Network Services Link T Details SCreen.........cccccceevviiiiiiieeeeeeeinninns 853
4.3.2.107 Technical Addresses Network Services Link T New/Edit SCreen.........cccccooevvvvveeveeeeeiinnns 853
4.3.2.108 TIPS Directory i SEarch/LiSt SCrEENM .......cccuuiiiiiiiiiie it 855
4.3.2.109 USEr 1 SEArCh/LISt SCIEEN.....cccii ittt e e e e ee e e e e e s annees 855
4.3.2.110 USEr T DELAIlS SCIEEN .......ueiiiiieiiitte ettt e e e e e bbb ee e e e e e e aanes 856
L T N I U AL o [ o (== PR 856
4.3.2.112 User Certificate Distinguished Name Links i Search/List Screen ...........cccocccvveeveeeeeiienns 857
4.3.2.113 User Certificate Distinguished Name LinkS T NEW SCIre€N ........ccevvvvvivvreeeeeeeireeeerererenennnenns 858
4.3.2. 114 VAT T SEAICH/LISE SCIEEM ...ciiiiiiiiiiiiiit ettt e ettt e e e e e s s bbb e ee e e e e e s annees 859
4.3.2. 115 VAT T NEW/EAIL SCIEEN ....veeiiiie e ettt ettt e e e e e e st ee e e e e e s s st eeeeeeesaansntaeeeeaeeesannnnes 860

All rights reserved. Page 14



B BANCA D'ITALIA  BANCODEESPANA
b EUROSISTEMA E

urosistema Common Reference Data Management t t
BANQUE DE FRANGE HDEUTSCHE - User Handbook a P g E

BUNDESBANK services

BUROSYSTEME EUROSYSTEM

Terms and Abbreviations

The terms and abbreviations are shown in the table below. You find terms with
their description and the abbreviations, both in an alphabetical order.

Letter Description

C
Check box Square box that can be filled with a checkmark by
It:_red'rt Itfh'rt clicking on it with the mouse. In contrast to the radio
id i button, you can select more than one option with a
check box.
D
DD Day (e.g. used within the timestamp, every letter
stands for one digit)
d Decimal number
E
e.g. For example (dratinad)dexe
H
hh Hour (e.g. used within the timestamp, every letter
stands for one digit)
I
ie. That is (Latin: o0id estod
Incl. Including
M
Mouse-over Additional information for some elements of the GUI
: is only shown when you move the mouse-pointer to
Loz these elements.
prin: Contert
MM Month (e.g. used within the timestamp, every letter
stands for one digit)
mm Minute (e.g. used within the timestamp, every letter
stands for one digit)
min. Minimum
max. Maximum
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Letter Description

10m
N
NRO

QQ

R

Radio button

Unzorted
'y

S

Select box

all

Nominal

SS

T
10t

Timestamp

YYYY

10 million

Non-repudiation of origin (NRO) provides the recipient
(CRDM) with the evidence NRO which ensures that
the originator (CRDM actor) will not be able to deny
having sent the U2A instruction. The evidence of
origin is generated by the originator and held by the
recipient.

Quarter, indicates a time span of three months, e.g.
Q2 stands for the second quarter of the year.

A type of GUI element that allows the user to choose
only one of a predefined set of options.

A select field in the GUI with an arrow on the right
side. By clicking on the arrow, all possible input
values are shown and can be selected with a mouse-
click.

Semester, indicates a time span of six months, e.g.
S1 stands for the first semester.

Second (e.g. used within the timestamp, every letter
stands for one digit)

10 thousand

A sequence of characters, denoting the date and the
time in CRDM.

Year (e.g. used within the timestamp, every letter
stands for one digit)
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1 Introduction

1.1 Overview of the User Handbook

The CRDM User Handbook, hereinafter called UHB, aims at facilitating the use
of the Graphical User Interface of the Common Reference Data Management
(CRDM GUI). It is intended for any CRDM user regardless of the focus of
activities and describes the full range of functionalities available in user-to-
application (U2A) mode. The UHB provides detailed reference information on all
GUI screens and step-by-step instructions for typical workflows.

Target The content of the handbook is addressed to all actors: central banks (CBs),

Audience central securities depositories (CSDs), CSD patrticipants, external CSD users,
payment banks and ancillary systems. By referring to the table of contents as
well as to the usage indication list, each reader can easily identify the relevant
parts.

Related The UHB is part of the functional documentation and complements the UDFS. In

ﬂgﬁumenta- particular, chapter one of the UDFS contains a detailed description of the
business concepts used in CRDM, which are also relevant when using the GUI.
The UHB is divided into two parts. UHB Book 1 describes all the common
reference data objects that are common in almost all the TARGET services,
while UHB Book 2 is focused on the reference data objects that are used in T2S
only.

Updates Updated versions of the UHB will be provided on a regular basis.

1.1.1 UHB Methodology

Several symbols and methodological elements are used throughout the CRDM
UHB to ease orientation and help you to find your desired information quickly.

Page Layout Every page of the main UHB parts has a similar page layout. You can find four
different elements:

" the header, which shows the chapter and sub-chapter title

“ the margin column on the left side of each page, which is used for subheadings
and information signs
" the text column, which contains the main information, tables and screenshots

" the footer, which shows the name and the release of the document as well as
the page number
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Information  [NERE
Signs

Description

Notice sign Notice signs are used to highlight
useful information. Read its
content to find out about hints,
action alternatives or other details
helping you to improve your usage
of the CRDM GUI.

Example sign Example signs are wused to
highlight examples, which illustrate
the corresponding text, especially
when a verbal description is
difficult or too extensive.

Links Links are illustrated throughout the UHB with a little triangle followed by a page
number within squared brackets. These links help you to jump to related sections
by clicking on them or turning to the relevant page.

Flease find the information on page 6. ']

Illustration 1: Link illustration

Tables Tables are used to present information in a clearly arranged format. They consist
of a table head and a table body. The body is divided into a left and a right
column. The left column contains keywords, for example field names, which are
explained in the right column. Subsections within a table are preceded by a
heading. The order of the description follows the appearance on the screen from
left to right and from top to bottom.

Type Set Regular text in the UHB is written in Arial Unicode MS font with a size of 11pt.
Screen and button names are written in italic letters, GUI paths use the Courier
New font. Field names and field values are put in quotation marks if they appear
in a context other than their dedicated description.
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Element Format Example

Screen name Italic letters Data changes i search/list screen

Button name Italic letters New button

GUI path PC code Common >> Parties >> Parties

Field name or6. . . 0 60pegi Datebd ; O6Acti v

value quotation

Action Business scenarios are divided into single action steps. These action steps are

Steps . . . .
numbered sequentially. Intermediate results are described where appropriate
and marked with an indented arrow. Each business scenario ends with a final
result, indicated by an arrow.

a Example
1. Action step 1
2. Action step 2
E Intermediate result
3. Action step 3

& Result

Screenshots  gcreenshots are used to illustrate the corresponding text. Note that there might
be minor deviations between the screenshot and your screen appearance,
according to your access rights or a specific selection you have made. In
addition, some functions are mutually exclusive and cannot be represented in a
single screenshot. In these cases, the screenshot illustrates the more prevalent
use of the screen.

Values shown on a screenshot might also deviate from the default values
indicated in the description. In these cases, the description is valid rather than
the screenshot.
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4

PARTY NEW

Parent BIC: I

Party Type: I ~

13
[x]

Opening Date: I Jyyy-mim-dd

Closing Date: Jyyy-mm-dd & o O

LEL:

No Rows To Show

lllustration 2: Screenshot of Party New/Edit screen

1.1.2 UHB Structure

Part 1

Part 2

All rights reserved.

The UHB is structured in three parts and is complemented by an annex.

The introduction explains the aim, the content and the approach of both the
UHB and the GUI. While the first section explains how to use the UHB, the
second section focuses on the design and common functionalities of the GUI.
The overview of the UHB includes information about:

“ The UHB methodology [} ]

" The UHB structure [} ]

The overview of the GUI consists of information about:
“ Setup and login procedures [} ]

" GUI structure, including information about the menu structure, screen
structure, screen types, field types and properties, and common buttons and
icons [}]

“ Validation [ ]

“ Communication network and services [ ]
“ User administration [ ]

" Security and certification services [| ]

" Online help [} ]

Refer to this part if you need information on how to use the UHB or on common
functionalities of the GUI.

The screen reference partst arts with a gener al S
guide for this part. It is followed by the screen descriptions of all screens
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Part 3

Annex

contained in the GUI. Each description follows an identical structure which
comprises detailed information on all screen fields.

The screen reference part is structured along the first and second GUI menu
level, followed by the screens in alphabetical order. Within this alphabetical
order, all screen types belonging to the same business function are grouped
together to follow the business logic (search/list screen, details screen, new/edit
screen).

Refer to this part if you need detailed and precise information on a screen, field
or button.

The user instructions part starts with a general section servingasa r e a
guide for this part. It is followed by step-by-step instructions for typical GUI
workflows, called business scenarios. Each description follows an identical
structure.

Related business scenarios are grouped into comprehensive business
packages, which are further grouped into categories.

Refer to this part if you need to know how to carry out an action using the GUI.

The annex supplies detailed information complementing the UHB:

“ Annex Section 4.1 - Sitemap [ ]: Hierarchical, structured illustration of all
screens and their interrelations

“ Annex Section 4.2 - List of privileges [} ]: For each screen, all privileges and
their corresponding description are listed

“ Annex Section 4.3 - List of references for error messages [ ]: For each screen,

all references for error messages, the error text and the corresponding
description are listed

1.2 Overview of the Graphical User Interface

The GUI is a browser-based application for communication with CRDM in U2A
mode . | t i s based on t he | SO norm
interactiono.

1.2.1 Setup and Login Procedures

All rights reserved.

Before entering the GUI, make sure that your workstation complies with the
hardware and software requirements and implement all necessary preparations
(e.g. firewall settings) described below.

Such requirements/preparations may be subject to periodical review/update to
comply with changing technical/regulatory scenario.
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Hardware
requirements

Software
requirements

Please refer to the AESMI G U2A Qualif
UDFS.
Pl ease refer to the AESMI G U2A Qual
UDFS.

Pl ease refer to the AESMI Go UZMn eXxu ad
UDFS.

Supported
Weeﬁ Pl ease refer to the AESMI G U2A Qual
Browsers UDFS.
and Settings
GUI Access  ysers are directed to an initial page named ESMIG portal that ensures proper
routing to the web applications the user has been granted to enter.
target e v 101 —

b Services List

Choose an Application and your System User Reference

Choose a Service

Choose a System User |2

Illustration 3: ESMIG Portal

All rights reserved.

The ESMIG Portal screen expects the user to select the relevant service to enter
based also on the type of Party. For CSD and CSD Participant only T2S service
is present. {T2S CR0805}

After the selection of the Service, the user is invited to select a specific
component or application.

As a third step, once the component or application is selected, the user is
requested to select the System User.
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NRO specific
requirements

After submitting the screen, the user is redirected to the selected component or
application.

In order to properly access the ESMIG PORTAL and to select service and
components, the user must be granted with the relevant privileges:

W T2S Access: the user granted witht hi s pri vil eges can see

fiChoose a Serviceo section and AT2
Applicationdo section.

W CRDM_Access: the user granted with
AChoose Component or Applicationo

W BILL Access:the user granted with this privilec

S GuUI

t his
secti

|
0

(0]

AChoose Component or Applicationd sectio
W BDM_Access: the user granted with this p
Management 0 under AChoose Component or A
W DMT _Access:theuser granted with this privileges
Tool 06 under AChoose Component or Applica
WTMS Access: the user granted with this p
AChoose Component or Applicationd sectio
W ORT_Access: the user granted witht hi s pri vil eges can see

Reporting Toolsd under AChoose Component

Pl ease refer to the AESMI G U2A Qual
UDFS.

1.2.2 GUI Structure

This chapter explains the basic elements of the CRDM GUI structure (i.e.
structure of the menu and the screens) helping you to navigate through the
system and to use it quickly and efficiently.

The first subsection describes the menu structure where screens are grouped
hierarchically. Afterwards, the second subsection explains the layout structure
common to each screen. The following subsections provide details on the
different screen types [ ] and on recurring elements, such as common field types
[ ] or buttons and icons [} ].

1.2.2.1 Menu Structure

All rights reserved.

The GUI menu is structured into four hierarchical menu levels. The hamburger
menu appears when the proper icon is selected. After the first level is presented,
it is possible to choose the functionalities that are common to the shared services
and those that are specific for T2 or TIPS. Then the menu can be further
navigated - the second, third and fourth menu levels are accessible via mouse-
over on the first-level menu item - in order to select the desired functionality.
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Hint

Depending on your access rights, it is possible that not all menu entries are
visible for you. Contact your system administrator to verify that you have the
necessary privileges to access all screens relevant to you. The privileges are
listed in each screen and business scenario description.

Illustration 4: CRDM menu levels

Position No. Description

1 Menu level 1
2 Menu level 2
3 Menu level 3
4 Menu level 4

All entries on the third menu level are structural subcategories. To access a
screen you have to click on the fourth menu level.

1.2.2.2 Screen Structure

In general, each screen of the CRDM GUI follows the same layout containing a header
and a content area.

The header appears at the top of every screen. It contains three main elements
providing useful information and helping you to navigate between the different screens
as shown in the illustration below.
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5] Feroel:

l 2725 OPERATOR SRR 1 | 20700113 1752 - 2 |- B ot ‘

Header

WHAT IS CRDM?

CRDM Is 3 centraszed. harmonized reference data management component that will handie in 3 single point il data that s shared by more than one

Illustration 5: Header elements

Position No. Element Description

1 Menu bar ... presents the main menu item and allows you to
navigate to the screens.

2 CRDM logo ... links to the welcome screen.
button
3 Information panel ... displays your login name, the logout and help

buttons as well as date and time of last data
access.

Content The content area is the part of the GUI where you can trigger all business actions. It is
Area organised by five main elements which help you to interact properly with the GUI as
shown in the illustration below.

To structure large amounts of data, the content area is further separated into frames
and sub-frames.

ta Pg & T25 OPERATOR USER 1 | 2020-06-30 11:32| » ? Help |» @ Logout
e Session ID: eyJhbGCi0i|lUzITNi)9 Business Date: 2020-06-29 Stage: IAC version: 1.0.26
=
301 a ) Common ) Parties. ) Party Service Links > Q search ) @ Details 1 2

PARTY SERVICE LINK DETAILS

Status: Active Party Type: National Central Bank

Parent BIC: TCSOTCS0XXX Party BIC: NCBXITRROD1 Edit

Service: T2 RTGS COMPONENT Party Type for Service: RTGS CB Account Holder

Vvalid From: 2020-04-14 Valid Te: 9999-12-31 4

RTGS Configuration Data 3 Revisions

o
L
D
&
o

Intraday Credit Limitation
500 true

Total rows: 1

lllustration 6: Content area elements
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Position No. Description
1 Breadcrumb ... Shows the main path to the current screen.
2 Basic icons ... exports or prints the screen content.
3 Frame and sub-frame ... groups related information as a structural
title function.
4 Button bar ... shows all available buttons for the current
screen.

Further information about the icons can be found in the common buttons and icons
section.

1.2.2.3 Screen Types

The CRDM GUI consists of the following types of screens, each with a different
function:

“ Welcome screen

“ Search/List screen

" Details screen

" Enter screen (usually new or edit screen)

\éVeIcome The welcome screen is the entrance into the CRDM GUI.
creen

Search/List
Screen

You can access all search/list screens on menu level four.

The search/list screen allows you to query the CRDM database using a
predefined set of search criteria. After executing a search, a list of data records
matching your search criteria is displayed in a table. To select an entry from a
list displayed on a search/list or list screen, click on the desired entry. The
background colour of the table line changes to indicate the selected entry. If the
search retrieves only one record, the details screen is displayed directly, if you
are authorised to access the details screen, else the record is displayed in the
table in the list screen. You can browse through the list using the table buttons.
Furthermore, it is possible to arrange your search results in ascending or

descending order by the columns shown. This does not trigger a refreshed
query.

Details In contrast to the search/list screen, you can only access the details screens via
Screen other screens.

All details screens provide you with in-depth information of a previously selected
data record.
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Before showing the details screen, a new query is forwarded to the system to
ensure most up-to-date data.

Enter Similar to the details screens, you can only access the enter screens through
Screen other screens.

Enter screens allow you to enter data, which can be done in two enter modes:

“ New mode, represented by the new screens
“ Edit mode, represented by the edit screens

In general, both modes contain the same fields. In the case of the new mode, all
fields are blank. In the case of the edit mode, existing data are prefilled in the
fields. In addition, one past value is reported (if available) which cannot be edited.
You can edit the existing currently valid value by changing the content of the
field. You can only edit an existing currently valid value provided that there is no
future value. Otherwise, you need to delete the existing future value beforehand.
You can also enter a new future value by clicking on the pencil icon.

1.2.2.4 Field Types and Properties

Field Types  The description of the common field types with the proper descriptions follow.

Input Fields In input fields you can enter text and/or numeric content. Make sure to comply

with the format requirements, which are part of each field/screen description.

Input-sensitive fields are input fields with an auto-complete mode that helps you
to input data. As soon as you start typing the first characters of the respective
data into an input-sensitive field, CRDM automatically proposes possible
matching entries from which you can select the desired one.

PARTY NEW

Parent BIC: I ee

FBNCB EP1000
ESSNES NCB AESPBXXX j L
(]

NCB AESPIXXX

[

Opening Date: Closing Date: yyyy-mm-dd

NCB AESPAXXX
NCB AESPBEXX

=
8

NCB AESPBGXX
NCB AESPBHXX
NCB AESPFFXX

o
g
H

- 1 - 1®IO)

BIC:
NCB AESPGGXX

BIC is mandatory

NCB AESPHXXX

x

lllustration 7: Input-sensitive field
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0 Hint
You can use the tab key on your keyboard to navigate through the GUI fields.

BIC8 that are entered via GUI are automatically supplemented to BIC11 by
addi ng 0 XX Xunambiguously ideatify a paoty.
Select

Fiald Select fields are either select boxes, radio buttons or check boxes.
ields

“ Select boxes: Functionally a select box is a way to enter data from a limited
list of possible values. In CRDM you can find different types of select boxes,
standard select box, input-sensitive select box and auto-complete select box.

“ The standard select box enables the user to choose one entry from a
predefined set of values. To select an entry, click on the little box with the arrow
to open the menu. Then select the desired value by clicking on it.

Party Type: j

Opening Date:

Ancilary System

National Central Bank

Payment Bank

Illustration 8: Standard select box

" The input-sensitive select box enables the user to enter the desired value
manually, which will be used to reduce the possible set of values in the input-
sensitive select box list, which provides you with a drop-down menu that shows
the 10 first entries of the set of values irrespective of what you might have
entered in the text field.

Parent BIC:
Parent BIC: I

nee|

AAASTHBIXXX FBNCB EP1000
Party Type: -
Party Type: AAMNAUZ1300( . arty Type NCB AESPSXXX

AASVINDTXXX NCB AESPIXXX
i - - o] ing Date: -
i ‘ ABAOALZTX # O pening Date ‘ NCB AESPAXXX 8 0
ABBLINBBYX NCB AESPBEXX
ABEMAU21XXX NCB AESPBGXX
Codes Codes
ABFUMYK100¢ NCB AESPBHXX
ABNAAUZBXXX NCB AESPFRXX
BIC: BIC:
ABNAAUZEXOC NCB AESPGGXX
B1C is mandatory BIC is mandatory
IC is mandatory ABNAALZIG 15 mandatery NCB AESPHXXX

lllustration 9: Input-sensitive select box using the input-sensitive select box icon and input-sensitive

select box with manually entered values.

“ The auto-complete select box enables the user, differently from the input-
sensitive select box, to make entries and choose values outside the standard set
of values to be sent to the back-end for further validation (extended data scope).
Due to that possibility of transporting unqualified data the validation of the values
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is restricted to basic checks and will be carried out mainly in the backend. Apart
from that, the auto-complete select box functions similar to the input-sensitive

select box.
Parent BIC: I NCBXITRRO
NCBXITRRO 01
LEI: MNCBXITRRO 03

NCBXITRRO 04

lllustration 10: Auto-complete select box

Radio buttons: Enable the user to make exact selections using one value
from a set of options. You can select only one value at the same time. Click on
the icon corresponding to the option you would like to select.

g Role name j

m
m

C Party BIC: Choost

m
m

r Parent BIC: Choosl

Illustration 11: Radio buttons

" Check boxes: Enable you to select more than one value at the same time.
Click on the boxes corresponding to the options you would like to select. Selected
check boxes contain a check mark.

Default: = Main User: ¥

Illustration 12: Check boxes

Wildcards A wildcard is a placeholder for characters and it represents any acceptable
character or a set of them in a string. In CRDM you can use a wildcard in input
fields or google-style fields in all the search screens to search for data widening
the result to all the strings matching the pattern. The required number of
characters is indicated in the field description. CRDM accepts two possible

values:

“"6*0 that is a placeholder for one o

“"6?206 that is a placeholder for exact
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Examples
CRDM* ;: The resul t | i st contains all
*Account: Theresultlistcont ai ns al | data records

CRD?: The result list contains all data records that have any acceptable
character at the end of O6CRDO6, e. g.

The combination of the wildcard o6*50

The wildcards are always usable in the fields reported before with the following
restrictions:

" It is possible that to properly search with wildcards you have to insert at least
two or four characters. In this case, the minimum number of characters to be
entered is reported in the field remarks;

" Itis possible that a field does not allow wildcards; in this case, this is explicitly
mentioned in the Remarks field.

Read-only In addition to enter and select fields, the CRDM GUI has also read-only fields,

Fields : .
which are pre-filled and do not allow data changes.

Field , All field types have specific properties with respect to possible character sets,

Properties
and mandatory content.

Date A Date type field has the following format: YYYY-MM-DD. There are four digits
representing the year, two digits representing the month and two digits
representing the day.

The default value of Date fields, unless differently specified, is BLANK.
Generally, if a closing date value is not specified, the system will automatically
set the €dla3E0A9999

The field Date is always linked to a calendar icon that opens a calendar where
you can select a day. It is possible to insert a date writing in the field or using
the calendar.

Time ! . . . .
The Time type field has the following format: HH:MM. There are two digits
representing the hour and two digits representing the minute.

DateTime!

A DateTime type field has the following format: YYYY-MM-DD HH:MM. There
are four digits representing the year, two digits representing the month, two digits
representing the day, two digits representing the hour and two digits

1 The Time in the system refers to the CET/CEST zone.
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representing the minute. The field DateTime is always linked to a calendar icon
that opens a calendar where you can select a day. It is possible to insert a date
writing in the field or using the calendar.

Amount The GUI will show the amounts with all decimal points, English Format (the
deci mal separ ataodrthewihlolus berd as é&p ar at o
alignment.

Amounts can be entered up to 18 figures, that is maximum 19 characters if the
decimal separator is present.

When the amount field is in read-only mode or the amount field is not selected
for typing, the amount shows the thousand separator.

When the user is typing the numbers, the amount is shown without the thousand
separators.

The number of decimals is defined by the currency.

Negative amounts (shown by the system but not entered by the user) are written
in red and mAr k€i svithl a @&pplies for

According to the character set, only numerical characters (decimal i
abbreviation "d") can be used for amounts plus the negative symbol.

Description

Amounts Contains an The Amount must beThe amount must be greater than
Amount. greater than or equal to 0.or equal to 0.

Amounts Number of The Amount must have Wrong format in field <field name>.
Decimals of an<number of decimalsThe correct format has to be
amount stored for the currency>xxx.xxx,<number of decimals

decimals. stored for the currency>.

Amounts Character set to be It is only possible to use aOnly numerical characters are
used numerical character set. allowed

QUiC_k Input T facilitate a quicker input, the user can enter the following characters in fields
Entries . . )
that require the input of amounts:

“ The character T (or t) represents thousands, thereby allowing the user to enter
three zeros directly, e.g. to enter 5T instead of 5,000;

" The character M (or m) represents millions, thereby allowing the user to enter
six zeros directly, e.g. to enter 5.5M instead of 5,500,000;

The input of the respective character immediately converts the entry into a value
with the corresponding number of zeros.

For quick input entries, the GUI is not case sensitive.
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Numeric
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There are different type of numeric field. In general these fields, in edit mode,

can contain oniiy sryumbhlmdr. s and 0

Field Description Edit mode New mode

Numeric Can contain only natural Only numbers are The thousand separator is
numbers (positive integer). allowed. shown.

Integer Can contain positive and Numbers and char The thousand separator is
negative integer values. fii ar e al shown. When negative, the

chafi s show
string is in red.

Positive Real Can contain positive values Numbers and The thousand and decimal
with decimals. When using decimal separator separators are shown.
this type, the number ofare allowed.
decimal must be specified.

Real Can contain positive and Numbers, decimalThe thousand and decimal
negative values with separator and charseparators are shown.
decimals. When using thisitih ar e al When negati v-

type, the number of decimal i is shown a
must be specified. in red.
Percentage Can contain positive values Numbers and The thousand and decimal

with decimals. When using decimal separatorseparators are shown plus
this type, a maximum of 5 are allowed. %0 symbol
digit(s) including decimal

point (thereof max. 2

decimal places and decimal

point) are allowed.

Percentage + Can contain positive and Numbers, decimalThe thousand and decimal

negative negative values with separator and char separators are shown plus
decimals. When using thisfth  ar e al i %0 symbol
type, the number of decimal negative, -fih
must be specified. shown and the string is in
red.
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Telephone  Shall contain numbers from Numbers andT he cha#fis f¢¢
Number 0 to 9 andi,clchar s-iifi+ds hown (e. g-
0) 6. When us. areallowed. 34567896) .

following pattern shall be
respected:

= Starting

- Then at least one to
maximum three digits

- Then s yfinb
- Then at least one to
maximum thirty characters
(digits and -fe
An(A, o0)o are

Characters  cRDM operates in British English and uses the SWIFT-x character set to enter
data: if not described differently, the fields are intended to be based on the
SWIFT-x character set. CRDM can accept the UTF-8 character set with the
excepti on of insgpechic fieldspwhen this dappér&,dhis is explicitly
reported.
The GUI does not differentiate between upper and lower case in terms of data
input for input fields.

The SWIFT-x character set corresponds with the following content:

Character Description

a-z 26 small characters of the Latin alphabet
A-Z 26 capital characters of the Latin alphabet
0-9 10 numeric characters
/ Solidus (slash)
- Hyphen
? Question mark
Colon
( Opening parenthesis
) Closing parenthesis
Full stop
, Comma
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Character Description

,

Apostrophe
+ Plus

Space (blank)
CR Carriage return

LF Line feed

0 Hint
CRDM does not process fields (mandatory or optional), that are only filled with

blanks. Blanks appearing at the beginning or at the end of a field entry are
deleted automatically without any notification.

Fields in a list or details screen, where the dataset was saved without an entry,

7

are fil-t6ed with 06

I(\:llan:jat:)ry In the GUI all mandatory fields are marked with a red line in the label. All marked
onten fields have to be filled in before you are allowed to proceed. The red line is turned
into green when the field contains a value or is selected.
Account it Type: I j | 1

Opening Date: I yyyy-mm-dd 8 o Closing Date: yyyy-mm-dd B O

Parent BIC: I Choose BIC |2 Party BIC: I Choose BIC }

Floor notification Amount: Ceiling notification Amount;

Currency: I j

Linked Account Type: j Linked Account Reference:

Cash Account Number: I

e

000w

Illustration 13: Mandatory fields

Position No. Description

1 Mandatory select field

2 Mandatory input field

1.2.2.5 Common Buttons and Icons

While working with the CRDM GUI you will find that some buttons and icons
appear regularly. There are three types of common elements:

“ Basic icons, which you can find on every screen
“ Utility elements, which represent functions within the content area
“ Table elements, which you can find below data record lists on search/list
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The buttons contained in the button bar are variable and therefore explained in
the screen descriptions.

Basic Icons QI EEEDETXEEIXTEY s

Illustration 14: Basic icons

Position Element [Description

[\\[oR

1 Export icon ... exports the data of the executed query from the current
screen into a csv-file.

If exporting a list, the related search criteria are exported as
well whereas detailed data are only exported, if the
respective list and the details screen are covered by the
same query. Otherwise just the list entry will be exported.

The export icon is common to all CRDM screens except for
the welcome and the new screens.

In addition to the exported data from the screen the following
information is exported at the start of the file: name of the
exported screen (including menu path), current date, name
of the user who triggered the exporting, classification label
ORESTRI CTEDGOG, ti mestamp of
criteria (Query parameters,
when exporting an edit screen which contains amended data
that has not been submitted yet.

2 Printicon ... prints the data of the current screen.

It is strongly recommended to use this button for generating
a clearly arranged overview of data on the printout.

The print icon is common to all CRDM screens except for the
welcome screen.
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target

services

Utility
Elements
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PARTY SERVICE LINK NEW

service: I T2 RTGS COMPONENT j Party Type for service: I Choose... -
Valid From: I yyyy-mm-dd @ O Valid To: yyyy-mm-dd & O
RTGS Configuration Data
Intraday Credit Limitation: I U2A only:
5 < |+ a
Mandatory field

Intraday Credit Limitation

No Rows To Show

Total rows: 0
MESSAGE SUBSCRIPTION RULE SET DETAILS

st e

KuleSetia 2000004

Ovscngtion FI5 Rocening Batus Advicus and Confirmancons

Valig frorm V8N

Cromnr Pavsnt I FCIOTCR0

Wereid Petet

P e

Tk tows 10

o ley

Servdie

Nane

POAt N gIive par prvatat vat:
Valet T

Croatar Pany IO

V) e Vst To B P Bockean Dgeessen

=

FSSIAVOS

Foithe

L

[QISVIVEL TN

Aine 2 2000068) 20T L GHEAA2I1 000 (Message Type @ se3e028) 25 28

2etve 3 IN00MA  IS002T 000 G231 000 (Message Type ® cant0sd) 3 3
Acne ] PN00MAL 0MBL027C0C Y231 000 (Message Type s camL06) 33 4
Atne 5 INCOMAL 20150027 001 Y1231 00¢ (Message Type ® camt0eT) s &
e ¢ J000NAS 20054027000 MIII1 000 (Message Type s cantOdn) 33 &
Aane ! JUONAS  2005Q02700L W AII1 000 (Messige Type ® CamtOrs) as T
Tosdt roms 31

lllustration 15: Utility Elements
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Position Description

No.

1 Calendar ... opens a calendar where you can select a day. If applicable,
icon you can also select the time via the calendar icon.

2 Pencil icon ... enables you to enter a new future value into an input field.

In edit mode, you can either change an existing data record or
enter a new future one. If you have changed the existing
current value before entering a future one, the data are
restored.

The pencil icon is only available on edit screens.

3 Delete row ... removes the selected row in the corresponding list as well
icon as fields or sub-frames.

The delete row icon is only available on new and edit screens.

4 Submit ... updates the selected row in the corresponding list using the
changes values inserted in the related fields.

icon The submit changes icon is only available on new and edit
screens.
5 Cancel ... enables you to leave the selected and edited row without

changes causing any changes.

icon The cancel changes icon is only available on new and edit

screens.
6 Magnifier ... provides the possibility to search for data on other screens.
icon If you are not aware of the exact/correct value, but you know

other related data, click on the magnifier icon to enter the
search screen. There you can enter all information known to
you and execute a search. By clicking on the select button, you
are redirected to the initial screen with the desired data entered
in the respective fields.

The attribute equipped with magnifier icon works otherwise like
an auto-complete select box.

7 Heart icon, ... restores the selected row in the corresponding list or sub-
Restore frames.

TOWICON  The Heart icon is only available on lists or sub-frames.
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target

services

Table
Elements

‘Opening Date + =  Closing Date Type = | ParentBIC BIC LEI

Aclive 2013-11-01 0999-12-31 Service Operator TCSOTCI0XXX TCSOTCS0XXK T2S0 Party
Active 2014-08-07 9999-12-31 National Central Bank  TCSOTCSOXXX ZYAAXECO1CO ZYAAXEC01CO SN
Aclive 2014-08-18 09999-12-31 Payment Bank ZYAAXECO1CO ZYAAXECO1D2 ZYAAXEC01D2 sn
Active 2014-08-27 0999-12-31 National Central Bank  TCSOTCSOXX ZYAAXECO1CB ZYAAXECO01CB NCB
Active 2014-12-01 9999-12-31 Payment Bank ZYAAXECO1CB ZYAAXECO1D3 ZYAAXECO01D3/shor
Active 2014-12-01 0999-12-31 Payment Bank ZYAAXECD1CB ZYAAXECO01D2 ZYAAXEC01D2/Shor
Active 2015-02-20 09999-12-31 National Central Bank . TCSOTCS0XXX NCBAHUAAXXX HungaryNCBPositive
Aclive 2015-02-20 0999-12-31 National Ceniral Bank = TCSOTCS0XXX MALTMTMTXXX CBM
Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX MBWMMTMTXXX MEDBANK
Aclive 2015-02-23 0999-12-31 Payment Bank MALTMTMTXXX MALTMTMTXXX CBM
Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX KMALMTMTIOX MSE
Aclive 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX VALLMTMTXXX BOV
Active 2015-03-05 0099-12-31 Payment Bank NCBAHUAAXXX PBKBHUHASOX PBKBHUHMAXO(
Aclive 2015-03-05 9999-12-31 Payment Bank NCBAHUAAXXX PBKAHUHAXXX PBKAHUHAXXX

<l |

Total rows: 10465

lllustration 15a: Table Elements i Sort icon

=Rz
Active 2013-11-01 Service Operator TCSOTCSOXXX TCSOTCS0XXX T230 Party A
Active 2014-08-07 National Central Bank  TCSOTCSOXX ZYAAXECO1CO ZYAAXECO01CO SN
Active 2014-08-18 —— Payment Bank ZYAAXEC01CO ZYAAXECO1D2 ZYAAXECO1D2 sn
Active 2014-08-27 E9EER National Central Bank TCSOTCSOXXX ZYAAXECO1CB ZYAAXECO1CB NCB
Active 2014-12-01 Not equal Payment Bank ZYAAXECO01CB ZYAAXECO1D3 ZYAAXECO1D3/shor
Active 2014-12-01 Payment Bank ZYAAXEC01CB ZYAAXECO1D2 ZYAAXEC01D2/Shor
Active 2015-02-20 National Central Bank  TCSOTCSOXX NCBAHUAAXXX HungaryNCBPositive
Active 2015-02-20 National Central Bank ~TCSOTCSOXXX MALTMTMTXXX CBM
Active 2015-02-23 Payment Bank MALTMTMTXXX MBWMMTMTXX MEDBANK
Active 2015-02-23 Payment Bank MALTMTMTXXX MALTMTMTXXX CBM
Active 2015-02-23 Payment Bank MALTMTMTXXX KMALMTMTRX MSE
Active 2015-02-23 Payment Bank MALTMTMTXOX VALLMTMTIOX BOV
Active 2015-03-05 Payment Bank NCBAHUAAXXX PBKBHUHAXXX PBKBHUH/AXXX
Active 2015-03-05 Payment Bank NCBAHUAAXXX PBKAHUHAXXX PBKAHUH/AXXX

4|

sl

Total rows: 10465

lllustration 16b: Table Elements - Supplementary filters in list objects

Position [Element

Description

All rights reserved.

1 Sort icon

... sorts the list in ascending or descending order by clicking on

the up or down arrow.
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2 Supplementary € a |l | ememoryifiltering, depending on the type of fields, of
filter the displayed list of items according to additional criteria as
shown below.

Data fields supplementary filter criteria:
" Equals

" Greater than

" Less than

" Not equal

" Inrange

Text fields supplementary filter criteria:
" Equals
Not equal
Starts with
Ends with
Contains

Not contains

Predefined supplementary filter criteria:

It contains an adaptive list of values which is consistent with the
related search criterion. E.g. for any Status field, the predefined
suppl ementary filter contain
0Del et edd.

When a supplementary filter criterion is used, the list is
automatically filtered in memory without submitting the query to
the back-end. When applied, any supplementary filter can be
removed by individually resetting the corresponding filter.

If a supplementary filter is applied, a small icon near the column
header is displayed, as shown in the following image.

Active
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1.2.3 Validation

In CRDM, all submission processes undergo various validations, which take
place in the front-end and/or in the back-end. Only correct entries, fulfilling all
predefined criteria, can be further processed. To indicate the status of the
recently performed action, CRDM uses two different types of messages to
indicate a successful or failed validation as described below.

In addition to the automatic validation carried out by CRDM, human validation
can be imposed by using the 4-eyes mode.

Furthermore, non-repudiation of origin (NRO) is implemented for a specified
number of screens.

\F/r?'r;t-lti_nd As first part of the validation process, the front-end validation takes place without
alidation communication to the back-end. The front-end validation includes both the field
validation and the cross-field validation. It is carried out after clicking on a button.

The field validation verifies that all entries comply with the required format.

The cross-field validation checks the data consistency between two or more
fields/buttons in relation to each other.

Back-End The back-end validation is the second part of the validation process. After
Validation successful front-end validation, your request is submitted to the back-end and
checked for compliance with the business validation rules. In case of failure an
error message is displayed. You can find a detailed list of all error messages and
their description in the annex of the UHB (list of references for error messages

['D).

Result After each validation, the CRDM GUI informs you about the result. There are two
different message types available, the error message and the success
message.

Error Each error message appears as a pop-up on the upper right corner of the screen.

Message

In the case of a failed front-end or back-end validation, it indicates the source of
the failure, the type of error and a short hint.
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B —
target & T25OPERATOR USER 1 | 2020-01-14 14:17| » ? Help | » & Logout
g . - Session 1B: eYPbGOCHIVEITN(S Business Date: 2020.07.14. Stage: AC vershon: 1012 Request rejected! x I
Your request with id
comom S e 3 G ‘
REAY conron L oA s b
rejected due to:
DPD1003 - UNKNOWN PARTY
PARTIES
Status: Active j
Opening Date from: ) B O  OpeningomeTe: . B ©
Closing Date From: ) B 0 cosngomeTa )
Party Type: A j
s NCHXITRRO0T —= PMBKITRR300
& Short Name:
e Cooong ek | Cosngose B Twe m | Faemoc = lsc  alis = .
Active 2019-07-25 9999-12-31 Payment Bank NCEXTRRO01 PMBKITRR00 PMEK300

Illustration 17: Error message

Success

The success message appears as a pop-up on the upper right corner of the
Message

screen. It confirms that your data have been submitted successfully.

If you are working in 4-eyes mode, the success message also provides you with
the 4-eyes principle ID.

& T25 OPERATORUSER 1 | 2020-01-14 14:35| » 2 Help |» f& Logout . :

Session ID: eyJnbGCO|IUZITNi|S Business Date: 2020.01-14 Stage: IAC version: 1.0.12 Request completed! x I

E] & Your request with id

<8500000000000085024> has been
successfully submitted!

LEL:

13
(]

Closing Date: 9999-12-31

Illustration 18: Success message

4-Eyes

Mod Depending on the access rights setup, you can use CRDM in 2-eyes or in 4-eyes
ode

mode. The 2-eyes mode and the 4-eyes mode apply for enter screens (new and
edit mode) and for any kind of deletion processes. If you are a 4-eyes mode user,
your actions have to be confirmed by a second user in order to be processed.

First

U In 4-eyes mode the first user enters, changes or deletes the data on a screen and
ser

afterwards submits the action by clicking on the submit button in the button bar.
The success message appearing after successful validation includes a 4-eyes
principle ID. For the final execution a second user is needed to confirm the action.
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Second After the first user has entered, changed or deleted the data, a second user (with
User . . . . .
the required privilege) has to approve or revoke this action via the data changes
screen [ ] either using the 4-eyes mode ID or the search functionality.

As soon as the data changes are positively approved, CRDM marks these data as
approved and they are forwarded to further processing.

Digital In order to ensure non-repudiation of origin (NRO) for critical transactions, the
Signatur system foresees the use of a digital signature for specified screens: the user must
e NRO enter a PIN code for signature purposes whenever a specific action is initiated. The

certificate used for digital signatur

CRDM. {T2S CR0810} With the entry of the PIN, CRDM attaches a digital signature
to the instruction entered by the actor.

Please sign the request with your key

<Action=Update User</Action>

<User>T25 OPERATOR USER 1</User>
=Party>TCSOTCS0XXX</Party>
<Time>2021-09-24 06:25</Time>
<SessionlD=ey]hbGeiOi|lUzl 1 Nij9</Sessionl D>

<name>Test NRO CSLD 2</name>

Select certificate:

lllustration 19: Digital Signature

u2a-nrol3 ~

The following (exhaustive) list provides an overview of screens for which the NRO
feature is implemented:

“ Attribute Domains - Search/List screen
Attribute Domain - Details screen

Attribute Domain - New/Edit screen

Attribute Domain References - List screen
Attribute Domain Reference - Details screen
Attribute Domain Reference - New/Edit screen

Cash Account - New/Edit screen

CoSD Rules - Search/List screen

CoSD Rule - New/Edit screen

CoSD Rule Sets - Search/List screen
CoSD Rule Set - New/Edit screen

CSD Account Links i Search/List screen

CSD Account Link - new/edit screen
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Data Change i Details screen

Eligible Counterpart CSDs i Search/List screen
Eligible Counterpart CSD i Details screen
Eligible Counterpart CSD - New/Edit screen

" Grant/Revoke Cross-System Entity Object Privilege - New/Edit screen

Grant/Revoke Object privilege - New/Edit screen

" Grant/Revoke Role - New/Editscreen

* Grant/Revoke System Privilege - New/Edit screen

Market-Specific Attributes - Search/List screen
Market-Specific Attribute - Details screen
Market-Specific Attribute - New/Edits screen
Restriction Types - Search/List screen
Restriction Type - New/Edits creen

Restriction Type Rule Sets - list screen
Restriction Type Rule - Details screen
Restriction Type Rule i New/Edit screen
Roles i Search/List screen

Role - New/Editscreen

" Secured Groups - Search/List screen

" Secured Group i Details screen

" Secured Group - New/Edit screen

" Securities Accounts - Search/List screen

- Securities Account - Details screen

~ Securities Account - New/Edit screen

~ Securities Account Transfer Management - Edit screen
* Security CSD Links i Search/List screen

" Security CSD Link T Details screen

" Security CSD Link T New/Edit screen

* Security CSD Links i Search/List screen

* Security CSD Link T Details screen

* Standing Order For Reservation i Details screen

* Standing Order For Reservation i New/Edit screen

* Standing Order For Reservation i Search/List screen

* Standing/Predefined Liquidity Transfer Order i Details screen
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Standing/Predefined Liquidity Transfer Order i New/Edit screen
Standing/Predefined Liquidity Transfer Order i Search/List screen
Role - New/Edit screen

Role - Search/List screen

User - Details screen

User - New/Edit screen

User - Select/List screen

User-Certificate DN Link i New/Edit screen

User-Certificate DN Link i Select/List screen

1.2.4 Communication Network and Services

Refer to the ESMIG UDFS document for details on the communication network
and services.

1.2.5 User Administration

Registration Only registered users have access to the CRDM GUI, therefore registration in
CRDM reference data and to the network is necessary prior to the first GUI
access. The Registration Guide provides information on how to fill in Registration
Forms properly.

After registration the system administrator is given the possibility to grant and
revoke privileges to its users within the CRDM GUI as described in both the
screen reference part and the user instructions part.

1.2.6 Security and Certification Services

In order to guarantee a secure and safe handling of the information and to

protect customer data provided via the GUI, various security elements have

been put into place:

" Each action requires System or human validation as described in the

validation [ ]

“ The scope of available data and functions is controlled via the management

of access rights

“ The security features provided by the network providers and described in their
respective user documentation prevent unauthorised access
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1.2.7 Online Help

The content of the UHB can be accessed from the CRDM GUI by clicking on the
help button.
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2 Screen Reference Part

2.1 General

The screen reference part offers a complete overview of all CRDM GUI screens
that are available in U2A mode. Each screen description focuses on a single
screen and explains all fields contained therein. An exception is made for the
new and edit screens, which are largely similar and therefore included in a single
screen description. The description is always based on and contains only the
screenshot of the edit screen, but describes deviations for the new screen in a
separate row for each field or button description.

Party Type Select the type of party from the possible values:
I Payment bank

I National Central Bank

I Ancillary System

Reference for error message [ |
1 DPC1002
1 DPC1005

This field is mandatory in create mode.
This field is read-only in edit mode. 2

lllustration 20: Example of a new and edit screen description

Position No. |[Element

1 Description relevant for new mode.
2 Description relevant for edit mode.

In detail, every screen description has the same structure and contains the
following elements.

Context of The context of usage explains what a screen displays, what you can do with the

Usage . . .

g screen and which special features are available for the screen, for example the
need for confirmation in 4-eyes mode or usage restrictions. If the export
functionality produces more data than shown on the screen (if a list screen is
based on a detailed query), this is also indicated in the context of usage.

icreen The screen access lists all possible ways to access the screen. This includes
ccess

navigation via the menu and navigation via other screens.
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Privileges

Reference

Screenshot

Field
Description

All rights reserved.

Examples
Navigation via the menu:
Common >> Cash >> Cash Account >> cash accounts i search/list screen

Navigation via other screens:
Common >> Parties >> Parties >> Technical Address Network Service Link >>
Click on the new or edit button

When navigating via a search/list or list screens, a data record has to be selected
by clicking on a table row. Afterwards, you can click on specific buttons in the
button bar, e.g. the edit or details button.

The privileges segment lists all necessary privileges to access the screens and to
use its functions. First, the privileges to access a screen are mentioned, followed
by the privileges that are necessary to use all functions on the screen.
For further information, refer to the list of privileges [ ].

The reference lists all business scenarios containing the respective screen
(reference to the user instructions part).

You can use the screenshot as orientation for your work with the UHB. All
screenshots are based on the maximum of access rights, so deviations are
possible if you do not own all privileges which are necessary to use the screen in
its full extent. In addition, deviations between the screenshot and the field/button
description are possible in the case of mutually exclusive functions and based on
a specific selection you have made. Values shown on the screenshot might also
deviate from the default values indicated in the description.

In the case of the new/edit screen description, the screenshot of the edit screen
is used. Differences appearing in the new screen are explained in the field
description.

The field description provides all the relevant information related to the respective
field name. It is structured in table format with a separate table for each frame.
Sub-frames are indicated by subsection headings in the table. The following
illustration explains the structure of a field description.
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Party
Opening Date 1 Enter the opening date of the party or use the calendar

icon. 3

Reference for error message [ |: 6
I DPC1205

I DPU1206
| DPU1208

The inserting opening date must be equal or greater than
the current business date. 5§

This field is mandatory in create mode.

This field is read-only in edit mode if the current business
date is greater than the “opening date”. 7

Required format is: YYYY-MM-DD. 4

lllustration 21: Example of a screen description
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Position No. Description
1 Field name ... indicates the respective name of each
screen field.

Mandatory fields are explicitly indicated.
Input and select fields with no specific
remark are always optional.

2 Frame name ... indicates the respective name of each
screen frame.

3 Field description ... indicates the field type and required
content. Each field description starts with a
keyword, which illustrates your required

activity:

“6Shows. . . Oread-ontyifietdd 1 e <
“060Sel ect . . .sélectificid]i]lc at ¢
“"OEnter . . . Oinputfiethii F at ec
"6Entoemelect. . . 6 i ndingua

sensitive select box or an input field with
suggestions [ ]

If there is an exhaustive list of possible
values, these are listed.

4 Required/Displayed ... indicates all field format requirements
format related to the fields. If there is more than 1
format requirement, they are separated with

a comma.

In read-only fields the displayed format is
only mentioned, if the field content is
ambiguous. This applies especially to date
fields.

The following keywords are used for the
format requirements:

“"6Digitoé indicates nt
“"6Characterd indicate
SWIFT-x character set [ ]

“6Letterd indicates

letters of the Latin alphabet

5 Cross-field validations ... indicate interdependencies between fields
relevant for the validation of your input.
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For further details on the validation process,
refer to validation [ ].
6 References for error . indicates the code of all possible errors
messages applying to the field during the back-end
validation. The corresponding error text and
error description is listed in the annex (list of
references for error messages [ |
For further details on the validation process,
refer to validation [ ].
7 Additional information ... indicates the useful information that is for
filling in the field.

Buttons All buttons specific to the screen are listed and described in a table at the end of
the screen description. The following illustration explains the structure of a button
description.

Buttons

1 Edit 2 This function enables the user to edit the details of the
selected party.
3 If the status of the selected party is set to ‘Deleted’, this
function is not available.
4 If you have accessed this screen via another screen, this
function is not available

lllustration 22: Example of a button description

Position No. |Element Description

1

2

Button name

Button description

Cross-field validations

Additional information

... indicates the respective hame of each button.

. indicates the action that is triggered when
clicking on the button. Each button description
starts with oO0This func

... indicate interdependencies between a field and
the button relevant for the validation of your input.

For further details on the validation process, refer
to validation [ ].

indicates useful information regarding the
button and/or its function.

For further information on common buttons, refer to Common Buttons and Icons.

All rights reserved.

Page 50



[ BANCADITALIA BANCODE ESPANA

Sutosisloma Common Reference Data Management t
i, EDEUTSCHE - User Handbook an gE I )
BUNDESBANK

EUROSYSTEM

2.2 Services
2.2.1 Additional Services

2.2.1.1 Data Changes — Search/List Screen

Context of This screen contains a number of search fields. By inputting the relevant data,
Usage . I .
you can search for all reference data changes which were initiated in 4-eyes
mode. You can use this screen to search for items which are waiting for approval,
select those and approve or revoke them.

The search results will be displayed in a list, which is sorted by the values of the
column o6Update 6Datne daensdc ehidmmerg or dert
selecting an entry, you can proceed further by clicking on the buttons below.

Screen “ Common >> Services >> Data Changes
Access

Privileges To use this screen, the following Privileges is needed [ ]:
“ Data Changes of a business object list query
“ Data Changes of a Business Object Details Query

" The relevant privilege of the item to be approved/revoked

Reference User Instructions Part
This screen is part of the following business scenarios:
" Initiate an action in 4-eyes mode [/ ]

“ Approve an action in 4-eyes mode [ ]
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Screenshot

Fields
Description
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DATA CHANGES LIST

Action Type:

4-Eyes Identification:

&E 7

j Users Reference:

Object Identifier:

Date of Update

From: 20200128 & O To: 20200128 # ©
CRDM System User

user:

Parent BIC: Choose BIC Party BIC: Choose BIC

Status:

4

Details

ActionType = 4-Eyes Identifica... = | Objectldentiier = | CRDM SystemU...= | CRDM SystemU... = | Date Of Update =

Party Service Link - C  OPERATOR1
Party - Update OPERATOR1
Party Service Link - C  OPERATOR1
Authorised Account U ui10049-2E
Authorised Account U ui10049-2E
Technical Address Nel OPERATOR1
Authorised Account Ut ui10049-2E
Authorised Account U ui10049-2E

Illustration 23: Data changes i search/list screen

Action type

Users reference

4-Eyes
Identification

Object Identifier

950000000000009200 500042001 OPERATOR TCSOTCSOXXX 2020-01-28 16:13 Approved

950000000000009200 500163640 OPERATOR TCSOTCSOXXX 2020-01-28 16:11 Approved
950000000000009200. 0 OPERATOR TCSOTCSOXXX 2020-01-28 16:09 Rejected
950000000000009102 500001008 Ui10049-2E TCSOTCSOXN 2020-01-28 15:11 Revoked
950000000000009102 500018002 Ui10049-2E TCSOTCSOXXX 2020-01-28 15:07 Rejected
950000000000009101° 500189520 OPERATOR TCSOTCSOXXX 2020-01-28 15:03 Approved
950000000000009200 500001000 ui10043-2E TCSOTCSOXXX 2020-01-28 13:44 Approved
950000000000009200 500000001 Ui10049-2E TCSOTCSOXXX 2020-01-28 13:42 Rejected

Data Changes - Search Criteria

Select the type of action initiated by the first user for a
dedicated reference data object from the possible values:
“ All (default value)

Each of the actions that can be done in 4-eyes-mode

Enter the identification the first user added to his request.

Required format is: max. 35x characters.

Enter the identification of the data change, automatically

assigned by CRDM to an operation that has to be authorised by a
second user.

Required format is: max. 35x characters.

Enter the object identifier of the added / changed / deleted
object. It is the technical identifier of an object unless a
business identifier is available for this object.

Required format is: max. 35x characters.
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Date of Update

From Enter the lower bound of the date from which the data change was
requested.

The default value is the current calendar date.

Required format is: Date.

To Enter the upper bound of the date until which the data change was
requested.

The default value is the current calendar date.

Required format is: Date.
CRDM System User

User Enter the name of the last user who entered, edited or deleted the
reference data.

Required format is: max. 35x characters.

Parent BIC Enter or select the Parent BIC of the party which the last user
belongs to.

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party which the last user belongs to.

Required format is: max. 11x characters.

Status Select the processing status of the data change from the possible
values:

“ All (Default value)

“ Awaiting approval

" Queued
" Approved
" Rejected
“ Revoked
Data Changes - List
Action type Shows the type of action initiated by the first user for a dedicated

reference data object.
Users Reference  Shows the identification by the first user added to his request.

4-Eyes Shows the identification of the change automatically assigned by
Identification CRDM to an operation that has to be authorised by a second user.
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Buttons

Object Identifier

CRDM System
User

CRDM System
Users Party

Date of Update

Status

Shows the object identifier of the added / changed / deleted object.
It is the technical identifier of an object unless a business identifier
is available for this object.

Shows the name of the last user who entered, edited or deleted
the static or dynamic data.

Shows the BIC of the party which the last user belongs to.

Shows the timestamp when the first user entered, edited or
deleted the static or dynamic data.

Displayed format is: Timestamp.

Shows the status of the data change.

Search

Reset

Details

This function enables the user to start a search according to the
entered criteria. The results are displayed in a list on the same
screen.

If the search retrieves only one record, the details screen is
displayed directly.

This function enables the user to set default search criteria and
blanks out all optional criteria.

This function enables the user to display the details of the selected
data change.

2.2.1.2 Data Changes i Details Screen

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen displays detailed information on the selected reference data
changes, changes are highlighted in red. You can check the data and proceed
further by clicking on the buttons below. You can use this screen for
approving/revoking reference data changes and to see details of already
approved/revoked items.

“ Common >> Services >> Data Changes >> search/list screen >> Click on the
search and/or details button

To use this screen, you need the following privilege [ ]:

“ Data Changes of a Business Object Details Query
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Reference User Instructions Part

This screen is part of the following business scenarios:
Initiate an action in 4-eyes mode [’ ]

" Approve an action in 4-eyes mode [ ]

Screenshot
Details of selected data change

B Technical Address B R B .
Action Type: 4-Eyes Identification: 9500000000000091019 Object Identifier: 500188520
Network Link - Create

CRDM System User - First User

User: OPERATOR Party BIC: TCSOTCS0XXX Parent BIC: TCSOTCSOXKX

CRDM System User - Second User

User: Party BIC: Parent BIC:

Date and Time: 2020-01-28 15:03:28 Status: Approved

Details of selected data change

Status: Active Tech Address: T2SDEFAULTPTA
Network Service: SWIFT.MSGRT Parent BIC: TCSOTCSOXXX
Party BIC: NCBXMCRROO1 Party Short Name: Central Bank MC
Party Type: National Central Bank

Lo W&

lllustration 24: Data changes i details screen

Fields Selected Data Changes

Description
Action type Shows the type of action initiated by the first user.

4-Eyes Shows the identification assigned by CRDM to an operation that has
Identification to be approved by a second user.

Object Identifier Shows the object identification of the reference data object returned by
the subsequent module after a successful business validation. The
object identifier includes the technical identification of the added,
changed or deleted object.

CRDM System User i First User

All rights reserved. Page 55



[S BANCA DITALIA BANCODEESPANA

P Common Reference Data Management
BANQUE DE FRANCE EDEUTSCHE _ User Handbook a P 9 E
BUNDESBANK b I '

EUROSYSTEM

User Shows the name of the first user who entered, edited or

deleted the reference data.
Party BIC Shows the BIC of the party which the first user belongs to.
Parent BIC Shows the parent BIC of the party which the first user belongs to.

CRDM System User i Second User

User Shows the name of the second user who entered, edited or deleted
the static or dynamic data.

Party BIC Shows the BIC of the party which the second user belongs to.
Parent BIC Shows the parent BIC of the party which the second user belongs to.
Date and Time Shows the date and time when the user changed the data.
Status Shows the processing status of the data change.

Details of selected Data Change

The whole pane consists of the respective screen of the object that is subject to the 4-
eyes-action.

“1f the action type is fiDelete Datao, t
in this screen.

“1f the action type is fAEdit Datao, the
at that moment and which should be approved) should be presented.

“1f the action type is fAiNew Dataodo, then

presented.
List of Modification

Field Name Shows the name of the field where the first user has changed data,
entered new data or deleted data.

The following field should only be presented to the user if the action
type is AEdit Datao.

Old Value Shows the old value which is the currently active before the second
user approves the changes.

The following field should only be presented to the user if the action
type tsDa€Edbo.

New Value Shows the pending value of the field which will be active after the
second user approved the changes.

The following field should only be presented to the user if the action
type is AEdit Datao.
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services

Buttons

Approve This function enables the user to approve the action initiated by
the first user.

This function is only available if the processing status of the data
changeissett o 60 Awai ti ng Aspspemaserehdsdhe ¢
necessary privileges.

Revoke This function enables the user to revoke the action initiated by the
first user.

This function is only available if the processing status of the data
changeissett o 6 Awai t i ng Asystem oserehasdhe ¢
necessary privileges.

Copy This function enables the user to copy fields to create a new data
change with the same attributes.

This function is only available if the processing status of the data
change is set to 6Revoked©d.

Cancel This function enables the user to cancel the process and return to
the previous screen.

2.2.1.3 Queued Data Changes - Search/List

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen contains a number of search fields. By inputting the relevant data, you

can search for queued maintenance instructions of a subset of CRDM objects if

those have an impact on the settlement process. The screen only shows items in

status O6Queuedd. I n the 1| i st eeyesmosesase,
i mmedi ately set to status O0Queueddbeyes’
mode are only 6Queuedd after dntyeyou cam
proceed further by clicking on the buttons below

“ Common >> Services >> Queued Data Changes

To use this screen, the following Privileges are needed [ ]:
“ Data Changes of a Business Object List Query
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Screenshot

&E

QUEUED DATA CHANGES LIST

Object Type: a .
User Login User Name:

HarentBIcs Choose BIC HalviBICS Choose BIC

B Yyyy-mm-dd g o ™ yyyy-mm-dd @ 0

panyac = Payoc = mess = |

Technical Addi  Create 500416533 OPERATOR  T28 OPERATC TCSOTCSOXX TCSOTCSOXX 2022-03-01 11
Technical Addi Create 500416532 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 11
Technical Addi  Create 500416531 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCSO0XX 2022-03-01 11
Technical Addi Create 500416530 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 11
Technical Addi  Create 500416529 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCSO0XX 2022-03-01 11
Technical Addi Create 500416528 OPERATOR  T2S OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 11
Technical Addi  Create 500417523 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
Technical Addi Create 500416527 OPERATOR  T2S OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
Technical Addi Create 500416526 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
Technical Addi Create 500416525 OPERATOR  T2S OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
Technical Addi Create 500416524 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
Technical Addi  Create 500416523 OPERATOR 725 OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
Technical Addi Create 500417522 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09
Technical Addi  Create 500417521 OPERATOR 725 OPERAT( TCSOTCSOXX TCSOTCSOXX 2022-03-01 09
Technical Addi Create 500417520 OPERATOR  T2S OPERATC TCSOTCSOXX TCSOTCS0XX 2022-03-01 09

Total rows: 34

lllustration 25: Queued Data Changes i search/list screen

Fields
Description

Queued Data Changes i Search Criteria

Object Type Select the object type from the possible values:

“ All (default value)

External RTGS account

Limit

Party

Routing

Securities account

Security

Technical address network service link

T2S dedicated cash account

User Login Enter the login of the user that acted on the CRDM object or the

one that approved the change.

Required format is: max. 35 characters

User Name Enter the name of the user that acted on the CRDM object or the

one that approved the change.

Required format is: max. 127 characters
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Party Parent BIC

Party BIC

From

To

Enter the parent BIC of the party to which the T2S system user,
that acted on the CRDM object or approved the changes,
belongs to.

Required format is: max. 11 characters

Enter the BIC of the party to which the T2S system user, that
acted on the CRDM object or approved the changes, belongs to.

Required format is: max. 11 characters

Enter or pick the lower bound of the timestamp of the queuing.

Required format is: Date

Enter or pick the upper bound of the timestamp of the queuing.

Required format is: Date

Queued Data Changes i List

Object Type

Action Type

Object Reference

First User Login

First User Name

Parent BIC

Party BIC

Second User Login

Second User Name

Parent BIC

Shows the object type.

Shows the type of the action that a T2S System user initiated.

Shows the reference (technical identification) of the selected
object.

Shows the login of the user who performed the CRDM
mai ntenance action of t feyesnsoede
and-e§4s mode 1st stepd).

Shows the name of the user who performed the CRDM
mai ntenance action of t{eywsnoede
andegés mode 1st stepd).

Shows the parent BIC of the party to which the first user belongs
to

Shows the BIC of the party to which the first user belongs to.

Shows the login of the user who approved the data change as
second ewyers mMb4d4e 2nd stepb).

Shows the name of the user who approved the data change as
second ewyers mMb4d4e 2nd stepb).

Shows the parent BIC of the party to which the second user
belongs to
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Party BIC Shows the BIC of the party to which the second user belongs to.
Timestamp of Shows the timestamp of the queuing of the selected object.
queuing Displayed format is: YYYY-MM-DD hh:mm:ss

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected queued data change.

2.2.1.4 Queued Data Changes 1 Details

Context of  The screen displays detailed information on the selected queued data change,

Usage changes are highlighted in a different red. You can check the data and proceed
further by clicking on the buttons below.
You can use this screen to revoke queued data changes and to see details of already
revoked items.

Screen “ Common >> Services >> Queued Data Changes i search/list screen >> Click on

Access

the search and/or details button

Privileges 19 yse this screen, the following Privileges are needed [ J:
“ Data Changes of a Business Object Details Query
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Fields
Description

All rights reserved.

Details of selected data change

Object Type:

Object Reference:

TCSOTCSMoK

Details of Selected Data Change

lllustration 26: Queued Data Change 7 details screen

Queued Data Change

Object Type
Action Type

Object Reference

First User Login

First User Name

Parent BIC

Party BIC

Second User Login

Shows the object type.
Shows the type of the action that a T2S System user initiated.

Shows the reference (technical identification) of the selected
object.

Shows the login of the user who performed the CRDM
mai ntenance action of t{ewsnoede
a n d-ey@¢imode 1ststep 6 ) .

Shows the name of the user who performed the CRDM
mai ntenance action of t{eywsnoede
andegés mode 1st stepod).

Shows the parent BIC of the party to which the first user belongs
to

Shows the BIC of the party to which the first user belongs to.

Shows the login of the user who approved the data change as
second eweyers mMbo4de 2nd stepbd) .
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Second User Name Shows the name of the user who approved the data change as
second eyers Mb4e 2nd stepd) .

Parent BIC Shows the parent BIC of the party to which the second user
belongs to

Party BIC Shows the BIC of the party to which the second user belongs to.

Timestamp of Shows the timestamp of the queuing of the selected object.

queuing Displayed format is: YYYY-MM-DD hh:mm:ss

Details of Selected Data Change

Details of selected This frame consists of the respective details screen of the object

data change that is subject to the action (e. g. if the action type refers to an
action regarding a security, then the security i details screen is
displayed).

All the fields are read-only.

List of Modification

Field Name Shows the name of the field, where the first user has entered
new data or edited or deleted existing data

Old Value Shows the currently active value of the field before the second
user approves the changes.

New Value Shows the pending value of the field, which will be active after
the second user approved the changes

Revoke This function enables the user to revoke the queued action. This
function is only available if the user is allowed to revoke the data
changes.

Cancel This function enables the user to cancel the process and return

to the previous screen

2.2.1.5 Inbound Files T Search/List

Context of  This screen contains a number of search fields. By inputting the relevant data,
Usage users can search for inbound files, specifying the selection criteria (e.g. the sender
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file reference or the entry date, or range of dates).The search results will be
displayedinalist whi ch i s sorted by the wvneelbues
in descending order (default setting). After selecting an entry, users can proceed
further by clicking on the buttons below. Users can see Inbound Files under their

datascope.
Screen “ Common >> Services >> Inbound Files >> Search
Access
Privileges  Tg yse this screen, the following Privileges are needed [ ]:
Inbound files list query
Screenshot  @EIEEDET)IETIEDECTN LT

INBOUND FILE LIST

Sender File Reference: Received Communication Identification:

Network Service: Al o
User Choose.

Party Short Name Choose. Party Technical Address - Sender:

A A
Entry Date and Time from: yyyy-mm-dd <) w : oo

v v

~ a~

Entry Date and Time to: yyyy-mm-dd ® O 00 : 00

v v
O

iy o ama = SorarrioRere = | RecoweaCorm= _ser = Newaicsoneo = _pory aname = _pory oomea = crorcose =

2022-03-16 08:03 NTFMultiMessage-2  aBba300b7150e7d9  CBIT-CSD-Admint T2SCRDM.SWIFT.MSC Party T2SDEFAULTPTA

Details

Illustration 27: Inbound Files i search/list screen

Fields Inbound Files i Search Criteria
Description

Sender File Enter the identification of the original file containing the
Reference message(s).

Required format is: max. 35x characters.

Received Enter the internal identification for the inbound communication
Communication assigned by the system.
Identification

Required format is: max. 50x characters.
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User Enter or select the user who initiated the communication under
the data scope of the requestor.

Required format is: max. 35 characters.

Network Service Select the network service from the drop-down menu.

Party Short Name  Enter or select the short name of the business sending party
under the data scope of the requestor.

Required format is: max. 35 characters.

Party Technical Enter the technical address (i.e. distinguished name) of the party.

Address - Sender  Required format is: max 256 characters (UTF-8 e xc e p t

60&0) .

Entry Date and Enter or pick the lower bound of the search range for the

Time - From calendar date and time from which the inbound file entered the
system.

Default value is the current calendar date and time.

This field must be earlier than or equal to the current business
date and earlierthanthe 6 Ent r y Dat -€lo éefddateT i

Required format is: DateTime.

Entry Date and Enter or pick the upper bound of the search range for the
Time - To calendar date and time until which the inbound file entered the
system.

Default value is the current calendar date and time.

This field must be later thanthe  Ent r y Da't -dromt d
field date.

Required format is: DateTime.

Inbound Files i List

Entry Date and Shows the calendar date and time when the inbound file entered
Time the system.

Sender File Shows the identification of the original file.

Reference

Received Shows the internal identification for the inbound communication
Communication  assigned by the system.

Identification
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User Shows the user who initiated the communication.
Network Service Shows the name of the network service.
Party Short Name  Shows the short name of the business sending party.
Party Technical Shows the technical address (i.e. distinguished name) of the
Address - Sender  party.
Error Code Shows the error code for the rejection.

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected inbound file.

2.2.1.6 Inbound File i Details

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen enables the user to display detailed information on the selected
inbound file. User can check the data and proceed further by clicking on the button
below.

" Common >> Services >> Inbound Files i search/list screen >> Click on the
details button

“ Common >> Services >> Inbound Messages i search/list screen >> Click on the
Inbound File button

“ Common >> Services >> Inbound Messages i search/list screen >> Click on the

search and/or details button >> Inbound Messages i details screen >> Click on the
Inbound File button

To use this screen, the following Privileges are needed [ ]

“ Inbound files details query

Page 65



/[ BANCADTTALIA  BANCODEESPANA

Eurosistema Common Reference Data Management t a P t
BANQUE DE FRANCE DEUTSCHE - User Handbook 9 E
e 4.8 BUNDESBANK services
h 20 # ) comron ) senices ) mooungries ) Qsearch ) @oeuas | Y )
Screenshot
INBOUND FILE DETAILS
Sender File Reference: NTFMultiMessage-2 Network Service T25CRDM.SWIFT.MSGSNF
Entry Date and Time: Party Short Name: Party
elated Inbound Messages
Party Technical Address - Sender: 150 20022 Error Code: ° " ' e
Business File Header
User Details
Certificate DN: CH=0440,CN=t25,0U=prod OU=t2saZa System User Reference: CBIT-CSD-Admin1
Payload Details
Payload identifier 24551 Creation Date and Time: 20220316
Total Number of Documents. Payload Type Details head.002.001.0
reda.023.001.01 2
— Error Details
Error Code: Dynamic Error Description: J
Illustration 28: Inbound File i details screen
Fields Inbound File Details
Description

All rights reserved.

Sender File
Reference

Network Service

Entry Date and
Time

Party Short Name

Received
Communication
Identification

User

Party Technical
Address - Sender

ISO 20022 Error
Code

Shows the identification of the original file containing the
messages.

Shows the name of the network service.

Shows the calendar date and time when the inbound file entered
the system.

Shows the short name of the business sending party.

Shows the identification for the inbound communication assigned
by the system.

Shows the user who initiated the communication.

Shows the technical address (i.e. distinguished name) of the
party.

Shows the 1SO 20022 error code.

Business File Header

User Details
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Certificate DN Shows the user information which was extracted from the
signature tag in the file header.

System User Shows the identification of the system user which was extracted

Reference from the file header.
Payload Details

Payload Identifier ~ Shows the identification of the file which was assigned by the
sender of the file.

Creation Date and Shows the date and time when the file was created by the
Time sender.

Total Number of Shows the total number of messages within the file.

Documents
Payload Type Shows the identification of the payload type and the declaration
Details of the payload content.

Document Details

Document Type Shows the type of the document as specified in the ISO 20022
message type catalogue.

Number of Shows the number of messages for each declared type.
Documents

Error Details

Error Code Shows the error code for the rejection.
Dynamic Error Shows a detailed error description explaining why the file was
Description rejected.

Buttons

Related Inbound This function enables the user to display the inbound messages

Messages related to the selected inbound file.

2.2.1.7 Inbound Message 1 Search/List

Context  of This screen contains a number of search fields. By inputting the relevant data,
Usage you can search for Inbound messages. The search result will be displayed in a
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Screen
Access

Privileges

Screenshot

All rights reserved.

list, which is sorted by the values of the &ntry Dat e and Ti me
descending order (default setting). After selecting an entry, you can proceed
further by clicking on the buttons below. Users can see Inbound Messages under
their datascope.

“ Common >> Services >> Communication >> Inbound Messages >> Search

" Common >> Services >> Communication >> Outbound Messages i
Search/List screen >> click on the Related Inbound Messages button

" Common >> Services >> Communication >> Outbound Messages i
Search/List screen >> click on the Search and/or Details button >> Outbound
Message 1 Details screen >> click on the Related Inbound Messages button

" Common >> Services >> Communication >> Inbound Files i Search/List

screen >> click on the Search and/or Details button >> Inbound File T Details
screen >> click on the Related Inbound Messages button

To use this screen, the following Privileges are needed [} ]:
Inbound messages list query
Inbound messages details query

DD D Iy Ty KT P

INBOUND MESSAGE LIST

¢ ! ® o =4
- O
| =a o
v v Related Outbound Messages
8 o Emye alo
(G | oo |
[ £y = | inbou_= | Recel = Send = | Send = | Busim = Ibou = Mess = Eny S | User = New = | Sedn = Py = | Ero = |

20220317 7 773752979 SB-CRDM-2 100001ZWX° Yes Faise acmt02500 20200213 A2AUser  SWIFTFILE Party notification-¢

lllustration 29: Inbound Messages i search/list screen
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Description
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Inbound Message i Search Criteria

Inbound Individual
Message
Identification

Received
Communication
Identification

User

Network Service

Sending Party
Short Name

Sender Message
Reference

Sender File
Reference

Business Validation

Status

Inbound Queuing
Status

Party Technical
Address

Enter the identification of the Inbound individual message.

Required format is: max. 35 characters.

Enter the technical identification of the inbound communication.

Required format is: max. 35 characters.

Enter or select the user who initiated the communication under
the data scope of the requestor.

Required format is: max. 35 characters.
Select the name of the network service.

Enter or select the short name of the sending party under the
data scope of the requestor.

Required format is: max. 35 characters.

Enter the reference of the original message as sent in Business
Application Header.

Required format is: max. 35 characters.

Enter the identification of the original file containing the
message(s).

Required format is: max. 35 characters.

Select the status of the Business Validation from the possible
values:

True (business validation complete)
False (business validation incomplete)

" All (default value)

Select the status of the Inbound Queuing from the possible
values:

True (request is currently queued)
False (request is not queued)

" All (default value)

Enter the technical address (i.e. distinguished name) of the
sending party.

Required format is: max. 256 characters (UTF-8
60&0)

excepto
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Message Type Select the request type (ISO 20022) for the message.

Entry Date and Enter or pick the lower bound of the search range for the calendar
Time from date and time of the system entry of the Inbound message.
This field is mandatory.
The default value is the current date and time i start of real-time
settl ement if thMMesbalheuhdeohthei

6Recei ved (oo leantificaiion6s not populated from the
previous screen.

Thé&nrgyDat e and Tdatemeust berearleiGthan the
&ntryDat e and Time tod dat e.

Required format is: YYYY-MM-DD hh:mm:ss

Entry Date and Enter or pick the upper bound of the search range for the calendar
Time to date and time of the system entry of the Inbound message.
This field is mandatory.
The default value is the current date and time i f t he
Individual Message |l denoi fi ¢ &Recevart
Communication Identificationbis not populated from the previous
screen.

T h &€ntry Date and Timeto6 d at e labenthan thé &ntry
Date and Time fromé6 dat e.

Required format is: YYYY-MM-DD hh:mm:ss

Entry Business Enter or pick the lower bound of the search range for the
Date from business date of the message entry.

This field is mandatory.

The default value is the current business date minus one if the
6l nbound I ndividual oMe Récaved |
Communication Identificationdis not populated from the previous
screen.

Thé&ntryBusi ness Date fromd dat e
equal to the current calendardateand O6Entry Bus
date.

Required format is: Date

Entry Business Enter or pick the upper bound of the search range for the
Date to business date of the message entry.

This field is mandatory.

The default valwue is the curr
I ndi vi dual MessageRdcedvedit i fi ca-
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Communication Identificationéis not populated from the previous
screen.

T h é&ntrg Business Date t aléte must be later than or equal to

the current calendardateand O6Entry Busi nes

Required format is: Date

Inbound Messages i List

Entry Timestamp

Inbound Individual
Message
Identification

Received
Communication
Identification

Sender Message
Reference

Sender File
Reference

Business Validation

Status

Inbound Queuing
Status

Message Type

Entry Business
Date

User
Network Service

Sending Party
Short Name

Party Technical
Address - Sender

Shows the date and time when the inbound message was sent in
the related service.

Shows the identification of the Inbound individual message.

Shows the technical identification of the inbound communication

Shows the identification of the Inbound message as assigned by
the message sender.

Shows the identification of the original file containing the
message(s).

Shows the Business Validation status of the message.

Shows the Inbound queuing status of the message.

Shows the ISO 20022 message type of the message.

Shows the business date when the inbound message was sent in
the related service.

Shows the user who initiated the communication.
Shows the name of the network service.

Shows the short name of the sending party.

Shows the technical address (i.e. distinguished name) of the
sending party.
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Buttons

Error Shows the error code and description of the Business rule
retrieved in the message if present.

Search This function enables the User to start a search according to the
criteria entered. The results are displayed in a list on the same
screen.

Reset This function enables the User to set default search criteria and
blanks out all optional criteria.

Inbound File This function enables the User to display the inbound file related
to the selected inbound message.

Related Outbound This function enables the User to display the outbound
Messages messages related to the selected inbound message.

Details This function enables the User to display the details of the
related inbound message.

2.2.1.8 Inbound Message 1 Details

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen displays detailed information on the selected Inbound message.

You can check the data and proceed further by clicking on the buttons below.

“ Common >> Services >> Communication >> Inbound Messages i
Search/List screen >> Click on the Details button

“ Common >> Services >> Communication >> Outbound Messages i
Search/List screen >> click on the Related Inbound Messages button

“ Common >> Services >> Communication >> Inbound Messages i
Search/List screen >> click on the Search and/or Details button >> Inbound
Message i Details screen >> click on the Related Inbound Messages button

“ Common >> Services >> Communication >> Outbound Files i Search/List
screen >> click on the Search and/or Details button >> Outbound File i Details
screen >> click on the Related Inbound Messages button

To use this screen, the following Privileges are needed [ |:
Inbound messages details query
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LE ]

INBOUND MESSAGE DETAILS

Entry Date and Time:

Entry Business Date:

inbound Indvidual Message Identification: 7 Recelved Communicatio

Sender Message Reference: SB-CRDM-201-A.00-T01-0000040-25 Sender Filo Reference:

User, 24 User Sending Party Short Name:

Network Service: SWIFLALESHF Business Validation Status:

Inbound Queuing Status: False Message Type:

Party Technical Address: netification-dn-fas Certificate DN:

N1ARNCE Error:

System User Reference:

— Message Information

20200213

77375297904

100001 ZWX 1 5000FL

Party

ves

cmt.025.001.02

=040, Chis

U=prod.OU=t2sa2a

Message Information.

Requast>
<AppHdr xmins="urniiso:steiso: 20022 techixsihead.001.001.01>

<CirSysMmbld>
<cIrsysia>
<PrinpT2SURrIY
<iclrsysid>
<Mmbid>N1AR-NCE-User1 </Mmbid>
<ICirSysMmbids
<athr>
SPTCSOTCSO00MAG>
</othes
</FnnsIId

<l TCSOTCSORRR=AG>

</Othes
<IFininstnid>
<fFild
<fTor
<BiEMsg|dr=S58-CRDM-201-4-00-T01-0000040-25</Biz Msgldr>
<MsgDefidr= 5.001.02</MsgDefldr>
<CreDt>2020-02-14T09:30:47Z</Cre0t>
<iAppHdr>
<Document xmins="urniso:stiso:2002 2 techxsd:DRAFTH acmt.025.001.62°>
<AccQryList>
<Refs>
<Msgid>
< NONREF</Id>
<CreDeTmA2020-0
msgi>
<Preid>
<i>HONREF</Id>
<CreDETmA2020-0 10:104CreDeTm
</Preida
<fRefsn
<acersucria>
<Aninsinid>
SBICF2 NCEXARRRIGS/BICF
</Fininstnid>
<thcciSverid>

FullL N> NCBXARRRICO(/FUlLgINM>
“ClryDIOpIT=/Ctry0fOpr

</Orgid>

<otnr>
<Wd>RTGSDCAT</Ic>
</Cthe>
<fd>
<rinys
<ITASHEI>
<SehmaNmBREQTSchmenm>
<ty
<racerschCrie
<iacaqutise
<Decument
</Request

lllustration 30: Inbound Message 1

details screen
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Fields
Description

Inbound Message i Details screen

All rights reserved.

Entry Date and
Time

Entry Business
Date

Inbound Individual
Message
Identification

Received
Communication
Identification

Sender Message
Reference

Sender File
Reference

User

Sending Party
Short Name

Network Service

Business Validation

Status

Inbound Queuing
Status

Message Type

Party Technical
Address

Certificate DN

System User
Reference

Error

Shows the calendar date and time when the Inbound message
entered into the related service.

Shows the business date when the inbound message entered
into the related service.

Shows the technical identification of the Inbound individual
message.

Shows the technical identification of the inbound individual
message.

Shows the reference of the original message as sent in Business
Application Header.

Shows the Sender File Reference of the original file containing
the message(s).

Shows the user who initiated the communication.

Show the short name of the sending party.

Shows the name of the network service.

Shows the status of the Business Validation.

Shows the status of the Inbound Queuing.

Shows the ISO 20022 request type of the message.

Shows the technical address (i.e. distinguished name) of the
sending party.

Shows the user information which was extracted from the
signature tag in the file header.

Shows the identification of the system user as extracted from the
business application header.

Shows the error code and description of the Business rule
retrieved in the message if present.
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Message Information

Message Shows detailed information of the request.

Information The content of the message is only displayed in case of small
messages. Bigger messages can be displayed via the separate
message export icon.

Pressing this icon exports the message based on the xml
document. In addition, root elements are present at the beginning
and the end of the exported document. On top of the export,
additional information about
is available for documentation purpose.

Buttons

Related Outbound This function enables the User to display the outbound
Message messages related to the selected inbound message.

Inbound File This function enables the User to display the details of the
related Inbound file.

2.2.1.9 Outbound Files i Search/List

Context of
Usage

Screen
Access

Privileges

All rights reserved.

This screen contains a number of search fields. By inputting the relevant data,
you can search for outbound files. The search result will be displayed in a list,
which is sorted by the values of the
order (default setting). After selecting an entry, you can proceed further by
clicking on the buttons below. Users can see Outbound Files under their
datascope.

" Common >> Services >> Outbound Files >> Search

To use this screen, the following Privileges are needed [} ]:
“ Outbound Files List Query
“ Outbound Files Details Query
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Screenshot  OEI D ETE) XYy Y=y b
OUTBOUND FILE LIST
Sender File Reference:
Network Service: All v Receivi ing Party Short Name Choose.
Party Technical Address: Outbound Queuing Status: Al v
Delivery Timestamp - From: mm-dd B O 00 00
Delivery Timestamp - To: mm-dd B O 00 00
[ | o
T Ty (O o
No Rows To Show
lllustration 31: Outbound Files i searchl/list screen
Fields Outbound Files i Search Criteria
Description

All rights reserved.

Sender File

Reference

Network Service

Receiving Party
Short Name

Party Technical
Address

Outbound Queuing
Status

Delivery Timestamp
- From

Enter the sender file identification of the original file containing
the message(s).

Required format is: max. 35x characters.

Select the name of the network service. The def aul t.

Enter or select the short name of the receiving party from the
dropdown menu. Thedefaul t val ue is O6AIl I ¢

Enter the technical address (i.e. distinguished name) of the party.
Required format is: max. 256 characters (UTF-8 e x c e 0
6&06) .
Select the outbound queuing status of the file from the possible
values:

All (default value)

Active

Deleted

Enter or pick the lower bound of the search range for the date
and time of the delivery. The default value is the current date 1
start of real-time settlement.

Required format is: YYYY-MM-DD hh:mm:ss
This field must be earlier than or equal to the current business

date and earlierthant he o6 DErhestamprTO0 6 dat e.
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Delivery Timestamp Enter or pick the upper bound of the search range for the date
-To and time of the delivery. The default value is the current date and
time.

Required format is: YYYY-MM-DD hh:mm:ss

This field must be laterthant h e & DEmestamrRr o mo
date.

Outbound Files T List

Delivery Timestamp Shows the date and time when the outbound file was delivered.

Sender File Shows the sender file identification of the original file containing
Reference the message(s).

Network Service Shows the name of the network service.

Receiving Part Shows the short name of the receiving party.

Short Name

Party Technical Shows the technical address (i.e. distinguished name) of the
Address party.

Outbound Queuing Shows the outbound queuing status of the file.
Status

Search This function enables the user to start a search according to the
criteria entered.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

Details This function enables the user to display the details of the
selected outound file.

2.2.1.10 Outbound File i Details

Context of  This screen displays detailed information on the selected outbound file. You can
Usage check the data and proceed further by clicking on the buttons below.
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