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Introduction 

The User Detailed Functional Specifications (UDFS) of the Common Reference Data Management (CRDM) 

common component are part of the componentôs functional specifications. The diagram below presents an 

overview of all the documents foreseen to allow CRDM Actors to understand how requirements described in 

the User Requirements Document (URD) for the Common Reference Data Management common component 

are implemented. 
 

 

DIAGRAM  1 -  OVERVIEW  OF CRDM SPECIFICATIONS  

 

The UDFS focus on the provision of information to CRDM Actors to design and build the interface of their 

business applications with the Common Reference Data Management common component (A2A and Data 

Migration Tool), while the UHB describes the Graphical User Interface (GUI) screens in detail. 

The UDFS provide information to: 

l Business analysts of the CRDM Actors, who find in the UDFS a description of the application processes 

and the information flows between their own business applications and the CRDM common component;  

l Developers, who find in the UDFS the necessary information to design and build the interface of the 

CRDM Actorsô business applications with CRDM. 

The UDFS is a self-contained document, structured along 4 different but complementary Chapters.  
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DIAGRAM  1  -  SCOPE OF UDFS CHAPTERS 

 
 

Chapter 1: General features of the Common Reference Data Management  

UDFS chapter 1 provides concise and descriptive information on the Common Reference Data Management 

component behaviour as it is seen from a CRDM Actor point of view. The background information provided in 

Chapter 1 on the CRDM internal behaviour facilitates the understanding of Chapters 2, 3 and 4 (in particular 

to understand the information flows described in Chapter 2).  

Information provided in Chapter 1 on the CRDM application processes is user-oriented and does not include 

detailed descriptions of the internal CRDM processes. It neither provides descriptions of the internal behaviour 

of CRDM Actors interacting with CRDM: i t is not the purpose of the UDFS to predicate the business conduct of 

CRDM users. 

The following table presents the scope and user objective for each section of UDFS Chapter 1: 

TABLE 1  -  STRUCTURE OF UDFS CHAPTER 1 
 

SECTION SCOPE USER OBJECTIVE 

1.1 Introduction to CRDM Overall presentation of the CRDM 

business functionalities 

To understand the general behaviour 

of CRDM. 

1.2 Access to CRDM CRDM Interface To understand the main principles for 

the exchange of information between 

CRDM and CRDM Actors. 

1.3 Reference data model Common reference data structure To understand how reference data 

structures can be organised in CRDM. 
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SECTION SCOPE USER OBJECTIVE 

1.4 CRDM features Common reference data 

maintenance 

To understand how reference data can 

be managed in CRDM. 

1.5 Interactions with other services  Interactions between CRDM and 

other Eurosystem services 

To understand the links in place 

between CRDM and other existing and 

planned Eurosystem market 

infrastructure services. 

1.6 Operations and support Operational aspects and actions to 

be performed by the CRDM 

Operator 

To understand the features supporting 

operational activities and the actions 

the CRDM Operator can perform for 

CRDM configuration and CRDM 

operations monitoring. 

1.7 Limitations of the system Features and processes that are 

not covered by CRDM 

To understand the exact perimeter of 

CRDM and what processes should not 

be expected from CRDM. 

Chapter 2: Dialogue between CRDM and CRDM Actors 

Chapter 2 of the UDFS provides a formalised description of the dialogue between CRDM users and CRDM 

through the Application-to-Application (A2A) and Data Migration Tool (DMT) channels, which allow CRDM 

Actors to interact with CRDM. The objective of this Chapter is to describe the behaviour of CRDM regarding 

the interactions with CRDM Actors, i.e. when sending/receiving messages or files to/from the latter. 

Consistently with the approach of Chapter 1, UDFS Chapter 2 does not enter into any description of the 

behaviour of Actorsô systems interacting with CRDM. 

Each section of Chapter 2 describes the dialogue between CRDM and a CRDM Actor triggered by a particular 

inbound message or file in the form of a ñUniversal Use Caseò. 

The following use cases are described in UDFS Chapter 2: 

TABLE 2  -  STRUCTURE OF UDFS CHAPTER 2 
 

SECTION USE CASE 

2.2.1 A2A Common reference data maintenance process 

2.2.2 A2A Common reference data query 

2.3 Data Migration Tool file upload 

2.4 Maintain Reference Data Object for T2S 

2.5 Restrict Reference Data Object 

2.6 Bulk Load Securities Valuation 

2.7 Bulk Load Securities Subject to Cash Penalties 

2.8 Bulk Load Daily Prices for Penalties 
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Chapter 3: Catalogue of messages 

Chapter 3 of the UDFS provides a detailed description of the messages to be used to run application-to-

application communication with CRDM. It describes the entire set of messages which are processed by CRDM, 

i.e. which can be exchanged between CRDM and the business application of a CRDM Actor directly connected 

to CRDM. The following information is provided:  

l Description of the XML structure with mandatory/optional fields, validation rules and purpose of each field 

in the context of CRDM; 

l Possible usages of the message in the context of CRDM, including when relevant specific rules for the 

population of the message fields for a given usage; 

l Business rules applicable for message processing. 

This Chapter includes links to a set of files available on the MyStandards message documentation website 

provided by Swift. 

The objective of the Chapter is to allow the reader to find all the necessary information related to messaging 

needed to establish a functioning system of application-to-application communication between CRDM and its 

users. 

Information in Chapter 3 results from the customization of the enriched ISO 20022 schemas for the specific 

purpose of CRDM. 

Chapter 3 of the UDFS groups the descriptions of messages according to the classification of the ISO 20022 

message repository: 

TABLE 3  -  STRUCTURE OF UDFS CHAPTER 3 
 

CATEGORY OF MESSAGE PREFIX 

Account Management acmt 

Cash Management camt 

Headers head 

Reference data reda 

Chapter 4: Data Migration Tool Files  

Chapter 4 of the UDFS is only relevant for CSDs and Central Banks and provides a detailed description of the 

file specifications to be used to communicate with the Data Migration Tool. It describes the entire set of 

reference data objects which are processed by the DMT, in the form of structured files which can be exchanged 

between CRDM and the CRDM Actors. The initial subsections describe general structure, format and processing 

rules valid for all objects, while the following subsections describe, for each object, the structur e of the relevant 

file with mandatory/optional fields, rules and purpose of each field in the context of the DMT.  

The objective of the Chapter is to allow the reader to find all the necessary information related to DMT 

communications which are needed to establish a functioning communication between CRDM and its users. 

Chapter 5: Appendix 
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The UDFS appendix provides information on the CRDM business rules applying to incoming messages, with 

the respective messages and error codes associated. In addition, the appendix contains the file format 

specifications for bulk files for specific object data loading which foresee this channel.  
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Readerôs guide 

The UDFS document is available for the whole community of CRDM Actors: in order to ensure the same level 

of information for all CRDM Actors, information relevant for  CSD, CBs, CSD Participants, External CSDs, 

Payment Banks and Ancillary Systems is contained in one single book of UDFS. 

Nevertheless, different readers may have different needs and priorities. For instance, ñbusinessò readers 

interested mainly in organisational issues may not wish to enter into the full details of each and every message 

description, while technical readers involved in the specification of technical interfaces to CRDM  may not be 

interested in the thorough description of the CRDM application processes that are leading to the sending of a 

given message. Not every reader wants to read the entire UDFS, or even want to follow the same reading 

plan. 

However, all readers, whether ñbusinessò or ñtechnicalò, may find it useful to read the following UDFS sections, 

which are providing a background to the understanding of any other UDFS section:  

l 1.1 ñIntroduction to CRDMò, which is a summary providing the basis for the understanding of the main 

CRDM concepts. 

l 1.3 ñReference data modelò, which provides the basis for data organisation in CRDM. 

ñBusiness Orientedò perspective 

The business reader may be interested in the way information is structured in the UDFS. This user may want 

to follow the reading plan described below to find information about the operations that can be performed, 

for example, on a cash account in CRDM: 

EXAMPLE 1  -  ñCRDM DATA AND RELATED PROCESSINGò READING PLAN  
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l  The business reader finds in section 1.3.3 Cash account data management a general description of 

Cash Accounts specifying the different attributes that make up this object in CRDM.  

l If the reader requires more information on the Reference data management process, they can refer to 

section 1.4.3 Common reference data maintenance process  which offers a general description 

applicable to all reference data objects. 

l From this point, they may jump to section 2.2.1 Reference data maintenance process  to find a 

description of the maintenance process which can be carried out via A2A. This process is the same for all 

reference data objects available in A2A.  

l Should the reader need to enter into further details, they may access through a hyperlink section 3.1.2.3 

AccountOpeningRequest (acmt.007)  to find the detailed description of the message used to create a 

cash account in CRDM. 

l From this point, they may continue through another hyperlink to the schema description available on the 

MyStandards website to find all the details regarding a particular field of the message.  

ñTechnical orientedò perspective 

For a technical reader, it is more likely that the reading plans would start either:  

l From Chapter 2 ñDialogue between CRDM and CRDM Actorsò, when a complete overview of the possible 

A2A dialogue with CRDM is required, e.g. when structuring the interface of a CRDM Actor directly 

connected to CRDM. 

l From Chapter 3 ñCatalogue of Messagesò, when a detailed description of the content of a given CRDM 

A2A message is needed, e.g. when specifying the details of the interface of a CRDM Actor directly 

connected to CRDM. 

 

Due to the nature of CRDM as a Common Component for the configuration of reference data used in multiple 

Services, most of the information presented in this document is applicable to all such Services, while some of 

it is specifically relevant only to individual Services. Readers who aim to use CRDM for configuring data for all 

Services will find the entire document relevant. On the other hand, readers who are only interested in the 

configuration of data for a specific Service or component may find the following sections particularly relevant.  
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TABLE 4  ï UDFS SECTIONS CONTAINING  SERVICE-SPECIFIC INFORMATION   

SECTION RELEVANT 

SERVICE/COMPONENT 

NOTES 

1.2.2.1.2 Privilege  T2S, TIPS, CLM, RTGS, 

ECONS2, ECMS 

When indicated in the table header, the 

tables contain privileges relevant 

exclusively for each Service/component. 

1.2.2.2.2 Configuration of privileges T2S, TIPS, CLM, RTGS, 

ECONS2, ECMS 

Clarification about granting privileges in 

each Service/component. 

1.2.3.2 Message subscription parameter types T2S, TIPS, CLM, RTGS Message types that can be subscribed 

to in each Service/component, with 

related configuration parameters. 

1.3.2.3 Description of the entities (Party) T2S, TIPS, CLM, RTGS, 

ECONS2 

Reference data model section listing 

Service Party Types applicable to each 

Service/component. 

1.3.3.3 Description of the entities (Cash 

Account) 

T2S, TIPS, CLM, RTGS, 

ECONS2 

Reference data model section listing 

Cash Account Types applicable to each 

Service/component. 

1.4.3.8 Common reference data propagation T2S, TIPS, CLM, RTGS, 

ECONS2, ECMS 

Description of the data propagation 

process with relevant reference data 

objects for each Service/component. 

1.4.4 TIPS Directory  TIPS Section only relevant for TIPS. 

1.4.5 RTGS Directory RTGS Section only relevant for RTGS. 

1.4.6 CLM Repository CLM Section only relevant for CLM. 

1.5.3 TARGET Instant Payment Settlement and 

T2 

TIPS, CLM, RTGS Interaction between CRDM and other 

Services/component that receive 

reference data propagation. 

1.5.4 Eurosystem Collateral Management System  ECMS Interaction between CRDM and ECMS 

for the data propagation process. 

1.5.5 ECONS2 ECONS2 Interaction between CRDM and 

ECONS2 for the data propagation 

process. 

5.1 Business Rules T2S, TIPS, CLM, RTGS, 

ECONS2 

Business rules listed for each 

Service/component. 
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1. General features of CRDM 

The present chapter, after a short introduction of the Common Reference Data Management component, 

describes all the features it provides. Section 1.2 Access to CRDM introduces the details regarding the access 

of CRDM Actors to CRDM, covering the different modes of connectivity, the access rights model, the 

configuration of message subscriptions as well as security aspects and an introduction to the Graphical User 

Interface (GUI). Section 1.3 Reference data model describes the CRDM reference data model, including a 

description of all the relevant entities and relationships . Section 1.4 CRDM Features describes the various 

features of CRDM, such as the structure of reference data objects, the different types of available maintenance 

operations, the management of objects with limited and unlimited valid period, the archiv ing and purging 

processes, the life-cycle management of reference data objects and the principles for the propagation of 

common reference data to other Eurosystem Market Infrastructure Services. Section 1.5 Interactions with 

other services describes the interactions that CRDM, as a shareable component, has with other services and 

shareable components provided by the Eurosystem, whereas section 1.6 Operations and support describes 

functions supporting the CRDM Operator in the management of the component. 

 

1.1 Introduction to CRDM  

CRDM provides a common reference data management feature that allows all CRDM Actors to create and 

maintain common reference data for the configuration of data related to parties, securities, securities accounts, 

cash accounts, rules and parameters. The following list shows the main configuration areas for common 

reference data in CRDM: 

l Party reference data;  

l Securities reference data; 

l Securities accounts reference data; 

l Cash account reference data; 

l Access rights management; 

l Message subscription configuration; 

l Network configuration;  

l Report configuration;  

l Attribute domains management;  

l Business day management configuration;  

l Market-specific attributes configuration;  

l Restriction type management; 

l Conditional securities delivery configuration; 

l Billing configuration;  
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l Configuration parameters.1 

CRDM Actors set up the appropriate configuration by creating and maintaining common reference data objects 

in CRDM. A common reference data object is a set of logically related, self-consistent information (see section 

1.4.3.1 Common reference data objects). Parties, securities, securities accounts and cash accounts are 

examples of common reference data objects. 

CRDM allows CRDM Actors to create, update and delete common reference data objects in CRDM. Deletion of 

a common reference data object is always on logical level and it is possible, for a duly authorised user, to 

restore a previously deleted common reference data object (see section 1.4.3.2 Reference data maintenance 

types). 

CRDM allows full maintenance of all reference data objects in U2A mode, whereas it provides only a sub-set 

of functions in A2A and DMT mode on a limited number of reference data objects (see section 1.4.3.2 

Reference data maintenance types for an exhaustive list of these reference data objects and functions).  

CRDM provides versioning facilities and validity periods allowing the implementation of data revision and data 

history features, in order to keep track of all past data changes, to enter changes meant to become effective 

as of a future date and to define commo n reference data objects with limited or unlimited validity  (see sections 

1.4.3.1 Common reference data objects and 1.4.3.3 Validity of common reference data objects). 

All types of CRDM Actors, i.e. CSDs, Central Banks, CSD participants, payment banks, ancillary systems and 

the Operator have access to the common data management, each of them to different functions and data, 

according to the access rights granted to their users (s ee section 1.2.2 Access rights). 

Duly authorised users can create and maintain common reference data objects in CRDM submitting common 

reference data maintenance instructions. 

Reference data management immediately processes each reference data maintenance instructions and 

provides a reference data maintenance response including information on the result of the processing (e.g. 

the reference data maintenance instruction was successfully processed or rejected owing to a business 

validation error). The following diagram shows the two messages exchanged in this case between a CRDM 

Actor and CRDM:  

DIAGRAM  2  -  REAL-TIME PROCESSING OF REFERENCE DATA MAINTENANCE I NSTRUCTIONS  

 

Specifically for T2S reference data, if a T2S night-time settlement sequence is running, CRDM temporarily 

stops the processing of all reference data maintenance instructions related to reference data objects used by 

the T2S settlement process and then resume the processing after the end of night -time settlement sequence, 

in order to impede any possible impact of these reference data changes on the ongoing settlement process 

                                                      
 

1 This area includes reference data for countries, currencies, currency service links, system entities, services, BIC directory and reserve management 

parameters. 
 

Request X (time T)

Real-time Settlement

d
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(See section 1.4.3.6 Reference data maintenance instructions processing). In this case, CRDM provides 

immediately a provisional static data maintenance response (to inform the relevant CRDM Actor that the initial 

reference data maintenance instruction is queued) and then, after the end of the current night -time time 

settlement sequence and before the following one, it sends anothe r reference data maintenance response 

providing the final result of the processing. The following diagram shows the three messages exchanged in 

this case between a CRDM Actor and CRDM:  

DIAGRAM  3  -  NIGHT -TIME PROCESSING OF REFERENCE DATA MAINTENANCE I NSTRUCTIONS  

 

See section 1.4.3.6 Reference data maintenance instructions processing for more information on the 

processing of reference data maintenance instructions. 

Reference data maintenance instructions submitted in U2A mode can be executed either in Two-Eyes mode 

or in Four-Eyes mode (See section 1.2.5 Security), according to the access rights granted to the submitting 

user. 

Reference data management is available throughout the settlement day, with the exception of the T2S 

maintenance window (Please refer to the Settlement Day section in the T2S UDFS for more information).  

1.2 Access to CRDM 

1.2.1 Connectivity  

CRDM supports the connectivity of CRDM Actors as follows: 

l communication between software applications via XML messages or files (A2A mode); 

l communication via files (DMT mode) for CBs; 

l online screen-based activities performed by CRDM Actors (U2A mode). 

For the A2A communication, ISO 20022 is the single standard, for both inbound and outbound communication. 

Messages exchanged between CRDM and CRDM Actors are based on XML technology and comply with the 

ISO 20022 standards on messages and the formats and specifications defined in CRDM. 

The A2A and Data Migration Tool (DMT) functionalities are described extensively in chapters 2 Dialogue 

between CRDM and CRDM Actors, 3 Catalogue of Messages and 4 Data Migration Tool Files. U2A 

connectivity to CRDM will be handled through the ESMIG Portal. Please refer to the ESMIG documentation 

for more details. 

Setup of routing configurations  

The setup of routing configurations includes the configuration of the following reference data objects in CRDM: 

network services, party technical addresses, links between network services and party technical addresses, 

and default and conditional routings.  

Static data 
maintenance request

Night-time Settlement
Sequence i

Night-time Settlement
Sequence i+1

Static data maintenance 
provisional response

Static data maintenance 
final response
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The CRDM Operator is responsible for setting up and maintaining network service static data related to services 

of all the network services providers offering technical connectivity between users and the relevant Services 

and components. 

Being included in the party static data, party technical addresses are setup and maintained, for each CRDM 

Actor connected directly, by the party responsible for defining party reference data for this CRDM Actor. After 

having input the party data (party technical addresses)  for the directly connected CRDM Actor, the responsible 

party has to link each of the party technical addresses to the relevant network service(s). This step allows 

using one party technical address for several network services. 

Each CRDM Actor connected directly is responsible for setting up and maintaining default and conditional 

routing static data related to its outbound communication.  

The following table summarises, for each static data object related to the setup of routing configurations in 

T2S, the responsible T2S Actor for its configuration and it specifies which mode the T2S Actor can use for the 

configuration. 

TABLE 5  -  SETUP OF ROUTING CONFIGURATIONS IN CRDM 
 

REFERENCE DATA OBJECT RESPONSIBLE ACTOR MODE 

Network Service Operator U2A 

Party (Technical Address) Operator, CSD, CB U2A/A2A 

Link between Network Service and Party Technical Address Operator, CSD, CB U2A 

Default and Conditional Routing CSD, CB, CSD Participant, Payment Bank, 

Ancillary System 

U2A 

Network service  

CRDM stores a catalogue of all the network services allowing technical connectivity between Actors and 

Services/components for the exchange of business data. Each network service defined in CRDM corresponds 

to one messaging service of one of the accredited connectivity services providers. 

When defining a new network service, the CRDM Operator has to provide the following pieces of information:  

l The name of the network service;  

l The service or component for which it is used;  

l A textual description for the netw ork service; 

l The type of technical address for the network service.  

EXAMPLE 2 - NETWORK SERVICE DEFINITION 
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In addition, the CRDM Operator has to provide all the necessary data for the application to identify and to use 

the underlying messaging service. 

Party Technical Address  

Each party that is directly connected to a Service or component has one or many technical addresses that the 

Service or component uses to send outgoing messages to this party. 

Links between Network Services and Party Technical Addresses  

Each Network Service uses a specific type of technical address to identify the sender and the receiver for each 

exchange of data. Different network services may use the same technical address type, which means that th e 

same Party Technical Address may be used to exchange data using different Network Services. Consequently, 

there is a many-to-many association between the catalogue of Network Services and the set of Party Technical 

Address defined in CRDM. For this reason, each Party Technical Address has to be linked to the relevant 

Network Service, so that the relevant Service or component can use them to route outbound communication.  

The following table shows an example of a party having five party technical addresses linked to four different 

network services. 

EXAMPLE 3 - PARTY TECHNICAL ADDRESS AND NETWORK SERVICES 

 
 

Conditional Routing  

CRDM applies a mandatory routing for the following outbound communication:  

l Acknowledgment of receipt; 

l Reactions on erroneous inbound messages; 

l Query results. 

In all these cases, CRDM routes the outbound communication to the same network service and party technical 

address which were used for sending the related inbound communication. This implies that CRDM does not 

allow defining different routing configurations for these kinds of messages. For details on the mandatory 

routing rules applied by other Services and components, refer to the relevant UDFS document. 

For all other types of outbound communication, CRDM allows CSDs, CBs and directly connected participants 

to define specific routing configurations for their messages and files. More precisely, each of these CRDM 

Actors can define a default configuration (to be used by the relevant Service/component for  all outbound 

communication of a given type of this Actor) for each type of outbound communication ( with the types being 

message-based/file-based, real-time/store -n-forward). In addition, certain types of messag es allow conditional 
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routing configurations ( to be used by the relevant Service/component as exceptions to the default 

configuration).  

When defining a default routing configuration, the responsible CRDM Actor (i.e. a CSD, a CB or a directly 

connected participant) has to provide the following pieces o f information:  

l the routing description;  

l the network service to be used for the default routing (containing the indication of the 

Service/component it is relevant for);  

l the party technical address the Service/component has to use for the default routing;   

l if the related Service foresees it, a compression setting, specifying whether the Service must compress 

the relevant data before sending them to the recipient.  

When defining a conditional routing, the responsible CRDM Actor (i.e. a CSD, a CB or a directly connected 

participant) has to provide, in addition to the data required for the setup of a default routing configuration, 

the type of message subject to the configuration.  If foreseen by the specific Services, the following information 

must also be provided: 

l the sequence number of the conditional routing, specifying the order according to which the Service tries 

to match the current outgoing message with one of the conditional routing configuration, for a given 

recipient party2; 

l a set of conditions specifying the criteria on which the routing is defined: in addition to the type of the 

message, the size boundaries (i.e. the minimum and the maximum size of the message), the currency of 

the message;  

l a Boolean information specifying whether the set of conditions represents a positive or a negative list.  

In addition, T2S outbound communications are bundled into files by CRDM during night -time settlement (for 

specific settlement-related messages) and, on an optional basis, during real-time settlement.  

The list of messages subject to conditional routing is summarized below:  

l Handled by CRDM: RTGS Directory, CLM Repository. 

l Handled by CLM: camt.053 (for Account Statements and General Ledgers). 

l Handled by RTGS: camt.053 (for Account Statements). 

l Handled by T2S: all outgoing messages not covered by mandatory routing3. 

When determining how to route outbound communications, CRDM applies the following rules:  

l If the type of outbound communication is an acknowledgement of receipt, a reaction on an erroneous  

incoming message or a query result, CRDM applies a mandatory routing, i.e. it routes the outbound 

                                                      
 

2 CRDM stops this process either just after having found the first matching conditional routing configuration, or after having checked all the 

conditional routing configurations defined for the recipient party without finding any matching configuration.  
 

 

3 The exhaustive list of possible values for the type of message is given by the list of all the outbound T2S -relevant messages included in section List 

of Messages plus the inbound messages subject to copy, plus the value ñNightTimeSettlementRelatedMessagesò, which refers to all the settlement -

related messages (excluding copies of liquidity transfers) that, during the night -time settlement period, are sent by T2S grouped into files. For 

ñNightTimeSettlementRelatedMessagesò it is only possible to select file-based network services and it is not possible to define upper or lower 

bound size parameters. 
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communication to the same network service and party technical address which were used for sending the 

related inbound communication.  

l If the type of outbound  communication is different from the ones mentioned in the previous point, then:  

ï If the outgoing message matches one of the conditional routing configurations 4 and the Party has not 

opted to receive outbound messages bundled into files, then CRDM routes the outbound communication 

via the network service and to the party technical address specified in the matched routing configuration.  

ï If no matching conditional routing configurations are found or the Party has opted to receive outbound 

messages bundled into files, then CRDM routes the outbound communication to the relevant default 

routing configuration.  

l As to data compression: 

ï If the outbound communication is smaller than 2KB, then CRDM does not compress the data, regardless 

of compression setting specified in the matched routing configuration.  

ï If the outbound communication is a report, then CRDM compresses the data regardless of compression 

setting specified in the matched routing configuration.  

ï For all other types of outbound communication, CRDM compresses the data only if this is required by 

the compression setting specified in the matched routing configuration 5. 

For messages relevant for T2S, CRDM and T2S itself apply automatic bundling into files during T2S night-time 

settlement, while offering the possibility for each Party to opt for the bundling of outbound messages into files 

during the whole business day6. Exceptions during the business day are the maintenance window where no 

messages are sent and the period close to the DVP cut off7. During thi s time the file bundling is deactivated 

and outbound messages are sent in real time. In addition, during the NTS, messages that are already part of 

the NTS bundling will not be subject to this bundling feature.  

For this optional T2S message bundling, CRDM and T2S will bundle messages into files based on two standard 

parameters, with the sending of a file triggered whenever one of the two conditions expressed by these 

parameters is met. The two parameters refer to the maximum number of messages that can be i ncluded in a 

file (set to 1000) and the maximum elapsed time defining the frequency for sending bundled files (set to 2 

minutes). These parameters apply equally to all parties opting for the service.  

The files are sent to the Party technical address defined as default routing configuration. Such files will always 

be sent via the file channel.  

The optional bundling function is offered for all outbound messages, excluding the following ones:  

l Query responses; 

                                                      
 

4 With the exception of the configurations having ñNightTimeSettlementRelatedMessagesò as message type, as these configurations are used during 

the night -time settlement period only.  
 

 

5 The exhaustive list of possible values for the compression setting is as follows: ñNoò (CRDM does not compress data), ñZIPò (CRDM must compress 

data according to the ZIP algorithm).  
 

 

6 The subscription to optional message bundling during the real-time period is handled by the Operator, which will manage the participantsô 

preferences based on their specific requests.  
 

 

7 The deactivation period is configured to begin half an hour before the first planned currency -dependent DVP cut-off and end with the last event for 

the cut-off processing.  
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l Reports; 

l admi.007; 

l Inbound processing rejections; 

l Error messages sent from the backend.  

1.2.2 Access rights 

This section provides information on access rights management in the CRDM. More into detail, section 1.2.2.1 

Access rights concepts presents some basic concepts (e.g. user, privilege, role and data scope) related to 

access rights management. On this basis, section 1.2.2.2 Access rights configuration illustrates all the available 

options for the configuration of access rights. Finally, section 1.2.2.4 Access rights configuration process 

describes the access rights configuration process that each type of CRDM Actor has to put in place in order to 

set up the appropriate assignment of roles and privileges for all its users.  

In order to clarify the differences in data scope per type of actor, this section uses the concepts of CSD, Central 

Bank, CSD Participant, External CSD, Ancillary System and Payment Bank, which are introduced in section 

1.2.2.1.9 Common reference data objects and the hierarchical party model, as well as the concept of System 

Entity, which is introduced in section 1.2.2.1.10 Data scope. 

1.2.2.1 Access rights concepts 

This section presents the main concepts related to access rights management in the CRDM. 

 User function 

DMT files, XML messages and GUI functions are the atomic elements users can trigger through the DMT and 

in A2A and U2A mode respectively to interact with CRDM as well as other services, common components or 

back-office applications. Based on these set of files, XML messages and GUI functions, it is possible to define 

the set of all user functions, i.e. of all the possible actions that a user can trigger in CRDM or other services, 

common components or back-office applications, either in the DMT or in A2A or U2A mode. 

 Privilege  

A privilege identifies the capability of triggering one or several user functions and it is the basic element to 

assign access rights to users. This means that a user UX owns the access right to trigger a given user function 

FY if and only if U X was previously granted with the privilege P Y identifying the capability to trigger F Y. 

Privileges are classified into system privileges and object privileges. A system privilege refers to a user function 

that does not apply to a specific static or dynamic data object ( e.g. a query on the current phase of the 

settlement day). An object privilege refers to a user function that applies to a specific static or dynamic data 

object (e.g. a T2S user function to display the reference data of a securities account).  

The following tables provide the exhaustive list of privileges covering all the user functions available:  

l Access rights management 

l Party data management 

l Securities data management 

l Securities Account data management 
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l Cash Account data management 

l Network configuration 

l Message subscription 

l Report configuration 

l Reference data queries 

l TIPS functions 

l CLM functions 

l RTGS functions 

l T2S settlement instruction management 

l T2S cash management 

l T2S dynamic data queries 

l Billing 

l Billing configuration 

l Data Warehouse functions 

l ECONSII functions 

l Business Day Management Queries 

l Report queries 

l Message management  

l Other 
 

TABLE 6  ï ACCESS RIGHTS MANAGEMENT  

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s) 

to maintain data related to multiple Services/components. For example, the same privileges can be used to 

configure a User to access different Services. 

 

PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Administer Party8 n/a System n/a n/a 

Create Certificate 

Distinguish Name 

Certificate DN ï New System n/a Any Certificate DN 

Create DN-BIC Routing DN-BIC Routing - New System n/a DN-BIC Routing data within 

own System entity (for CSDs 

and Central Banks) or for DNs 

linked to own Users and BICs 

authorised to own or co -

                                                      
8 This privilege enables a User to act as Party Administrator for their own Party. 
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PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

managed Cash Accounts (for 

CSD Participants/External 

CSDs/Payment Banks/Ancillary 

Systems). 

Create Role Role ï New System n/a Roles within own System 

Entity (for CSDs and Central 

Banks). 

Create User User ï New System n/a Users within own System 

Entity (for CSDs and Central 

Banks) or own Party (for CSD 

Participants/External 

CSDs/Payment Banks/Ancillary 

Systems). 

Create User Certificate 

Distinguish Name Link 

User Certificate DN Link ï 

New 

System n/a Links within own System Entity 

(for CSDs and Central Banks) 

or for own Users (for CSD 

Participants/External 

CSDs/Payment Banks/Ancillary 

Systems). 

Update Certificate 

Distinguished Name  

Certificate DN ï Edit System n/a Certificate DN within own 

System Entity 

Delete Certificate 

Distinguish Name 

Certificate DN ï 

Delete/Restore 

System n/a Certificate DN within own 

System Entity. 

Delete DN-BIC Routing DN-BIC Routing - 

Delete/Restore 

System n/a DN-BIC Routing data within 

own System entity (for Central 

Banks) or for DNs linked to 

own Users and BICs authorised 

to own or co -managed Cash 

Accounts (for Payment 

Banks/Ancillary Systems). 

Delete Role Role ï Delete/Restore System n/a Roles within own System 

Entity (for CSDs and Central 

Banks). 

Delete User User ï Delete/Restore System n/a Users within own System 

Entity (for CSDs and Central 

Banks) or own Party (for CSD 

Participants/External 
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PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CSDs/Payment Banks/Ancillary 

Systems). 

Delete User Certificate 

Distinguish Name Link 

User Certificate DN Link ï 

Delete/Restore 

System n/a Links within own System Entity 

(for CSDs and Central Banks) 

or for own Users (for CSD 

Participants/External 

CSDs/Payment Banks/Ancillary 

Systems). 

Grant Privilege  
Grant Privilege 

System n/a Privileges granted to Parties, 

Roles and Users within own 

System Entity (for CSDs and 

Central Banks) or to own Users 

(for CSD Participants/External 

CSDs/Payment Banks/Ancillary 

Systems) 

Grant/Revoke Role Grant/Revoke Role System n/a Roles granted to Parties and 

Users within own System 

Entity (for CSDs and Central 

Banks) or to own Users (for 

CSD Participants/External 

CSDs/Payment Banks/Ancillary 

Systems) 

Revoke Privilege Revoke Privilege System n/a Privileges granted to Parties, 

Roles and Users within own 

System Entity (for CSDs and 

Central Banks) or to own Users 

(for CSD Participants/External 

CSDs/Payment Banks/Ancillary 

Systems) 

Update DN-BIC Routing DN-BIC Routing - Edit System n/a DN-BIC Routing data within 

own System entity (for Central 

Banks) or for DNs linked to 

own Users and BICs authorised 

to own or co -managed Cash 

Accounts (for Payment 

Banks/Ancillary Systems). 
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PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Update Role Role ï Edit System n/a Roles within own System 

Entity (for CSDs and Central 

Banks) 

Update User User ï Edit System n/a Users within own System 

Entity (for CSDs and Central 

Banks) or own Party (for CSD 

Participants/External 

CSDs/Payment Banks/Ancillary 

Systems). 

 

TABLE 7  ï PARTY DATA MANAGEMENT  

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s) 

to maintain data related to multiple Services/components. For example, the same Privileges can be used to 

configure a Party to parti cipate in multiple Services. 

PRIVILEGE  USER FUNCTION  PRIVILE

GE TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Ancillary System 

Bilateral Agreement 

Ancillary System Bilateral 

Agreement ï New 

System n/a AS Bilateral Agreements for 

Parties within own System Entity 

(for Central Banks) 

Create Ancillary System 

Procedure 

Ancillary System 

Procedure ï New 

System n/a AS Procedures for Parties within 

own System Entity (for Central 

Banks) 

Create Banking Group Banking Group ï New System n/a Banking Groups within own 

System Entity (for Central 

Banks) 

Create Billing Group Billing Group ï New System n/a Billing Groups within own 

System Entity (for Central 

Banks) 

Create Eligible 

Counterpart CSD Link 

EligibleCounterpartCSDCr

eationRequest 

System n/a Eligible Counterpart CSD Links 

under own System Entity 

Create Party Party ï New 

PartyCreationRequest 

Object Party Parties within own System Entity 

(for Central Bank/CSD) 

Create Party-Service Link Party-Service Link - New System n/a Links within own System Entity 

(for Central Banks) 
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PRIVILEGE  USER FUNCTION  PRIVILE

GE TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Technical Address 

Network Service Link 

Technical Address 

Network Service Link ï 

New 

System n/a Links within own System Entity 

(for CSDs and Central Banks) 

Delete Ancillary System 

Bilateral Agreement 

Ancillary System Bilateral 

Agreement ï 

Delete/Restore 

System n/a AS Bilateral Agreements for 

Parties within own System Entity 

(for Central Banks) 

Delete Ancillary System 

Procedure 

Ancillary System 

Procedure ï 

Delete/Restore 

System n/a AS Procedures for Parties within 

own System Entity (for Central 

Banks) 

Delete Banking Group Banking Group ï 

Delete/Restore 

System n/a Banking Groups within own 

System Entity (for Central 

Banks) 

Delete Billing Group Billing Group ï 

Delete/Restore 

System n/a Billing Groups within own 

System Entity (for Central 

Banks) 

Delete Party Party ï Delete/Restore 

PartyDeletionRequest 

Object Party Parties within own System Entity 

(for Central Bank/CSD) 

excluding own Party 

Delete Party-Service Link Party-Service Link - 

Delete/Restore 

System n/a Links within own System Entity 

(for Central Banks) 

Delete Technical Address 

Network Service Link 

Technical Address 

Network Service Link - 

Delete/Restore 

System n/a Links within own System Entity 

(for  CSDs and Central Banks) 

Update Ancillary System 

Bilateral Agreement 

Ancillary System Bilateral 

Agreement ï Edit 

System n/a AS Bilateral Agreements for 

Parties within own System Entity 

(for Central Banks) 

Update  Ancillary System 

Procedure 

Ancillary System 

Procedure ï Edit 

System n/a AS Procedures for Parties within 

own System Entity (for Central 

Banks) 

Update Banking Group Banking Group ï Edit System n/a Banking Groups within own 

System Entity (for Central 

Banks) 

Update Billing Group Billing Group ï Edit System n/a Billing Groups within own 

System Entity (for Central 

Banks) 
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PRIVILEGE  USER FUNCTION  PRIVILE

GE TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Update Party Party ï Edit 

PartyModificationRequest 

Object Party Parties within own System Entity 

(for Central Bank/CSD) 

excluding own Party 

Update Party-Service Link Party-Service Link - Edit System n/a Links within own System Entity 

(for Central Banks) 

TABLE 8  -  SECURITIES DATA MANAG EMENT 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Close Link Close Link ï New 

CloseLinkCreationReques

t 

System n/a Close Links within own 

System Entity 

Create Security Security ï New 

SecurityCreationRequest 

Object Party Securities within own System 

Entity 

Update Security Security ï Edit 

SecurityMaintenanceReq

uest 

Object Security Securities for which own 

Party is responsible for its 

maintenance as defined in 

Security CSD Links 

Delete Security Security ï 

Delete/Restore 

SecurityDeletionRequest 

Object Security Securities for which own 

Party is responsible for its 

maintenance as defined in 

Security CSD Links 

Create Securities Valuation Securities Valuation ï 

Create 

CollateralValueCreationR

equest 

System n/a Securities Valuation for own 

CB 

Create Auto-

collateralisation Eligibility 

Link 

Auto-collateralisation 

Eligibility Link  - New 

EligibleSecuritiesCreation

Request 

System n/a Securities Auto-

collateralisation Eligibility 

Links for own CB 

Create Security CSD Link Security CSD Link ï New 

SecurityCSDLinkCreation

Request 

System n/a Security CSD Links within 

own System Entity 

Update Security CSD Link Security CSD Link ï New System n/a Security CSD Links within 

own System Entity 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

SecurityCSDLinkMaintena

nceRequest 

TABLE 9  -  SECURITIES ACCOUNT DA TA MANAGEMENT  
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Securities Account Securities Account ï New 

SecuritiesAccountCreatio

nRequest 

Object Party Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Update Securities Account Securities Account ï Edit 

SecuritiesAccountModific

ationRequest 

Object Securities 

Account 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Delete Securities Account Securities Account ï 

Delete/Restore 

SecuritiesAccountDeletio

nRequest 

Object Securities 

Account 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Create CMB Securities 

Account Link 

CMB Securities Account 

Link ï New 

AccountLinkCreationReq

uest 

System n/a CMB Securities Account Links 

within own System Entity 

Update CMB Securities 

Account Link 

CMB Securities Account 

Link ï Edit 

AccountLinkMaintenance

Request 

System n/a CMB Securities Account Links 

within own System Entity 

 

TABLE 10  ï CASH ACCOUNT DATA MANAGEMENT  

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s) 

to maintain data related to multiple Services/components. For example, the same privileges can be used to 

create and maintain all types of Cash Accounts for all Services/components. 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Account Monitoring 

Group 

Account Monitoring 

Group ï New 

System n/a Account Monitoring Groups 

within own System Entity 

(for Central Banks) or for 

own Cash Accounts (for 

Payment Banks) 

Create Authorised Account 

User 

Authorised Account 

User - New 

System n/a Links within own System 

Entity (for Central Banks) or 

for own Cash Accounts (for 

Payment Banks/Ancillary 

Systems). 

Create Cash Account Cash Account ï New 

AccountOpeningReques

t 

Object Party Cash Accounts within own 

System Entity (for Central 

Bank) or owned by own 

Party or TIPS CMBs linked to 

Cash Accounts owned by 

own Party (for Payment 

Bank/Ancillary System)  

Create Direct Debit Mandate Direct Debit Mandate ï 

New 

System n/a Direct Debit Mandates on 

Cash Accounts within own 

System Entity (for Central 

Bank)  

Create Limit Limit ï New 

Standing Order for 

Limit ï New 

ModifyLimit 

System n/a Limits on CMBs defined on 

Cash Accounts within own 

System Entity (for Central 

Bank) or linked to Cash 

Accounts owned by own 

Party (for Payment 

Bank/Ancillary System)  

Create Liquidity Transfer 

Order  

Liquidity Transfer Order 

ï New 

ModifyStandingOrder 

Object Cash 

Account 

Liquidity Transfer Orders on 

Cash Accounts within own 

System Entity (for Central 

Bank) or owned or co-

managed by own Party (for 

Payment Banks/Ancillary 

Systems) 

Create Liquidity Transfer 

Group 

Liquidity Transfer 

Group ï New 

System n/a Liquidity Transfer Groups 

within own System Entity 

(for Central Bank)  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Settlement Bank 

Account Group 

Settlement Bank 

Account Group ï New 

System n/a Settlement Bank Account 

Groups within own System 

Entity (for Central Banks) 

Create Standing Order for 

Reservation 

Standing Order for 

Reservation ï New 

System n/a Standing Orders for 

Reservation on Cash 

Accounts within own System 

Entity (for Central Banks) or 

owned or co-managed by 

own Party (for Payment 

Banks/Ancillary Systems) 

Delete Account Monitoring 

Group 

Account Monitoring 

Group ï Delete/Restore 

DeleteStandingOrder 

System n/a Account Monitoring Groups 

within own System Entity 

(for Central Banks) or for 

own Cash Accounts (for 

Payment Banks) 

Delete Authorised Account 

User 

Authorised Account 

User - Delete/Restore 

System n/a Links within own System 

Entity (for Central Banks) or 

for own Cash Accounts (for 

Payment Banks/Ancillary 

Systems). 

Delete Cash Account Cash Account ï 

Delete/Restore 

Object Cash 

Account 

Cash Accounts within own 

System Entity (for Central 

Bank) or owned by own 

Party or TIPS CMBs linked to 

Cash Accounts owned by 

own Party (for Payment 

Bank/Ancillary System)  

Delete Direct Debit Mandate Direct Debit Mandate ï 

Delete/Restore 

System n/a Direct Debit Mandates on 

Cash Accounts within own 

System Entity (for Central 

Bank)  

Delete Limit Limit ï Delete/Restore 

Standing Order for 

Limit ï Delete/Restore 

DeleteLimit 

System n/a Limits on CMBs defined on 

Cash Accounts within own 

System Entity (for Central 

Bank) or linked to Cash 

Accounts owned by own 

Party (for Payment 

Bank/Ancillary System)  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Delete Liquidity Transfer 

Order 

Liquidity Transfer Order 

ï Delete/Restore 

System n/a Liquidity Transfer Orders on 

Cash Accounts within own 

System Entity (for Central 

Bank) or owned or co-

managed by own Party (for 

Payment Bank/Ancillary 

Systems) 

Delete Liquidity Transfer 

Group 

Liquidity Transfer 

Group ï Delete/Restore 

Object Cash 

Account 

Liquidity Transfer Groups 

within own System Entity 

(for Central Bank)  

Delete Settlement Bank 

Account Group 

Settlement Bank 

Account Group ï 

Delete/Restore 

System n/a Settlement Bank Account 

Groups within own System 

Entity (for Central Banks) 

Delete Standing Order for 

Reservation 

Standing Order for 

Reservation ï 

Delete/Restore 

System n/a Standing Orders for 

Reservation on Cash 

Accounts within own System 

Entity (for Central Banks) or 

owned or co-managed by 

own Party (for Payment 

Banks/Ancillary Systems) 

Update Account Monitoring 

Group 

Account Monitoring 

Group ï Edit 

System n/a Account Monitoring Groups 

within own System Entity 

(for Central Banks) or for 

own Cash Accounts (for 

Payment Banks) 

Update Authorised Account 

User  

Authorised Account 

User - Edit 

System n/a Links within own System 

Entity (for Central Banks) or 

for own Cash Accounts (for 

Payment Banks/Ancillary 

Systems). 

Update Cash Account Cash Account ï Edit 

AccountExcludedManda

teMaintenanceRequest 

Object Cash 

Account 

Cash Accounts within own 

System Entity (for Central 

Banks) or owned by own 

Party, or TIPS CMBs linked to 

Cash Accounts owned by 

own Party (for Payment 

Banks/Ancillary Systems)  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Update Direct Debit 

Mandate 

Direct Debit Mandate ï 

Edit 

System n/a Direct Debit Mandates on 

Cash Accounts within own 

System Entity (for Central 

Bank)  

Update Limit Limit ï Edit 

Standing Order for 

Limit ï Edit 

System n/a Limits on CMBs defined on 

Cash Accounts within own 

System Entity (for Central 

Bank) or linked to Cash 

Accounts owned by own 

Party (for Payment 

Bank/Ancillary System)  

Update Liquidity Transfer 

Order 

Liquidity Transfer Order 

ï Edit 

ModifyStandingOrder 

Object Cash 

Account 

Liquidity Transfer Orders on 

Cash Accounts within own 

System Entity (for Central 

Banks) or owned or co-

managed by own Party (for 

Payment Banks/Ancillary 

Systems) 

Update Liquidity Transfer 

Group 

Liquidity Transfer 

Group ï Edit 

System n/a Liquidity Transfer Groups 

within own System Entity 

(for Central Bank)  

Update Settlement Bank 

Account Group 

Settlement Bank 

Account Group ï Edit 

System n/a Settlement Bank Account 

Groups within own System 

Entity (for Central Banks) 

Update Standing Order for 

Reservation 

Standing Order for 

Reservation ï Edit 

System n/a Standing Orders for 

Reservation on Cash 

Accounts within own System 

Entity (for Central Banks) or 

owned or co-managed by 

own Party (for Payment 

Banks/Ancillary Systems) 

TABLE 11  ï NETWORK CONFIGURATION  

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s) 

to maintain data related to multiple Services/components. 
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PRIVILEGE  USER FUNCTION  PRIVILEGE  

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Routing Routing ï New System n/a Routing configurations within 

own System Entity (for  CSDs 

and Central Banks) or linked 

to own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Delete Routing Routing ï 

Delete/Restore 

System n/a Routing configurations within 

own System Entity (for CSDs 

and Central Banks) or linked 

to own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Update Routing Routing ï Edit System n/a Routing configurations within 

own System Entity (for CSDs 

and Central Banks) or linked 

to own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

TABLE 12  ï MESSAGE SUBSCRIPTION CONFIGURATION  

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s) 

to maintain data related to multiple Services/components. 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Create Message Subscription 

Rule 

Message Subscription 

Rule ï New 

System n/a Message Subscription Rules 

within own System Entity 

(for CSDs and Central Banks) 

or for own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Create Message Subscription 

Rule Set 

Message Subscription 

Rule Set  ï New 

System n/a Message Subscription Rule 

Sets within own System 

Entity (for CSDs and Central 

Banks) or for own Party (for 

CSD Participants/External 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CSDs/Payment 

Banks/Ancillary Systems) 

Delete Message Subscription 

Rule 

Message Subscription 

Rule ï Delete/Restore 

System n/a Message Subscription Rules 

within own System Entity 

(for CSDs and Central Banks) 

or for own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Delete Message Subscription 

Rule Set 

Message Subscription 

Rule Set ï 

Delete/Restore 

System n/a Message Subscription Rule 

Sets within own System 

Entity (for CSDs and Central 

Banks) or for own Party (for 

CSD Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Update Message 

Subscription Rule 

Message Subscription 

Rule ï Edit 

System n/a Message Subscription Rules 

within own System Entity 

(for CSDs and Central Banks) 

or for own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Update Message 

Subscription Rule Set 

Message Subscription 

Rule Set ï Edit 

System n/a Message Subscription Rule 

Sets within own System 

Entity (for CSDs and Central 

Banks) or for own Party (for 

CSD Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

TABLE 13  ï REPORT CONFIGURATION  

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s) 

to maintain data related to multiple Services/components. 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE  

TYPE 

OBEJCT 

TYPE 

DEFAULT DATA SCOPE 

Create Report Configuration Report Configuration ï 

New 

System n/a Report Configurations within 

own System Entity (for CSDs 

and Central Banks) or for 
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PRIVILEGE  USER FUNCTION  PRIVILEGE  

TYPE 

OBEJCT 

TYPE 

DEFAULT DATA SCOPE 

own Party, own Cash 

Account or co-managed Cash 

Account (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems)  

Delete Report Configuration Report Configuration ï 

Delete/Restore 

System n/a Report Configurations within 

own System Entity (for CSDs 

and Central Banks) or for 

own Party, own Cash 

Account or co-managed Cash 

Account (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems)  

Update Report Configuration Report Configuration ï 

Edit 

System n/a Report Configurations within 

own System Entity (for  CSDs 

and Central Banks) or for 

own Party, own Cash 

Account or co-managed Cash 

Account (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems)  

TABLE 14  ï REFERENCE DATA QUERIES 

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s) 

to query data related to multiple Services/components. 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Account Monitoring Group 

Query 

Account Monitoring 

Group ï List 

System n/a Any Account Monitoring 

Group 

Account Monitoring Group 

Details Query 

Account Monitoring 

Group ï Details 

System n/a Any Account Monitoring 

Group (Cash Account 

identifiers will be displayed 

based on the Cash Accounts 

the requestor User is 

responsible for; the leader 

Party will be able to view the 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

full list of Cash Accounts in 

the Account Monitoring 

Group) 

Ancillary System Bilateral 

Agreement Query 

Ancillary System 

Bilateral Agreement ï 

List 

System n/a AS Bilateral Agreements 

within own System Entity 

(for Central Banks) or for 

own Party (for Ancillary 

Systems) 

Ancillary System Procedure 

Query 

Ancillary System 

Procedure ï List 

System n/a AS Procedures within own 

System Entity (for Central 

Banks) or for own Party (for 

Ancillary Systems) 

Authorised Account User 

Query 

Authorised Account 

User ï List 

System n/a Links within own System 

Entity (for Central Banks) or 

for own Cash Accounts (for 

Payment Banks/Ancillary 

Systems). 

Banking Group Query Banking Group ï List System n/a Any Banking Group 

Banking Group Details Query Banking Group ï 

Details 

System n/a Any Banking Group (Party 

identifiers will be displayed 

based on the Cash Accounts 

the requestor User is 

responsible for; the leader 

Party will be able to view the 

full list of Parties in the 

Banking Group) 

BIC Query BIC Query System n/a Any BIC 

Billing Group Query Billing Group ï List System n/a Any Billing Group 

Billing Group Details Query Billing Group ï Details System n/a Any Billing Group (Party 

identifiers will be displayed 

based on the Cash Accounts 

the requestor User is 

responsible for; the leader 

Party will be able to view the 

full list of Parties in the 

Billing Group)  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Cash Account Audit Trail 

Query 

Revisions - Selection 

Criteria + List  

Cash Account Audit 

Trail Querydynamic da 

Object Cash 

Account 

Data within own System 

Entity (for Central Banks) or 

linked to own Party (for 

Payment Banks/Ancillary 

Systems) 

Cash Account List Query Cash Account List 

Query 

Object Cash 

Account 

Cash Accounts within own 

System Entity (for Central 

Banks) or owned by own 

Party (for Payment 

Banks/Ancillary Systems) 

Cash Account Reference 

Data Query 

Cash Account 

Reference Data Query 

Object Cash 

Account 

Cash Accounts within own 

System Entity (for Central 

Banks) or owned by own 

Party (for Payment 

Banks/Ancillary Systems) 

Certificate Query Certificate Query System n/a Any Certificate DN 

Country Query Countries ï Select + 

List 

System n/a Any Country 

Currency Query Currencies ï Select + 

List 

System n/a Any Currency 

Data Changes of a Business 

Object Details Query 

Data Changes of a 

Business Object Details 

Query 

System n/a Data within own System 

Entity (for CSDs and Central 

Banks) or linked to own 

Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Data Changes of a Business 

Object List Query 

Data Changes of a 

Business Object List 

Query 

System n/a Data within own System 

Entity (for CSDs and Central 

Banks) or linked to own 

Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Direct Debit Mandate List 

Query 

Direct Debit Mandate ï 

List 

System n/a Direct Debit Mandates on 

Cash Accounts within own 

System Entity (for Central 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Banks) or owned by own 

Party (for Payment 

Banks/Ancillary Systems) 

Granted Roles List Query Granted Roles ï Search System n/a Roles granted to Parties and 

Users within own System 

Entity (for CSDs and Central 

Banks) or to own Users (for 

CSD Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Granted Roles List Query Grant/Revoke Role ï 

Details 

System n/a Roles granted to Parties and 

Users within own System 

Entity (for CSDs and Central 

Banks) or to own Users (for 

CSD Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Granted System Privileges 

List Query 

Grant/Revoke System 
Privileges List Query System n/a Privileges granted to Parties, 

Roles and Users within own 

System Entity (for CSDs and 

Central Banks) or to own 

Users (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

ISIN List Query 
ISIN List Query 

System n/a All Securities defined in 

CRDM for T2S. 

Limit Query Limit Query 

Standing Order for 

Limit Query 

System n/a Limits on CMB defined on 

Cash Accounts within own 

System Entity (for Central 

Banks) or owned by own 

Party (for Payment Banks) 

Limits on CMB linked to one 

or more CMB Securities 

Account Links referencing 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CSD Participant/External 

CSD) 

Liquidity Transfer Order 

Details Query 

Liquidity Transfer Order 

ï Details 

Object Cash 

Account 

Liquidity Transfer Orders on 

Cash Accounts within own 

System Entity (for Central 

Banks) or owned or co-

managed by own Party (for 

Payment Banks/Ancillary 

Systems) 

Liquidity Transfer Order Link 

Set Query 

Liquidity Transfer Order 

Link Set Query 

System n/a Liquidity Transfer Order Link 

Sets defined on Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

Liquidity Transfer Order List 

Query 

Liquidity Transfer Order 

ï List 

Object Cash 

Account 

Liquidity Transfer Orders on 

Cash Accounts within own 

System Entity (for Central 

Banks) or owned or co-

managed by own Party (for 

Payment Banks/Ancillary 

Systems) 

Liquidity Transfer Order of a 

Liquidity Transfer Order Link 

Set Query 

Liquidity Transfer Order 

of a Liquidity Transfer 

Order Link Set Query 

System n/a Liquidity Transfer Order Link 

Sets defined on Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

Liquidity Transfer Group 

Query 

Liquidity Transfer 

Group ï List 

System n/a Any Liquidity Transfer Group 

Liquidity Transfer Group 

Details Query 

Liquidity Transfer 

Group ï Details 

System n/a Any Liquidity Transfer Group 

Market-specific Restriction 

List Query 

Market-specific 

Restriction List Query 

System n/a Restrictions defined by the 

Operator 

Market-specific Restriction 

Type Rule Detail Query 

Market-specific 

Restriction Type Rule ï

Detail Query 

System n/a Restrictions defined by the 

Operator 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Market-specific Restriction 

Type Rule Parameter Details 

Query 

Market-specific 

Restriction Type Rule 

Parameter Details 

Query 

System n/a Restrictions defined by the 

Operator 

Market-specific Restriction 

Type Rule Set List Query 

Market-specific 

Restriction Type Rule 

Set List Query 

System n/a Restrictions defined by the 

Operator 

Message Subscription Rule 

List Query 

Message Subscription 

Rule List Query 

System n/a Message Subscriptions within 

own System Entity (for CSDs 

and Central Banks) or for 

own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Message Subscription Rule 

Set Details Query 

Message Subscription 

Rule Sets Details Query 

System n/a Message Subscriptions within 

own System Entity (for CSDs 

and Central Banks) or for 

own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Message Subscription Rule 

Set List Query 

Message Subscription 

Rule Set List Query 

System n/a Message Subscriptions within 

own System Entity (for CSDs 

and Central Banks) or for 

own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Network Service List query Network Service List 

Query 

System n/a Any Network Service 

Party Audit Trail Query Party Audit Trail Query Object Party Data within own System 

Entity (for Central 

Banks/CSDs) or linked to 

own Party (for Payment 

Banks/Ancillary Systems/CSD 

Participant/External CSD) 

Party List Query Party List Query Object Party Parties within own System 

Entity (for Central 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Banks/CSDs) or own Party 

(for Payment Banks/Ancillary 

Systems/CSD 

Participants/External CSDs) 

Party Reference Data Query Party Reference Data 

Query 

Object Party Parties within own System 

Entity (for Central 

Banks/CSDs) or own Party 

(for Payment Banks/Ancillary 

Systems/CSD 

Participants/External CSDs) 

Party-Service Link List Query Party-Service Link List 

Query 

System n/a Links within own System 

Entity (for Central Banks) or 

linked to own Party (for 

Payment Banks/Ancillary 

Systems) 

Party-Service Link Query Party-Service Link 

Query 

System n/a Links within own System 

Entity (for Central Banks) or 

linked to own Party (for  

Payment Banks/Ancillary 

Systems) 

Privilege Query Privilege ï Selection 

Criteria + List  

System n/a Any Privilege 

Queued Data Changes 

Query 

Queued Data Changes - 

Select+List 

System n/a Data within own System 

Entity (for CSDs and Central 

Banks) or linked to own 

Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Report Configuration Details 

Query 

Report Configuration 

Details Query 

System n/a Report Configurations within 

own System Entity (for CSds 

and Central Banks) or for 

own Party or own or co-

managed Cash Account (for 

CSD Participants/External 

CSDs/Payment Banks) 

Report Configuration List 

Query 

Report Configuration 

List Query 

System n/a Report Configurations within 

own System Entity (for CSDs 



Common Reference Data Management 

User Detailed Functional Specifications 

 

 

All rights reserved. Page 46 

 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

and Central Banks) or for 

own Party or own or co-

managed Cash Account (for 

CSD Participants/External 

CSDs/Payment Banks) 

Residual Static Data Audit 

Trail Query 

Static Data Audit Trail 

Query 

System n/a Data within own System 

Entity (for CSDs and Central 

Banks) or linked to own 

Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Restricted Party Query Restricted Party Query Object Party Parties within own System 

Entity (for CSD/Central Bank) 

or own Party (for CSD 

Participant/Payment 

Bank/External CSD/Ancillary 

System) 

Role List Query Role List Query  System n/a Roles created or granted to 

Parties and Users within own 

System Entity (for CSDs and 

Central Banks) or to own 

Users (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Routing List Query Routing List Query System n/a Routing configurations within 

own System Entity (for CSDs 

and Central Banks) or linked 

to own Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Securities Account Audit 

Trail Query 

Securities Account 

Audit Trail Query 

Object Securities 

Account 

Data within own System 

Entity (for CSD) or linked to 

own Party (for CSD 

Participant/External CSD) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Securities Account List 

Query 

Securities Account List 

Query 

Object Party Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Securities Account 

Reference Data Query 

Securities Account 

Reference Data Query 

Object Securities 

Account 

 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Securities Audit Trail Query Securities Audit Trail 

Query 

Object Securities Data within own System 

Entity (for CSD) 

Securities CSD Link Query Securities CSD Link 

Query 

System n/a Security CSD Links within 

own System Entity (for CSD) 

or linked to own Party (for 

External CSD) 

Securities Deviating Nominal 

Query 

Securities Deviating 

Nominal Query 

System n/a All Securities defined in 

CRDM for T2S. 

Securities Reference Data 

Query 

Securities Reference 

Data Query 

System n/a All Securities defined in 

CRDM for T2S. 9 

Service List Query Service List Query System n/a Any Service 

Settlement Bank Account 

Group Query 

Settlement Bank 

Account Group ï List 

System n/a Settlement Bank Account 

Groups within own System 

Entity (for Central Banks) or 

defined for own Party (for 

Ancillary Systems) 

Settlement Bank Account 

Group Details Query 

Settlement Bank 

Account Group ï 

Details 

System n/a Settlement Bank Account 

Groups within own System 

Entity (for Central Banks) or 

defined for own Party (for 

Ancillary Systems) 

Standing Order for 

Reservation Details Query 

Standing Order for 

Reservation ï Details 

System n/a Standing Orders for 

Reservation on Cash 

Accounts within own System 

Entity ( for Central Banks) or 

                                                      
 

9 The grantee can query all securities input by all CSDs 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

owned or co-managed by 

own Party (for Payment 

Banks/Ancillary Systems) 

Standing Order for 

Reservation List Query 

Standing Order for 

Reservation ï List 

System n/a Standing Orders for 

Reservation on Cash 

Accounts within own System 

Entity (for Central Banks) or 

owned or co-managed by 

own Party (for Payment 

Banks/Ancillary Systems) 

System Entity Query System Entities ï Select 

+ List  

System n/a Own System Entity (for 

Central Banks) 

System User Link Query System User Link Query System n/a Links within own System 

Entity (for CSDs and Central 

Banks) or linked to own 

Users (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Technical Address Network 

Service Link Details Query 

Technical Address 

Network Service Link 

Details Query 

System n/a Links within own System 

Entity (for CSDs and Central 

Banks) or linked to own 

Party (for CSD 

Participants/External 

CSDs/Payment 

Banks/Ancillary Systems) 

Service Items List Query Service Items ï 

Select+List 

System n/a Any Service Item 

Service Items Details Query Service Item ï Details System n/a Any Service Item 

Invoice Configuration List 

Query 

Invoice Configuration ï 

Select+List 

System n/a Invoice Configurations within 

own System Entity (for 

Central Banks) 

Invoice Configuration Details 

Query 

Invoice Configuration ï 

Details 

System n/a Invoice Configurations within 

own System Entity (for 

Central Banks) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

VAT List Query VAT ï Select+List System n/a VAT configurations within 

own System Entity (for 

Central Banks) 

 

TABLE 15  ï TIPS  FUNCTIONS  

These privileges are related to user functions within TIPS. As such, they are only used for TIPS-specific 

business. 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Adjust CMB Limit Adjust CMB Limit System n/a Data within own System 

Entity (for Central Bank) or 

linked to own Party (for 

Payment Bank) 

Instruct Instant 

Payment 

Initiate Instant Payment  

Confirm/reject Instant 

Payment 

Request Instant Payment 

recall 

Confirm Instant Payment recall 

Reject Instant Payment recall 

Instant Payment Status 

Investigation 

Request Recall Status Update 

System n/a Data related to Accounts 

within own System Entity 

(for Central Bank) or for 

which own Party is set as 

authorised user (for Payment 

Bank) 

Instruct IP using 

Single Instructing 

Party 

Initiate Instant Payment 

without reservation of funds  

System n/a Instruct IP using Single 

Instructing Party  

Instruct Liquidity 

Transfer 

Initiate Outbound Liquidity 

Transfer 

System n/a Accounts within own System 

Entity (fo r Central Bank) or 

owned by own Party (for 

Payment Bank) 

Modify All Blocking 

Status 

Block/unblock Participant 

Block/unblock Account 

Block/unblock CMB 

System n/a Data within own System 

Entity (for Central Bank)  

Modify CMB Blocking 

Status 

Block/unblock CMB System n/a Data within own System 

Entity (for Central Bank) or 



Common Reference Data Management 

User Detailed Functional Specifications 

 

 

All rights reserved. Page 50 

 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

linked to own Party (for 

Payment Bank)  

Query All Query Account Balance and 

Status 

Query CMB Limit and Status 

Query Instant Payment 

Transaction 

System n/a Data related to Accounts 

within own System Entity 

(for Central Bank) or owned 

by own Party (for Payment 

Bank) 

Query as Reachable 

Party 

Query CMB Limit and Status 

Query Instant Payment 

Transaction 

System n/a Data related to Accounts 

within own System Entity 

(for Central Bank) or for 

which own Party is set as 

authorised user (for Payment 

Bank) 

New TIPS Broadcast Allows submit a new Broadcast 

message 

System n/a n/a 

Display TIPS 

Broadcast 

Allows to look up for 

Broadcasts and display the 

relevant details 

System n/a n/a  

MPL Query Personal Data Retrieval 

Request 

System n/a Data under responsibility of 

requestor 

MPL Lookup and 

Reachability Check 

Look-up request 

Reachability check 

System n/a All data in MPL 

MPL Proxy-IBAN 

Mapping Table 

Maintenance 

Create Proxy-IBAN Mapping 

Table entry 

Delete Proxy-IBAN Mapping 

Table entry 

Update Proxy-IBAN Mapping 

Table entry 

System n/a Data under responsibility of 

requestor 

TABLE 16  ï  CLM FUNCTIONS    

These privileges are related to user functions within CLM. As such, they are only used for CLM-specific business. 

These privileges will be defined separately from the RTGS privileges carrying the same name. 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CLM Query Account 

Balance 

Account Balance Query System n/a Cash accounts within own 

System Entity (for CB) or 



Common Reference Data Management 

User Detailed Functional Specifications 

 

 

All rights reserved. Page 51 

 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

owned by own or co-

managed Party (for Payment 

Bank); only A2A  

 

CLM Query Account 

Statement 

Account Statement Query System n/a Reports relevant for 

requesting party.  

CLM Query Copy of 

General Ledger 

CLM Query Copy of General 

Ledger 

System n/a Copy of the General Ledger 

for the relevant system entity 

(for CB); only A2A. 

CLM Current 

Reservations Query 

Current Reservations Query System n/a Reservations defined on cash 

accounts within own System 

Entity (for CB) or owned by 

own or co-managed Party 

(for Payment Bank) 

CLM Delete Current 

Reservation 

Delete Current Reservation System n/a Reservations defined on cash 

accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank); only A2A  

CLM Modify Payment 

Order 

Modify Payment Order System n/a All payment orders on cash 

accounts within own System 

Entity (for CB)  

CLM Modify Current 

Reservation 

Modify Current Reservation System n/a Reservations defined on cash 

accounts within own System 

Entity (for CB) or owned by 

own or co-managed Party 

(for Payment Bank)  

CLM Create, Modify 

Seizure of Funds 

Create, Modify Seizure of 

Funds 

System n/a Reservations defined on cash 

accounts within own System 

Entity (for CB); only U2A  

CLM Query Cash 

Transfer 

Query and List Cash Transfer System n/a All cash transfer orders on 

cash accounts within own 

System Entity (for CB) or 

owned by own or co-

managed Party (for CLM 

account holder or CLM CB 

account holder); only U2A  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

 

CLM Query Cash 

Transfer Details 

Cash Query Transfer Details  System n/a All cash transfer orders on 

cash accounts within own 

System Entity (for CB) or 

owned by own or co-

managed Party (for CLM 

account holder or CLM CB 

account holder) 

CLM Query Available 

Liquidity 

Query and Display  Available 

Liquidity (Screen Cash 

Account Liquidity and 

Dashboard Liquidity 

Overview) 

System n/a Parties within own System 

Entity (for CB), own or co-

managed Party (for Payment 

Bank) or Leader of account 

monitoring group including 

the relevant account 

CLM Query File Query and List Files,  Details 

of File 

System n/a All files for own System 

Entity (for CB) or for owned 

or co-managed Party (for 

CLM account holder or CB 

account holder).  

CLM Query Message CLM Query and List Message System n/a All messages for own System 

Entity (for CB) or for owned 

or co-managed Party (for 

CLM account holder or CB 

account holder)  

CLM Query Message 

Detail  

CLM Query Message Detail  System n/a All messages for own System 

Entity (for CB) or for owned 

or co-managed Party (for 

CLM account holder or CB 

account holder); only U2A  

CLM Query Task queue  CLM Query and List Task 

queue 

System n/a All tasks for own System 

Entity (for CB) or for owned 

or co-managed Party (for 

CLM account holder or CB 

account holder); only U2A  

CLM Query Task 

Queue Detail  

Query Task Queue Detail  System n/a All tasks for own System 

Entity (for CB) or for owned 

or co-managed Party (for 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CLM account holder or CB 

account holder); only U2A  

CLM Revoke Payment 

Order 

CLM Revoke Payment Order System n/a All payments on cash 

accounts within own System 

Entity (for CB)  

CLM Query Credit Line 

List 

CLM Query and Display 

Credit Line List 

System n/a Cash accounts within own 

System Entity (for CB); only 

U2A 

 

CLM Initiate Credit 

Line update 

CLM Initiate Credit Line 

update 

System n/a Cash accounts within own 

System Entity (for CB) 

CLM Send Direct Debit 

(except connected 

payment)  

CLM Send Direct Debit 

(except connected payment)  

System n/a Cash accounts within own 

System Entity (for CB) only 

A2A 

CLM Initiate Financial 

Institution Credit 

Transfer (except 

connected payment) 

CLM Initiate Financial 

Institution Credit Transfer 

(except connected) 

System n/a Cash accounts within own 

System Entity (for CB) 

CLM Initiate Connected 

payment 

CLM Initiate Connected 

payment 

System n/a Cash accounts within own 

System Entity (for CB) 

CLM Initiate 

Immediate Liquidity 

Transfer 

CLM Initiate Immediate 

Liquidity Transfer 

 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own or co-

managed Party (for CLM 

account holder or CB account 

holder) 

CLM Initiate Marginal 

Lending on request 

CLM Initiate Marginal 

Lending on request 

System n/a Cash accounts within own 

System Entity (for CB) 

CLM Initiate Overnight 

Deposit 

CLM Initiate Overnight 

Deposit 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own or co-

managed Party (for CLM 

account holder) 

CLM Initiate Overnight 

Deposit reversal 

CLM Initiate Overnight 

Deposit reversal 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own or co-
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

managed Party (for CLM 

account holder) 

CLM Query System 

Time  

CLM Query System Time  System n/a Current time of the system; 

only A2A  

CLM Agree/Disagree 

Cash Transfers 

CLM Agree/Disagree 

earmarked Cash Transfers 

System n/a All cash transfers on Cash 

Accounts within own System 

Entity (for CB); only U2A  

CLM Query Business 

Case 

CLM Query Business Case, 

List of Business Cases 

System n/a All cash transfers on Cash 

Accounts within own System 

Entity (for CB); only U2A  

CLM Query Standing 

Facilities 

Query, display Standing 

facilities 

System n/a All cash transfers on Cash 

Accounts within own System 

Entity (for CB), own Cash 

Account (Payment Bank) co-

managed Cash Account or 

Cash Account within own 

Account Monitoring Group 

(for Payment Bank) when 

querying user belongs to the 

Group leader 

CLM Query Minimum 

Reserve 

CLM Query, display minimum 

reserve, Running Average, 

Adjustment Balance etc. 

System n/a Data within own System 

Entity (for CB)  or own MFI 

(for Payment Bank) 

CLM Query and List 

Minimum Reserve 

Requirement 

CLM Query . Listminimum 

reserve Requirement  

 

System n/a Cash Accounts within own 

System Entity (for CB). 

CLM Modify Minimum 

Reserve Requirement 

CLM Modify minimum reserve 

Requirement 

 

System n/a Cash Accounts within own 

System Entity (for CB). 

CLM Query and List 

Minimum Reserve 

Fulfilment 

CLM Query and List Minimum 

Reserve Fulfilment 

System n/a Cash Accounts within own 

System Entity (for CB); only 

U2A 

 

CLM Modify Minimum 

Reserve Fulfilment 

CLM Modify Minimum 

Reserve Fulfilment 

System n/a Cash Accounts within own 

System Entity (for CB). 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CLM Query of 

Minimum Reserve 

Infri ngements 

CLM Query and list minimum 

reserve infringements 

System n/a Cash Accounts within own 

System Entity (for CB).; only 

U2A 

 

CLM Administrate 

Minimum Reserve 

Penalty 

CLM Administrate Minimum 

Reserve Penalty 

System n/a Cash Accounts within own 

System Entity (for CB): only 

U2A 

 

CLM Query local party 

reference data 

CLM Query, list party 

reference data 

System n/a Local Party Reference data 

within own System Entity 

(for CB) or belonging to own 

Cash Accounts, co-managed 

Cash Accounts or Cash 

Accounts within own Account 

Monitoring Group (for 

Payment Bank); only U2A  

CLM Query local party 

cash account reference 

data 

CLM Query, list cash account 

reference data  

System n/a Local Cash Account 

Reference data within own 

System Entity (for CB) or 

belonging to own Cash 

Accounts, co-managed Cash 

Accounts or Cash Accounts 

within own Account 

Monitoring Group (for 

Payment Bank); only U2A  

CLM Query BIC data CLM Query Local BIC data System n/a visible for all parties; only 

U2A  

CLM Query local 

reference data by MFI 

CLM Query, list of local 

reference data by MFI 

System n/a Reference data within own 

System Entity (for CB); only 

U2A 

 

CLM Query broadcast CLM Query, list and display 

details of broadcast 

System n/a All broadcasts for Parties 

within own System Entity 

(for CB) or own Party (for 

Ancillary System/Payment 

Bank); only U2A 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CLM New broadcast CLM Create a new broadcast System n/a Cash Accounts within own 

System Entity (for CB) and 

Operator; only U2A  

CLM Query Monitoring 

Screens ñDisplay 

Liquidity on CB Levelò 

Query, list and display details 

of the CB monitoring screens 

ñDisplay Liquidity on CB 

Levelò 

System n/a Cash Accounts within own 

System Entity (for CB); only 

U2A 

 

CLM Query Monitoring 

Screen ñList of Sum of 

Cash Transfers per 

Account Holderò 

Query, list and display of CB 

monitoring Screen ñCash 

Transfer Order Totals by 

Party/Account Holderò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  

CLM Query Monitoring 

Screens ñAvailable 

Liquidity by Partyò and 

ñAvailable Liquidity by 

Accountò 

Query, list and display of CB 

monitoring Screens 

ñAvailable Liquidity by Party ò 

and ñAvailable Liquidity by 

Accountò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  

CLM Query Monitoring 

Screen ñReservations 

and dedicated 

Liquidityò 

Query, list and display of CB 

monitoring Screen 

ñReservations and Seizure of 

Fundsò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  

CLM Query Monitoring 

Screens ñList of 

Available Liquidity on 

Banking Group Levelò 

and ñList of Detailed 

Available Liquidity on 

Banking Group Levelò 

Query, list and display of CB 

monitoring Screens ñList of 

Available Liquidity on 

Banking Group Levelò, List of 

Detailed Available Liquidity 

on Banking Group Levelò and 

ñQuery Dashboard Liquidity 

Overviewò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  

CLM Query Monitoring 

Screen ñStatus 

Overview for Cash 

Transfersò 

Query, list and display of CB 

monitoring Screen ñStatus 

Overview on Cash Transfersò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  

CLM Query Monitoring 

Screen ñWarehoused 

Cash Transfersò 

Query, list and display of CB 

monitoring Screen 

ñWarehoused Cash 

Transfersò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CLM Query Monitoring 

Screen ñStanding 

Facilities per Account 

Holderò 

Query, list and display of CB 

monitoring Screen ñStanding 

Facilities per Account Holderò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  

CLM Query Monitoring 

Screen ñMinimum 

Reserve Information 

per Account Holderò 

Query, list and display of CB 

monitoring Screen ñMinimum 

Reserve Information per 

Account Holderò 

System n/a Cash Accounts within own 

System Entity (for CB), 

Operator; only U2A  

CLM Query Monitoring 

Screens Crisis Situation 

Query, list and display details 

of the CB monitoring screens 

european wide 

System n/a Cash Accounts within own 

System Entity (for CB); only 

U2A 

CLM Upload File U2A in 

contingency situation 

CLM Upload File U2A in 

contingency situation 

System n/a Cash Accounts within own 

System Entity (for CB); only 

U2A  

CLM Activate 

Monitoring Screen for 

Crisis Situation 

Activation of crisis situation 

in screens ñDisplay Liquidity 

on CB Levelò or ñList of 

Available Liquidity on 

Banking group Levelò  

System n/a Operator only; only U2A  

CLM Display System 

Parameter 

CLM Display System 

Parameter 

System n/a All  CB user for a specific 

currency: Operator for all 

currencies; only U2A  

CLM Modify System 

Parameter  

 

CLM Change System 

Parameter 

System n/a Operator only; only U2A  

CLM Upload General 

Ledger File from other 

Services 

Upload General Ledger File 

from other Services 

System n/a Operator only; only U2A  

CLM Repeat Sending Repeat Sending for internal 

messages to RTGS, T2S and 

TIPS 

System n/a TAH user for a specific 

currency; Operator for all 

currencies; only U2A;  

CLM Simulate Receipt 

from other Services 

Simulate Receipt related to 

business cases from other 

Services 

System n/a TAH user for a specific 

currency;  Operator  for all 

currencies; only U2A;  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

CLM Manual Reversal 

Booking other Services 

Manual Reversal Booking 

related to messages from 

other Services 

System n/a TAH user for a specific 

currency; Operator for all 

currencies; only U2A;  

CLM Initiate Marginal 

Lending on Request 

Reversal 

CLM Initiate Marginal 

Lending on Request Reversal 

System n/a Operator only; only U2A  

CLM Skip coordinate 

General Ledger 

processing with other 

Services 

CLM Skip coordinate General 

Ledger processing with other 

Services (for EoD) 

System n/a Operator only; only U2A  

CLM Download 

Migration Information  

CLM Download Migration 

Information  

System n/a Unmapped TARGET2 

accounts within own System 

Entity (for CB); only relevant 

for migration; only U2A    

CLM Skip CRDM Data 

Loading 

CLM Skip CRDM Data 

Loading 

System n/a Operator only; only U2A  

CLM Administrate 

Migration Information  

CLM Administrate Migration 

Information (upload of 

migration data provided by 

CBs; start the migration of 

CSLD go-live 

System n/a Operator only; only U2A  

CLM Query/List Events CLM Query/List Events System n/a All party user for a specific 

currency.  

CLM Start GL 

calculation after 

contingency recovery 

Start GL calculation after 

contingency recovery 

System n/a Operator only 

 

TABLE 17  ï  RTGS FUNCTIONS   

These privileges are related to user functions within RTGS. As such, they are only used for RTGS-specific 

business. These privileges will be defined separately from the CLM privileges carrying the same name. 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query Account 

Balance 

RTGS Query Account Balance 

in screens ñQuery/Display 

RTGS Cash Account 

Liquidityò and ñDisplay RTGS 

Sub-Account Liquidityò  

 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

Payment Bank and 

Ancillary System) 

RTGS Query Account 

Statement  

RTGS Account Statement  System n/a Reports relevant for 

requesting party (as set up 

in CRDM Report 

configuration) . 

RTGS Download 

Statement of Account 

 

RTGS Download Statement 

of Account 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

Payment Bank); only U2A  

RTGS Ancillary System 

Procedure C  ï 

Start/End of Cycle 

(ReturnGeneralBusiness

Information)  

RTGS Ancillary System 

Procedure C  ï Start/End of 

Cycle 

(ReturnGeneralBusinessInfor

mation) 

 

System n/a For Ancillary Systems for 

their own cycles and CBs 

related to AS within their 

own community (only 

relevant for settlement 

procedure C). 

RTGS Ancillary System 

Procedure C ï 

Start/End of Procedure 

(ReturnGeneralBusiness

Information)  

 

RTGS AS Procedure C ï 

Start/End of Procedure 

(ReturnGeneralBusinessInfor

mation) 

System n/a For Ancillary Systems for 

their own procedures and 

CBs related to AS within 

their own community (only 

relevant for settlement 

procedure C). 

RTGS Query Current 

Limits 

Query, List Current Limits  System n/a Limits defined on RTGS 

Dedicated Cash Accounts 

within own System Entity 

(for CB) or owned by own 

Party (for RTGS account 

holder) 

RTGS Query Current 

Reservations 

Query and List Current 

Reservations  

System n/a Reservations defined on 

cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

Payment Bank) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Delete Current 

Limit 

Delete Current Limit System n/a Limits defined on RTGS 

Dedicated Cash Accounts 

within own System Entity 

(for CB) or owned by own 

Party (for RTGS account 

holder); only A2A  

RTGS Delete Current 

Reservation 

Delete Current Reservation System n/a Reservations defined on 

cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

Payment Bank); only A2A  

RTGS Invoke 

Guarantee Processing 

RTGS Invoke Guarantee 

Processing 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by Ancillary System 

or owned by own Party 

(for RTGS account holder); 

only A2A  

RTGS Liquidity 

Adjustment (Ancillary 

System Settlement 

Procedure D) 

RTGS Liquidity Adjustment 

(Ancillary System Settlement 

Procedure D) 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by AS Settlement 

Bank; only A2A  

RTGS Modify Cash 

Transfer Order 

RTGS Modify Cash Transfer 

Order 

System n/a All cash Transfer Orders on 

cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder)  

RTGS Modify Current 

Reservation 

RTGS Modify Current 

Reservation 

System n/a Reservations defined on 

cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

Payment Bank) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query Cash 

Transfer  

Query and List RTGS Cash 

Transfer Order  

System n/a All cash transfers on cash 

accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS/CB account holder 

and RTGS account holder) 

Ancillary System can only 

query AS Transfer Orders 

sent by themselves or sent 

by CB on behalf but 

Ancillary System (or their 

CB on behalf) can 

additionally query AS 

Transfer Orders from 

batches when the Ancillary 

System is connected to the 

batch as Counterpart-AS in 

case of Cross-AS-Business. 

RTGS Query Cash 

Transfer Detail  

RTGS Query Transfer Detail  System n/a All cash transfer orders on 

cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS CB account holder 

and RTGS account holder); 

Ancillary System can only 

query AS Transfer Orders 

sent by themselves or sent 

by CB on behalf but 

Ancillary System (or their 

CB on behalf) can 

additionally query AS 

Transfer Orders from 

batches when the Ancillary 

System is connected to the 

batch as Counterpart-AS in 

case of Cross-AS-Business; 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query File Query and List RTGS Files System n/a All files for own System 

Entity (for CB) or for 

owned Party (for RTGS 

account holder or CB 

account holder or Ancillary 

System); only U2A   

RTGS Query Message Query and List RTGS 

Message 

System n/a All messages for own 

System Entity (for CB) or 

for owned Party (for RTGS 

account holder or CB 

account holder or Ancillary 

System); Ancillary System 

(or their CB on behalf) 

connected as Counterpart-

AS in case of Cross-AS-

Business can query 

pain.998 ASTI sent and 

pain.998 ASTN received of 

the Initiating AS party as 

well; only U2A. 

RTGS Query Message 

Detail  

RTGS Query Message Detail  System n/a All messages for own 

System Entity (for CB) or 

for owned Party (for RTGS 

account holder, CB account 

holder or Ancillary 

Systems) ); Ancillary 

System (or their CB on 

behalf) connected as 

Counterpart-AS in case of 

Cross-AS-Business can 

query pain.998 ASTI sent 

and pain.998 ASTN 

received of the Initiating 

AS party as well; only U2A 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query Task 

Queue 

Query and List RTGS task 

queue 

System n/a All tasks for own System 

Entity (for CB) or for 

owned Party (for RTGS 

account holder, CB account 

holder or Ancillary 

Systems); only U2A  

RTGS Query Task 

Queue Detail  

RTGS Query Task Queue 

Detail  

System n/a All tasks for own System 

Entity (for CB) or for 

owned Party (for RTGS 

account holder, CB account 

holder or Ancillary 

Systems); only U2A  

RTGS Revoke payment 

Order 

RTGS Revoke payment Order System n/a All payments on cash 

accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder); only U2A  

RTGS Revoke or Recall 

Cash Transfer 

RTGS Revoke cash transfer System n/a All cash transfers on cash 

accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder); only A2A  

RTGS Send Respond 

Recall Request as 

Counterparty 

RTGS Send Respond Recall 

Request as Counterparty 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder); 

only A2A  

RTGS Send Customer 

credit transfers(except 

mandated payments) 

RTGS Initiate Customer 

payment (except mandated)  

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder). only 

A2A  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Send Direct Debit RTGS Send Direct Debit 

payment 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder); only A2A  

RTGS Send Financial 

Institution Credit 

Transfer (except 

mandated payments)  

RTGS Send Financial 

Institution Credit Transfer 

(except mandated payment) 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder or Ancillary 

System); only A2A  

RTGS Enter Customer 

Credit Transfer 

RTGS Enter Customer Credit 

Transfer (except mandated 

payment) 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder); 

only U2A  

This privilege cannot be 

combined with the 

privilege ñRTGS Enter 

Exceptional Customer 

Credit Transferò 

RTGS Enter Exceptional 

Customer Credit 

Transfer 

RTGS Enter Exceptional 

Customer Credit Transfer 

System n/a Cash accounts within own 

System Entity (for CB), 

own Cash Accounts (for 

Payment Bank)  

This privilege cannot be 

combined with the U2A 

privilege for Enter 

Customer Credit Transfer, 

only U2A   
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Enter Financial 

Institution Credit 

Transfer (except 

mandated payments) 

RTGS Enter Financial 

Institution Credit Transfer 

(except mandated) 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder or Ancillary 

System); only U2A  

This privilege cannot be 

combined with the U2A 

privilege óRTGS Enter 

Exceptional Financial 

Institution Credit Transferô.  

RTGS Enter Exceptional 

Financial Institution 

Credit Transfer 

RTGS Enter Exceptional 

Financial Institution Credit 

Transfer 

System n/a Cash accounts within own 

System Entity (for CB), 

own Cash accounts (for 

Payment Bank)  

This privilege cannot be 

combined with the U2A 

privilege for Enter Financial 

Institution Credit Transfer; 

only U2A  

RTGS Initiate 

immediate Liquidity 

Transfer 

RTGS Initiate immediate 

Liquidity Transfer 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder) 

RTGS Initiate 

immediate liquidity 

transfer to/from  sub-

account 

RTGS Initiate immediate 

liquidity transfer to /from 

sub-account 

System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

Account Holder) 

RTGS Send Settlement 

Bank Transfer Initiation 

RTGS Initiate SBTI System n/a Cash accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder); 

only A2A  

RTGS Send mandated 

payment 

RTGS Initiate mandated 

payment 

System n/a Cash accounts within own 

System Entity (for CB) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Send new AS 

Transfer Initiation  

RTGS Send new AS Transfer 

Initiation  

System n/a Ancillary system for their 

Settlement Bank Account 

Group or CB (when AS 

belongs to their 

community); only A2A 

RTGS Initiate Payment 

Return  

Initiate  Payment Return System n/a All payments on cash 

accounts within own 

System Entity (for CB) or 

owned by own Party (for 

RTGS account holder or CB 

account holder) 

RTGS Query System 

Time 

RTGS Query System Time System n/a Current time of the 

system; only A2A 

RTGS Modify Current 

Limit 

RTGS Modify Current Limit System n/a Limits defined on RTGS 

Dedicated Cash Accounts 

within own System Entity 

(for CB) or owned by own 

Party (for RTGS account 

holder) 

RTGS Agree/Disagree 

Cash Transfers 

RTGS Agree/Disagree AS 

Batches on Procedure A and 

B with Group Status 

ñStopped due to Blockingò  

RTGS Agree/Disagree 

earmarked Cash Transfers 

System n/a AS Batches of Procedure A 

and Procedure B with 

Group Status ñStopped due 

to blockingò within own 

System Entity (for CB); 

only U2A; 

All cash transfers on Cash 

Accounts within own 

System Entity (for CB); 

only U2A 

RTGS Query Business 

Case 

RTGS Query Business Case, 

List Business Case,  

System n/a All cash transfers on Cash 

Accounts within own 

System Entity (for CB); 

only U2A 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query AS 

Batches 

Query, list and display details 

of AS batches 

System n/a Ancillary System Parties 

within own System Entity 

(for CB) or own Party (for 

Ancillary System); Ancillary 

System parties (or their CB 

on behalf) connected to 

the batch as Counterpart-

AS in case of Cross-AS-

Business can query the 

batch information as well;  

RTGS Query AS Batch 

Processing Log 

Display AS Batch Processing 

Log 

System n/a Batch processing 

information of Ancillary 

System Parties within own 

System Entity (for CB); 

batch processing 

information of own Party 

(for Ancillary System); 

Ancillary system (or their 

CB on behalf) can query as 

well the batch processing 

information of other AS 

Initiating Party when it is 

connected to the batch as 

Counterpart-AS in case of 

Cross-AS-Business; Batch 

processing information of 

Ancillary System Parties 

when own Party is either 

debited or credited on own 

RTGS cash accounts by the 

batch instructions (for AS 

Settlement Banks). only 

U2A. 

RTGS Modify End of 

Settlement period of AS 

Batch 

Modify End of Settlement 

Period of AS batch 

System n/a Ancillary System Parties 

and Cash Accounts within 

own System Entity (for CB) 

or own Party (for Ancillary 

System) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Revoke AS Batch Revoke AS Batch System n/a Ancillary System Parties 

within own System Entity 

(for CB) or own Party (for 

Ancillary System); Ancillary 

System Parties (or their CB 

on behalf) connected to 

the batch as Counterpart-

AS in case of Cross-AS-

Business can query the 

batch information as well;  

RTGS Query of AS 

procedures and cycles 

Query and list of AS 

Procedure and Cycles 

System n/a Ancillary System Parties 

and Cash Accounts within 

own System Entity (for CB) 

or own Party (for Ancillary 

System) 

RTGS Query broadcast RTGS Query, list and display 

details of broadcast 

System n/a All broadcasts for Parties 

within own System Entity 

(for CB) or own Party (for 

Ancillary System/Payment 

Bank); only U2A 

RTGS New broadcast RTGS create a new 

broadcast 

System n/a Cash Accounts within own 

System Entity (for CB) and 

Operator; only U2A 

RTGS Query local 

reference data 

RTGS Query, list party 

reference data, cash account 

reference data and RTGS 

directory 

System n/a Reference data within own 

System Entity (for CB) or 

belonging to own Cash 

Accounts (payment Bank 

or Ancillary System) or 

Cash Accounts within own 

Account Monitoring Group 

(for Payment Bank) or 

Cash Accounts within own 

Settlement Bank Account 

Group (for Ancillary System 

or their CB on behalf); only 

U2A  



Common Reference Data Management 

User Detailed Functional Specifications 

 

 

All rights reserved. Page 69 

 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query Local Party 

Cash Account 

Reference Data 

RTGS Query, List Cash 

Account Reference Data  

System n/a Local Cash Account 

Reference data within own 

System Entity (for CB) or 

belonging to own Cash 

Accounts (Payment Bank 

or Ancillary System) or 

Cash Accounts within own 

Account Monitoring Group 

(for Payment Bank) or 

Cash Accounts within own 

Settlement Bank Account 

Group (for Ancillary System 

or their CB on behalf); only 

U2A  

RTGS Query BIC Data RTGS Query and List Local 

Directory Data 

System n/a Local Reference Data 

(Financial Institution Name 

and BIC from the BIC 

Data); only U2A 

RTGS Query and List 

allowed and used 

amount Direct Debit 

Query and List allowed and 

used amount Direct Debit 

System n/a Local Cash Account 

Reference data within own 

System Entity (for CB) or 

belonging to own Cash 

Accounts or Cash Accounts 

within own Account 

Monitoring Group (for 

Payment Bank); only U2A  

RTGS Upload Files in 

U2A 

RTGS Upload Files in U2A System n/a CBs for all A2A messages 

they are entitled to send; 

only U2A  

RTGS 

Activate/Deactivate 

Exceptional Credit 

Transfer Functionality 

RTGS Activate/Deactivate 

Exceptional Credit Transfer 

Functionality 

System n/a RTGS Accounts Holder 

within own System Entity 

(for CB)  

RTGS 

Activate/Deactivate 

Value Date Check  

RTGS Activate/deactivate 

value date check 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query Sum of 

Cash Transfers  

RTGS Query Monitoring 

Screen ñQuery/List of Cash 

Transfer  Order Totals by 

Partyò and ñList of Cash 

Transfer Order Totals by 

Accountò 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  

RTGS Query Monitoring 

Screen ñAvailable 

Liquidity per Account 

Holderò 

RTGS Query Monitoring 

Screens ñQuery/List of RTGS 

Liquidity by Partyò, ñList of 

RTGS Liquidity by Account 

Holderò 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  

RTGS Query Monitoring 

Screen ñReservations 

and Dedicated 

Liquidityò 

RTGS Query Monitoring 

Screen ñList of Reservations 

and Dedicated Liquidityò 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  

RTGS Query Monitoring 

Screen ñStatus 

Overview for Cash 

Transfersò 

RTGS Query Monitoring 

Screens ñList of Cash 

Transfer Orders by Statusò 

and ñList of Cash Transfer 

Orders Subtotals by Statusò 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  

RTGS Query Monitoring 

Screen ñWarehoused 

Cash Transfersò 

RTGS Query Monitoring 

Screen ñWare-housed Cash 

Transfersò 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  

RTGS Query Monitoring 

Screen ñPending 

Payment by Priorityò 

RTGS Query Monitoring 

Screens ñQuery/List of 

Queued Cash Transfer 

Orders by Priorityò 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  

RTGS Query Monitoring 

Screen ñStatus 

Overview for AS 

Batchesò 

RTGS Query Monitoring 

Screen ñStatus Overview for 

AS Batchesò 

System n/a Cash Accounts within own 

System Entity (for CB); 

only U2A  

RTGS Query/List 

Screen ñAlgorithm 

resultò and RTGS 

Display Algorithm 

Parameter 

RTGS Query Monitoring 

Screen ñAlgorithm resultò 

and RTGS Display Algorithm 

Parameter 

System n/a Operator only; only U2A  
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

RTGS Query/List 

System Parameter 

RTGS Query/List System 

Parameter 

System n/a All party users for a 

specific currency. 

RTGS Modify System 

Parameter 

RTGS Modify System 

Parameter 

System n/a Operator only; only U2A 

RTGS Simulate Receipt 

from other services 

RTGS Simulate Receipt 

related to business cases 

from other services 

System n/a TAH user for a specific 

currency; Operator for all 

currencies; only U2A;  

RTGS Repeat Sending RTGS Repeat Sending for 

internal messages to CLM, 

T2S and TIPS 

System n/a TAH user for a specific 

currency; Operator for all 

currencies; only U2A 

RTGS Manual Reversal 

Booking other Services 

RTGS Manual Reversal 

Booking related to messages 

from other Services 

System n/a TAH user for a specific 

currency; Operator for all 

currencies; only U2A 

RTGS Query/List Events RTGS Query/List Events System n/a All party user for a specific 

currency. 

RTGS AS Query 

ñLiquidity of sub-

account/guarantee/tech

nical accountò  

RTGS AS Query ñLiquidity of 

su-

account/guarantee/technical 

accountò 

System n/a Sub-accounts, guarantee 

account and technical 

account within Settlement 

Bank Group of AS and AS 

within own System Entity 

(for CB). 
 

TABLE 18  ï T2S SETTLEMENT INSTRUCTIO N MANAGEMENT  

PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Send New Settlement 

Instruction/Settlement 

Restriction on Securities 

either on a Securities 

Account or on Behalf of an 

external CSD 

SecuritiesSettlementTran

sactionInstruction 

Object Party 

Securities 

Account 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Send New Settlement 

Instruction/Settlement 

Restriction on Securities 

either on a Securities 

Account or on Behalf of an 

external CSD 

IntraPositionMovementIn

struction 

Object Securities 

Account 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Send new instruction using 

a specific Instructing Party 

SecuritiesSettlementTran

sactionInstruction 

Object Party All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Send new instruction using 

a specific Instructing Party 

IntraPositionMovementIn

struction 

Object Party All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Send new instruction using 

a specific Instructing Party 

SecuritiesSettlementCond

itionsModificationRequest 

Object Party All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Send new instruction using 

a specific Instructing Party 

SecuritiesTransactionCan

cellationRequest 

Object Party All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Send new instruction using 

a specific Instructing Party 

IntraBalanceMovementIn

struction 

Object Party All instructions on T2S 

Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Send new instruction using 

a specific Instructing Party  

IntraBalanceMovementM

odificationRequest 

Object Party All instructions on T2S 

Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Send new instruction using 

a specific Instructing Party 

Intra BalanceMovementCa

ncellationRequest 

Object Party All instructions on T2S 

Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Unblock CoSD Securities 

Blocking related to 

cancelled CoSD Settlement 

IntraPositionMovementIn

struction 

Object Party All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Instructions on Behalf of 

the relevant CSD in T2S 

owned by own Party (for CSD 

Participant and External CSD) 

Send Settlement 

Instruction with non -

modifiable flag activated 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Link to an Instruction / 

Pool Reference belonging 

to a specific Party 

SecuritiesSettlementTran

sactionInstruction 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 

Link to an Instruction / 

Pool Reference belonging 

to a specific Party 

IntraPositionMovementIn

struction 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 

Link to an Instruction / 

Pool Reference belonging 

to a specific Party 

SecuritiesSettlementCond

itionsModificationRequest 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 

Use ISO Transaction Code 

AUTO (Auto-

Collateralisation) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

BYIY (BuyIn)  

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

BSBK (Buy Sell Back) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

CLAI (Market Claim) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

CNCB (Central Bank 

Collateral Operation) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

COLI (Collateral In) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

COLO (Collateral Out) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

CONV (Depository Receipt 

Conversion) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Use ISO Transaction Code 

CORP (Corporate Action) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

ETFT 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

FCTA (Factor Update) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

INSP (Move Of Stock) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

ISSU (Issuance) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

MKDW (Mark Down) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

MKUP (Mark Up) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

NETT (Netting) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

NSYN (Non Syndicated) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

OWNE (External Account 

Transfer) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

OWNI (Internal Account 

Transfer) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

PAIR (Pair Off) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

PLAC (Placement) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

PORT (Portfolio Move) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

REAL (Realignment) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

REBL (Rebalancing) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent  
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Use ISO Transaction Code 

REDI (Withdrawal) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

REDM (Redemption) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

RELE (Depository Receipt 

Release Cancellation) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

REPU (Repo) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

RODE (Return Delivery 

Without Matching) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

RVPO (Reverse 

Repurchase Agreement) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SBBK (Sell Buy Back) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SBRE (Borrowing 

Reallocation) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SECB (Securities 

Borrowing) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SECL (Securities Lending) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SLRE (Lending 

Reallocation) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SUBS (Subscription) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SWIF (Switch From) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

SWIT (Switch To) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent  
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Use ISO Transaction Code 

SYND (Syndicate 

Underwriters) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

TBAC (TBA Closing) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

TRAD (Trade) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

TRPO (Triparty Repo) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

TRVO (Triparty Reverse 

Repo) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Use ISO Transaction Code 

TURN (Turnaround) 

SecuritiesSettlementTran

sactionInstruction 

System n/a All Settlement Instructions 

sent 

Party Hold Settlement 

Instruction on a Securities 

Account or on Behalf of an 

external CSD 

SecuritiesSettlementTran

sactionInstruction 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Party Hold Settlement 

Instruction on a Securities 

Account or on Behalf of an 

external CSD 

SecuritiesSettlementCond

itionsModificationRequest 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

CSD Hold Settlement 

Instruction either on a 

Securities Account or on 

Behalf of the CSD in T2S 

SecuritiesSettlementTran

sactionInstruction 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

CSD Hold Settlement 

Instruction either on a 

Securities Account or on 

Behalf of the CSD in T2S 

SecuritiesSettlementCond

itionsModificationRequest 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Release Party Hold 

Settlement Instruction on 

SecuritiesSettlementCond

itionsModificationRequest 

Object Securities 

Account 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

a Securities Account or on 

Behalf of an external CSD 

Party owned by own Party (for CSD 

Participant and External CSD) 

Release CSD Hold 

Settlement Instruction 

either on a Securities 

Account or on Behalf of 

the CSD in T2S 

SecuritiesSettlementCond

itionsModificationRequest 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Release CSD Validation 

Hold Settlement 

Instruction either on a 

Securities Account or on 

Behalf of the CSD in T2S 

SecuritiesSettlementCond

itionsModificationRequest 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Release CoSD Hold 

Settlement Instruction on 

Behalf of an Administering 

Party 

SecuritiesSettlementCond

itionsModificationRequest 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 

Amend Process Indicator 

of a Settlement 

Instruction/ Settlement 

Restriction on Securities 

either on a Securities 

Accountr or on Behalf of 

the CSD in T2S or on 

Behalf of an external CSD 

SecuritiesSettlementCond

itionsModificationRequest 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Cancel Settlement 

Instruction / Settlement 

Restriction on Securities 

either on a Securities 

Account or on Behalf of 

the CSD in T2S, on Behalf 

on external CSD or on 

Behalf of an Administering 

Party 

SecuritiesTransactionCan

cellationRequest 

Object Securities 

Account 

Party 

All Settlement Instructions on 

Securities Accounts within own 

System Entity (for CSD) or 

owned by own Party (for CSD 

Participant and External CSD) 

Amend Process Indicator 

of a non-modifiable 

Settlement Instruction on 

behalf of the Instructing 

SecuritiesSettlementCond

itionsModificationRequest 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Party of the underlying 

instruction 

Hold Non-modifiable 

Instructions on behalf of 

the Instructing party of the 

Underlying Settlement 

Instruction  

SecuritiesSettlementCond

itionsModificationRequest 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 

Release Non-modifiable 

Instructions on behalf of 

the Instructing party of the 

Underlying Settlement 

Instruction  

SecuritiesSettlementCond

itionsModificationRequest 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 

Cancel Non-modifiable 

Instructions on behalf of 

the Instructing party of the 

Underlying Settlement 

Instruction  

SecuritiesTransactionCan

cellationRequest 

Object Party Parties within own System 

Entity (for CSD) or own Party 

(for CSD Participant/External 

CSD) 

Release Party Hold Auto-

collateralisation Instruction 

on a Securities Account 

SecuritiesSettlementCond

itionsModificationRequest 

Object Securities 

Account 

Party 

All Autocollateralisation 

Instructions on Securities 

Accounts within own System 

Entity (for CSD) or owned by 

own Party (for CSD 

Participant) 

TABLE 19  ï T2S CASH MANAGEMENT  
 

PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Send New Liquidity 

Transfer 

Internal / Inbound / 

Outbound Liquidity 

Transfer 

Object Party 

T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Send New Settlement 

Restriction on cash on a 

Dedicated Cash Account 

IntraBalanceMovementIn

struction  

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 
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PRIVILEGE  USER FUNCTION 

(MESSAGE) 

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Amend Process Indicator 

Settlement Restriction on 

Cash on a Dedicated Cash 

Account 

IntraBalanceMovementM

odificationRequest 

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Cancel Settlement 

Restriction on Cash on a 

Dedicated Cash Account 

IntraBalanceMovementCa

ncellationRequest 

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Unblock CoSD Cash 

Blocking related to 

cancelled CoSD Settlement 

Instructions on Behalf of 

the relevant CSD in T2S 

IntraBalanceMovementIn

struction 

Object Party T2S Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Link to an Instruction/Pool 

Reference belonging to a 

specific Party 

IntraBalanceMovementIn

struction 

Object Party T2S Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

Link to an Instruction/Pool 

Reference belonging to a 

specific Party 

IntraBalanceMovementM

odificationRequest 

Object Party T2S Dedicated Cash Accounts 

within own System Entity (for 

CB) or owned by own Party 

(for Payment Bank) 

 

TABLE 20  ï T2S DYNAMIC  DATA QUERIES  
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Settlement Instruction 

Query 

SettlementInstructionQu

ery 

Object Securities 

Account 

Party 

All Settlement Instructions 

on Securities Accounts 

within own System Entity 

(for CSD) or owned by own 

Party (for CSD Participant 

and External CSD) 

Settlement Instruction 

Current Status Query  

Settlement Instruction 

Current Status Query  

Object Securities 

Account 

Party 

All Settlement Instructions 

on Securities Accounts 

within own System Entity 

(for CSD) or owned by own 

Party (for CSD Participant 

and External CSD) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Settlement Instruction 

Status Audit Trail Query  

Settlement Instruction 

Status Audit Trail Query  

Object Securities 

Account 

Party 

All Settlement Instructions 

on Securities Accounts 

within own System Entity 

(for CSD) or owned by own 

Party (for CSD Participant 

and External CSD) 

Settlement Instruction 

Audit Trail Query  

Settlement Instruction 

Audit Trail Query  

Object Securities 

Account 

Party 

All Settlement Instructions 

on Securities Accounts 

within own System Entity 

(for CSD) or owned by own 

Party (for CSD Participant 

and External CSD) 

Securities Account Position 

Query 

Securities Account 

Position Query 

Object Securities 

Account 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

T2S Dedicated Cash 

Account Balance Query 

T2S Dedicated Cash 

Account Balance Query 

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

T2S Dedicated Cash 

Account Posting Query  

T2S Dedicated Cash 

Account Posting Query  

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

Immediate Liquidity 

Transfer Order List Query  

Immediate Liquidity 

Transfer Order List 

Query  

Object T2S 

Dedicated 

Cash 

Account 

Liquidity Transfers on T2S 

Dedicated Cash Accounts 

within own System Entity 

(for CB) or owned by own 

Party (for Payment Bank) 

Immediate Liquidity 

Transfer Order Detail 

Query  

Immediate Liquidity 

Transfer Order Detail 

Query  

Object T2S 

Dedicated 

Cash 

Account 

Liquidity Transfers on T2S 

Dedicated Cash Accounts 

within own System Entity 

(for CB) or owned by own 

Party (for Payment Bank) 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Outstanding Auto-

Collateralisation Credit 

Query  

Outstanding Auto-

Collateralisation Credit 

Query  

System n/a T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

T2S Overall Liquidity Query T2S Overall Liquidity 

Query 

Object Party Parties within own System 

Entity (for CB) or own Party 

(for Payment Bank) 

Liquidity Information Query  Liquidity Infomation 

Query 

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank)  

Cash Forecast Query Cash Forecast Query Object Party Parties within own System 

Entity (for CB) or own Party 

(for Payment Bank) 

Limit Utilisation Journal 

Query 

Limit Utilisation Journal 

Query 

System n/a Limits on CMB defined on 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank); Limits on CMB linked 

to one or more CMB 

Securities Account Links 

referencing Securities 

Accounts within own System 

Entity (for CSD) or owned by 

own Party (for CSD 

Participant/External CSD) 

Limit Utilisation Query  Limit Utilisation Query  System n/a Limits on CMB defined on 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank); Limits on CMB linked 

to one or more CMB 

Securities Account Links 

referencing Securities 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Accounts within own System 

Entity (for CSD) or owned by 

own Party (for CSD 

Participant/External CSD) 

Total collateral value per 

T2S Dedicated Cash 

Account Query  

Total collateral value per 

T2S Dedicated Cash 

Account Query  

System n/a T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank); Collateral Value of 

securities positions of 

Securities Accounts within 

own System Entity (for CSD) 

or owned by Party (for CSD 

Participant/External CSD) 

related to T2S Dedicated 

Cash Accounts of CMB linked 

to one or more CMB 

Securities Account Links 

referencing the respective 

Securities Accounts 

Collateral Value per T2S 

Dedicated Cash Account 

Query  

Collateral Value per T2S 

Dedicated Cash Account 

Query  

System n/a T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank); Collateral Value of 

securities positions of 

Securities Accounts within 

own System Entity (for CSD) 

or owned by Party (for CSD 

Participant/External CSD) 

related to T2S Dedicated 

Cash Accounts of CMB linked 

to one or more CMB 

Securities Account Links 

referencing the respective 

Securities Accounts 

Collateral Value of a 

Security Query  

Collateral Value of a 

Security Query  

System n/a T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 
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PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

own Party (for Payment 

Bank); Collateral Value of 

securities positions of 

Securities Accounts within 

own System Entity (for CSD) 

or owned by Party (for CSD 

Participant/External CSD) 

related to T2S Dedicated 

Cash Accounts of CMB linked 

to one or more CMB 

Securities Account Links 

referencing the respective 

Securities Accounts 

Cancellation Instructions 

for Intra -Balance 

Movements Query 

Cancellation Instructions 

for Intra -Balance 

Movements Query 

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

Cancellation Instructions 

for Query for Intra -Position 

Movements and Settlement 

Instructions 

Cancellation Instructions 

Query for Intra -Position 

Movements and 

Settlement Instructions  

Object Securities 

Account 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Amendment Instruction 

Query for Intra -Balance 

Movements 

Amendment Instruction 

Query for Intra -Balance 

Movements 

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 



Common Reference Data Management 

User Detailed Functional Specifications 

 

 

All rights reserved. Page 84 

 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Amendment Instruction 

Query for Intra -Position 

Movements and Settlement 

Instructions 

Amendment Instruction 

Query for Intra -Position 

Movements and 

Settlement Instructions  

Object Securities 

Account 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Intra -Balance Movements 

Query 

Intra -Balance 

Movements Query 

Object T2S 

Dedicated 

Cash 

Account 

T2S Dedicated Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

Intra -Position Movements 

Query 

Intra -Position 

Movements Query 

Object Securities 

Account 

Securities Accounts within 

own System Entity (for CSD) 

or owned by own Party (for 

CSD Participant and External 

CSD) 

Total amount of standing 

and predefined orders 

Query 

Total amount of standing 

and predefined orders 

Query  

Object Cash 

Account 

Liquidity Transfers on Cash 

Accounts within own System 

Entity (for CB) or owned by 

own Party (for Payment 

Bank) 

 

TABLE 21  ï BILLING  
 

PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Invoice Data List 

Query 

Invoice Data List 

Query 

System n/a Billing data for CSD and CB 

Invoice Data 

Details Query 

Invoice Data 

Details Query 

System n/a Billing data for CSD and CB 

Itemised Invoice 

Data List Query 

Itemised Invoice 

Data List Query 

System n/a Itemised Billing Data under own System 

Entity 

Itemised Invoice 

Data Details Query 

Itemised Invoice 

Data Details Query 

System n/a Itemised Billing Data under own System 

Entity 

PDF Invoice List 

Query 

PDF Invoice List 

Query 

System n/a Invoices under own System Entity (for Central 

Banks) or related to own Party (for Payment 

Banks/Ancillary Systems) 
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PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Manual Correction 

List Query 

Manual Correction 

List Query 

System n/a Manual corrections for invoices under own 

System Entity (for Central Banks)  

Manual Correction 

Details Query 

Manual Correction 

Details Query 

System n/a Manual corrections for invoices under own 

System Entity (for Central Banks) 

Manage Manual 

Correction 

Manual Correction - 

New 

System n/a Manual corrections for invoices under own 

System Entity (for Central Banks) 

Manage Manual 

Correction 

Manual Correction 

ï Delete 

System n/a Manual corrections for invoices under own 

System Entity (for Central Banks)  

BILL Monitor BILL Monitor System n/a For ECB to act as issuer of System Entity 

invoices to CSDs and CBs.  

Create External 

Consumption Data 

Create External 

Consumption Data 

System n/a External Consumption Data for invoices under 

own System Entity (for CSDs and CBs) 

Delete External 

Consumption Data 

Delete External 

Consumption Data 

System n/a External Consumption Data for invoices under 

own System Entity (for CSDs and CBs) 

External 

Consumption Data 

Details Query 

External 

Consumption Data 

Details Query 

System n/a External Consumption Data for invoices under 

own System Entity (for CSDs and CBs) 

External 

Consumption Data 

List Query 

External 

Consumption Data 

List Query 

System n/a External Consumption Data for invoices under 

own System Entity (for CSDs and CBs)  

 

TABLE 22  ï BILLING  CONFIGURATION  
 

PRIVILEGE  USER 

FUNCTION  

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Invoice Configurations 

List Query 

Invoice 

Configurations 

List Query 

System n/a Invoice Configurations under own System 

Entity (for Central Banks) 

Invoice Configuration 

Details Query 

Invoice 

Configuration 

Details Query 

System n/a Invoice Configurations under own System 

Entity (for Central Banks) 

Create Invoice 

Configuration 

Invoice 

Configuration - 

New 

System n/a Invoice Configuration under own System 

Entity (for Central Banks) 



Common Reference Data Management 

User Detailed Functional Specifications 

 

 

All rights reserved. Page 86 

 

PRIVILEGE  USER 

FUNCTION  

PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Update Invoice 

Configuration 

Invoice 

Configuration - 

Edit 

System n/a Invoice Configuration under own System 

Entity (for Central Banks) 

Delete Invoice 

Configuration 

Invoice 

Configuration 

ï 

Delete/Restore 

System n/a Invoice Configuration under own System 

Entity (for Central Banks) 

VAT List Query VAT List Query System n/a VAT configurations within own System Entity 

(for Central Banks) 

Create VAT VAT - New System n/a VAT configurations within own System Entity 

(for Central Banks) 

Update VAT VAT - Edit System n/a VAT configurations within own System Entity 

(for Central Banks) 

Delete VAT VAT ï Delete System n/a VAT configurations within own System Entity 

(for Central Banks) 

TABLE 23  ï DATA WAREHOUSE FUNCTIONS  
 

PRIVILEGE  USER 

FUNCTION  

PRIVILE

GE TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Data Warehouse 

Normal User 

Data 

Warehouse 

Normal User 

System n/a Execution of predefined reports (for Payment Bank, 

Ancillary System and Central Bank) 

Data Warehouse 

Advanced User 

Data 

Warehouse 

Advanced 

User 

System n/a Execution of predefined, adaptable and user-defined 

reports (for Central Bank) 

Data Warehouse 

Operator User 

Data 

Warehouse 

Operator 

User 

System n/a Only applicable for Operator 

 

TABLE 24  ï ECONS II  FUNCTIONS  
 

PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Activation/Deactiva

tion Contingency 

ECONS II 

Settlement Day 

management: 

System n/a Operator only. 
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PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Open/Close 

contingency 

Change business 

date in 

Contingency 

ECONS II 

Settlement Day 

management: 

Change business 

date in contingency 

System n/a Operator only. 

Change 

Contingency status 

(start/end 

Maintenance 

Window) 

ECONS II 

Settlement Day 

management: 

Change 

contingency status 

(start/end 

Maintenance 

Window) 

System n/a Operator only. 

Open Account Account 

management - new 

System n/a Operator only. 

Modify Liquidity Transaction/Payme

nt - new 

System n/a Cash Accounts within own System Entity (for 

CBs). 

Insert Payment Transaction/Payme

nt - new 

System n/a Cash Accounts within own System Entity (for 

CBs) or owned by own Party (for Payment 

Banks). 

Query ECONS II 

Business Day 

Information  

ECONS II 

Settlement Day 

monitoring - 

search/list 

System n/a Data available to all users. 

Query Contingency 

Account and 

balance 

Contingency 

Account balance 

monitoring - 

search/list 

System n/a Cash Accounts within own System Entity (for 

CBs) or owned by own Party (for Payment 

Banks). 

Query Task List Task Queue - 

search/list + 

details 

(approve/revoke 

functionality)  

System n/a Tasks performed by users within own System 

Entity (for CBs) or own Party (for Payment 

Banks and Ancillary Systems). 
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PRIVILEGE  USER FUNCTION  PRIVILEG

E TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Block/unblock 

Contingency 

Account 

Account 

management - edit 

System n/a Cash Accounts within own System Entity (for 

CBs). 

Send AS Transfer 

Initiation  

Send AS Transfer 

Initiation  

System n/a Cash Accounts within own System Entity (for 

CBs). 

Agree/Disagree 

transaction 

Agree/Disagree 

transaction 

System n/a Cash Accounts within own System Entity (for 

CBs). 

Query Liquidity 

Monitoring on CB 

Level 

Query, list and 

display details of 

the Liquidity 

monitoring on CB 

Level 

System n/a Cash Accounts within own System Entity (for 

CBs). 

TABLE 25  -  BUSINESS DAY MANAGEMENT QUERIES  
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Calendar Query Calendar Query System n/a All elements 10 

Diary Query Diary Query System n/a All elements 11 

Current Status of the 

settlement day 

Current Status of the 

settlement day 

System n/a Current status 12 

TABLE 26  -  REPORT QUERIES 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Report Details Query Report Details Query System n/a Reports relevant for 

requesting party. 

                                                      
 

10 The grantee can query all the entries of the calendar.  
 

 

11 The grantee can query all the events of the current  settlement day. 
 

 

12 The grantee can query the current status of the settlement day.  
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TABLE 27  -  MESSAGE MANAGEMENT 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA SCOPE 

Resend Communication ResendCommunication Object Party n/a 

RTGS answer RTGS answer System n/a T2S Dedicated Cash 

Accounts within own System 

Entity (for CB)  

Third party receipt 13 All messages subject to 

copies 

Object Party n/a 

 

TABLE 28  ï OTHER 
 

PRIVILEGE  USER FUNCTION  PRIVILEGE 

TYPE 

OBJECT 

TYPE 

DEFAULT DATA 

SCOPE 

Data Migration Tool 

Access 

Allows access to the DMT. System n/a n/a 

CRDM Access Allows access to CRDM. System n/a n/a 

TIPS Access Allows access to TIPS. System n/a n/a 

CLM Access Allows access to CLM. System n/a n/a 

RTGS Access Allows access to RTGS. System n/a n/a 

ECMS Access Allows access to ECMS. System n/a n/a 

Contingency Access Allows access to ECONS2. System n/a n/a 

DWH Access Allows access to Data 

Warehouse for Service T2 

System n/a n/a 

DWH T2S Access Allows access to Data 

Warehouse for Service T2S 

System n/a n/a  

BILL Access Allows access to Billing 

component 

System n/a n/a 

BDM Access Allows access to Business Day 

Management Component 

System n/a n/a 

EIDB Access  Allows access to the TIPS 

Enhanced Information 

Database 

System n/a n/a 

 

See section 1.2.2.2.2 Configuration of privileges for information on the configuration of privileges.  

                                                      
 

13 See section Message subscription. 
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 Secured object 

A secured object is a reference data object on which a grantee was granted an object privilege. This is the 

exhaustive list of the possible types of secured objects: 

l Party; 

l Security; 

l Securities account; 

l Cash account. 

 Secured group 

A secured group is a homogeneous group of secured objects, i.e. a group of secured objects of the same 

type (e.g. a group of securities accounts, a group of parties). See section  1.2.2.3 Configuration of secured 

objects and secured groups for information on the configuration of secured groups.  

 Role 

A role is a set of privileges. See section 1.2.2.2.3 Configuration of roles for infor mation on the configuration 

of roles. 

 User 

A user is an individual or application that interacts with CRDM triggering the available CRDM user functions. 

See section 1.2.2.2.1 Configuration of users for information on the configuration of users.  

 Certificate  

A digital certificate is an electronic document binding an identity to a pair of electronic keys, a private key 

(used to sign digit al information to be sent to a counterpart or to decrypt digital information received from a 

counterpart) and a public key (used to encrypt digital information to be sent to a counterpart or to perform 

the authentication and to ensure the integrity of digi tal information received from a counterpart).  

CRDM Actors assign certificates to their individuals (interacting with CRDM and other Services/components in 

U2A mode) and applications (interacting with CRDM and other Services/components in A2A mode). If a CRDM 

Actor uses multiple connectivity providers to connect, then it has to assign one certificate to each of its 

individuals and applications for each of these l connectivity providers. 

 Associations between users and certificates 

Depending on the provisions of the specific Service or component, CRDM actors may play different roles within 

them and, as a consequence, they may be defined as multiple parties in CRDM (e.g. a bank being a participant 

of multiple CSDs, or a Central Bank being defined as a CB and also as a participant of its local CSD). This can 

result in different types of associations between the system user references (and consequently the users) and 

the certificate DNs (and consequently the certificates) of a given CRDM Actor. 

In a basic scenario where a given CRDM Actor is defined as one party in CRDM, the association between 

certificate DNs and system user references is one-to-one. Each individual and each application of the CRDM 

Actor is defined as a user belonging to the party defined in CRDM for this Actor and the certificate DN of each 
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individual and each application is linked to the system user reference of the corresponding user defined in 

CRDM. 

EXAMPLE 4  -  BASIC SCENARIO WITH O NE CRDM ACTOR DEFINED AS ONE PARTY 

Bank X participates in T2S as a participant of CSD A only, with two individuals and one application. Bank X 

creates one user for each of them and it links their certificate DNs to the system user references of the created 

users according to a one-to-one association.  

DIAGRAM  4  -  BASIC SCENARIO WITH O NE CRDM ACTOR DEFINED AS ONE PARTY 

 

The following table shows the one-to-one association between the distinguished names of the given individuals 

and applications and the system user references of the corresponding users defined in CRDM. 

TABLE 29  -  BASIC SCENARIO WITH O NE CRDM ACTOR DEFINED AS ONE PARTY 
 

DISTINGUISHED NAME SYSTEM USER REFERENCE 

DNX1 SURX1 

DNX2 SURX2 

DNX3 SURX3 

In a more complex scenario, where a single CRDM Actor is defined as multiple parties in CRDM, the association 

between certificate DNs and system user references can be one-to-many. In fact, in this scenario each 

individual and each application of the CRDM Actor may be defined as a user for each of the parties defined 

for the given CRDM Actor in CRDM. In this case, CRDM allows linking each of the users corresponding to a 

given individual or to a given application to the same certificate DN, i.e. the distinguished name of the 

certificate of the same individual or application. 
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EXAMPLE 5  -  COMPLEX SCENARIO WITH  ONE CRDM ACTOR DEFINED AS MULT IPLE PARTIES (A)  

The central bank X participates in T2S as a Central Bank and also as a participant of CSD A, with two individuals 

(X1 and X2) and one application (X3). Central bank X creates one user for each of them for both parties and 

it links their certificate DNs to the system user references of the created users according to a one -to-many 

association.  

DIAGRAM  5  -  COMPLEX SCENARIO WITH  ONE CRDM ACTOR DEFINED AS MULT IPLE PARTIES (A)  

 

The following table shows the one-to-many association between the distinguished names of the given 

individuals and applications and the system user references of the corresponding users defined in T2S. 

TABLE 30  -  COMPLEX SCENARIO WITH  ONE CRDM ACTOR DEFINED AS MULT IPLE PARTIES (A)  
 

DISTINGUISHED NAME SYSTEM USER REFERENCE 

DNX1 SURX11 

DNX1 SURX21 

DNX2 SURX12 

DNX2 SURX22 

DNX3 SURX13 

DNX3 SURX23 
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This configuration allows each individual and application of central bank X to connect as two different users 

(e.g. individual X1 can connect either as user X11 or user X21) and operate either for party CB X or for party 

CB X (CSD Part.). 

It is wor th mentioning that the one -to-many association between certificate DNs and system user references 

just illustrated is not a mandatory option for the CRDM Actor in a complex scenario. In fact, the CRDM Actor 

may also opt for defining only one user belonging  to one of its parties for each of its individuals and 

applications. This would result in a partitioning of its individuals and applications among its parties.  

EXAMPLE 6  -  COMPLEX SCENARIO WITH  ONE CRDM ACTOR DEFINED AS MULT IPLE PARTIES (B)  

The central bank X participates in T2S as a Central Bank and also as a participant of CSD A, with two individuals 

(X1 and X2) and one application (X3). Central bank X creates one user for each of the two individuals assigning 

them to the Centra l Bank and then it creates one user for the application assigning it to the CSD participant. 

Finally, it links their certificate DNs to the system user references of the created users according to a one -to-

one association.  

DIAGRAM  6  -  COMPLEX SCENARIO WITH  ONE CRDM ACTOR DEFINED AS MULT IPLE PARTIES (B)  

 

The following table shows the one-to-one association between the distinguished names of the given individuals 

and applications and the system user references of the corresponding users defined in CRDM. 

TABLE 31  -  COMPLEX SCENARIO WITH  ONE CRDM ACTOR DEFINED AS MULT IPLE PARTIES (B)  
 

DISTINGUISHED NAME SYSTEM USER REFERENCE 

DNX1 SURX1 

DNX2 SURX2 

DNX3 SURX3 
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This configuration allows each individual operating only for party CB X, whereas it allows the application 

operating only for party CB X (CSD Part.). 

 Common reference data objects and the hierarchical party model  

All parties in the CRDM are linked to each other according to a hierarchical model. As shown in the following 

diagram and on the basis of this hierarchical party model, the Operator is the only party at level 1, all the 

CSDs and Central Banks are level 2 parties, all CSD participants, external CSDs, payment banks and ancillary 

systems are level 3 parties14. All the other reference data objects are linked to a party. For example:  

l a cash account is linked to its Central Bank, ancillary system or payment bank;  

l a securities account is linked to its CSD or CSD participant; 

l a standing or pre-defined liquidity transfer order is linked, via the relevant debited cash account, to the 

payment bank holding the same cash account; 

l a restriction type is linked to the Operator or to the CSD or to the CB that defined this restriction type;  

l a security is linked to the CSD responsible for its maintenance; 

l all event types are linked to the Operator.  

DIAGRAM  7  ï COMMON REFERENCE DATA OBJECTS AND TH E HIERARCHICAL PARTY  MODEL 
 

 

 

 

 

 Data scope  

For each privilege, the hierarchical party model determines the data scope of the grantee, i.e. the set of 

reference data objects on which the grantee can trigger the relevant user func tion. More precisely: 

                                                      
14  Participation types may be further detailed with information specific to each individual Service, if the Service foresees thi s possibility; for more 

information see section 1.3.2. 
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l users of the Operator have visibility on all reference data objects, and can act on objects belonging to 

participants only in exceptional circumstances, following a specific agreement; 

l users of the CSDs and of the Central Banks have visibility on all reference data objects belonging to the 

same system entity; 15 

l users of the CSD participants, external CSDs, payment banks and ancillary systems have visibility on 

reference data objects that are (directly or indirectly) linked to the same party.  

The default data scope of each user can be extended or reduced on the basis of the actual business needs, 

by means of object privileges. Granting a user a given privilege on a secured object (or on a secured group) 

results in extending the data scope of the user by adding the secured object (or the secured group) to the  

data scope of the user. Vice versa, denying a user a given privilege on a secured object (or on a secured 

group) results in reducing the data scope of the user by removing the secured object (or the secured group) 

from the data scope of the user.  

The default data scope of privileges can also be extended or reduced at party level. Granting a party a given 

object privilege on a secured object (or on a secured group) as listed in tables  

l Settlement Instruction Management 

l Cash Management 

l Securities Data Management 

l Securities Account Data Management 

l Cash Account Data Management  

l Dynamic Data Queries 

l Reference Data Queries 

l Business Day Management Queries  

l Report Queries 

l Billing Queries 

results in extending the data scope of the party by adding the secured o bject (or the secured group). This 

allows the party administrator of the grantee party to extend the data scope of the users and roles of the 

party by granting them with the given object privilege on the same object (or secured group). On the other 

hand, denying a party a given object privilege on a secured object (or on a secured group) 16 as listed in tables 

l Settlement Instruction Management 

l Cash Management 

l Securities Data Management 

l Securities Account Data Management 

                                                      
 

15 A system entity in the CRDM corresponds to a partition of data equating to the scope of a Central Bank or of the Operator. Fo r example, the 

system entity of a Central Bank includes all the data related to its payment bank s. 
 

 

16 The reduction of a participantôs data scope at party level is only meaningful when the related secured object is a Party, Security, Securities 

Account, Cash Account or a Secured Group. It cannot be used to deny participant access to its own Party and all of its Accounts, nor to the 

participantôs own System Entity. 
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l Cash Account Data Management  

results in reducing the data scope of the party by removing the secured object (or the secured group) from 

the default data scope of the party. This automatically results in reducing in the same way the data scope of 

all the users and roles of the party. 17 

Extending the default data scope of a user can be meaningful in several circumstances. For example: 

l A CSD Participant X may grant another CSD Participant Y with the power of attorney to send Settlement 

Instructions referencing one or many securities accounts of X. This can be obtained by extending the 

default data scope of a user belonging to Y in order to include the relevant securities account of X.  

l A CSD X may grant a CB Y with the privilege to query the Settlement Instructions and the securities 

positions related to one or many securities accounts of the CSD X. Also in this case, the needed 

configuration can be set up by extending the default data scope of a user belonging to the CB Y. A similar 

approach can also be adopted in order to allow a CB X granting a CSD Y with the privilege to query the 

cash balances related to one or many cash accounts of the CB X. 

l Reducing the default data scope of a user can also be meaningful. For example, a CSD Participant may 

decide, for specific business or organisational reasons, to grant some or all of its users with a selective 

access to a given sub-set of its securities accounts. This configuration can be obtained by reducing the 

default data scope of the relevant users, i.e. by denying them the privilege to access this sub -set of 

securities accounts, which would normally belong to the default data scope of these users.  

l A CSD may decide, for some special purpose securities accounts of one of its CSD Participants (e.g. pledge 

accounts, accounts used to keep collateral received as collateral taker, or accounts to segregate instructed 

positions in case of voluntary corporate actions), to prevent the CSD Participant instructing on these 

securities accounts, which normally belong to the default data scope of this CSD Participant. The CSD can 

setup this configuration by reducing the default data scope of the CSD Participant at party level, i.e. by 

denying to the party the privileges to instruct on these securities accounts.  

The rest of this section presents some examples describing the concept of default, extended and reduced data 

scope. 18 

EXAMPLE 7  ï DEFAULT DATA SCOPE 

Three users, X, Y and Z, belonging to a Payment Bank, to a Central Bank and to t he Operator respectively, 

are granted with the same privilege to query cash accounts: 

                                                      
 

17 The data scope reduction for the users is made effective on a deferred basis for performance reasons. The related process runs daily on a 

scheduled basis and corresponds to the business day event ñUpdate Environment Tableò. If necessary, users can contact the Operator to request 

an ad hoc run of the event in order to make the changes immediately effective.  
 

 

18 Each of the following examples presents only the configuration data t hat are relevant for the example. All the possible configuration options are 

defined in the following sections.  
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TABLE 32  -  USER PRIVILEGES (D ATA SCOPE)  
 

USER PRIVILEGE 

X Cash Account Reference Data Query 

Y Cash Account Reference Data Query 

Z Cash Account Reference Data Query 

The following diagram shows the default data scopes stemming from this access rights configuration for the 

three users. 

DIAGRAM  8  -  DATA SCOPES 

 
 

The diagram shows that users X, Y and Z are given different default data scopes, owing to the fact that they 

belong to different parties located at different levels of the hierarchical party  model. More precisely: 

l User X of Payment Bank B gets a default data scope including the cash account ACC2 only, as ACC2 is the 

only account of Payment Bank B. User X cannot query any other cash account in CRDM; 

l User Y of Central Bank 1 gets a default data scope including cash accounts ACC1 and ACC2, as these 

accounts belong to Payment Banks of Central Bank 1. User Y cannot query any other cash account in 

CRDM, i.e. any cash account falling under the data scope of any other Central Bank; 

l User Z of the Operator gets a default data scope including all cash accounts in CRDM, as the Operator is 

at the top level of the hierarchi cal party model.  

EXAMPLE 8  -  EXTENDED DATA SCOPE AT OBJECT LEVEL 

The user X, belonging to CSD Part.B, is granted the privilege to send new Settlement Instructions:  

Operator

Payment
BankA

Payment
BankB

Payment
BankC

Payment
BankD

ACC5ACC2 ACC3 ACC4ACC1

Central 
Bank1

Central 
Bank2

Operator data scope

Central Bankdata scope

PaymentBankdata scope

User Z

User Y

User X
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TABLE 33  -  USER PRIVILEGES (EXTENDED DATA SCOPE AT OBJECT LEVEL)  
 

USER PRIVILEGE 

X Send New Settlement Instruction/Settlement Restriction on Securities either on a Securities Account 

or on Behalf of an External CSD 

and the same privilege with specific reference to securities account SAC5 as a secured object: 

TABLE 34  -  USER OBJECT PRIVILEGES (EXTENDED DATA SCOPE AT OBJECT LEVEL)  
 

USER PRIVILEGE OBJECT OBJECT TYPE 

X Send New Settlement Instruction/Settlement Restriction on 

Securities either on a Securities Account or on Behalf of an 

External CSD 

SAC5 Securities Account 

The following diagram shows that user X gets a default data scope including all the securities accounts of CSD 

Part.B (SAC2 only, in this example), plus a data scope extension which includes the securities account SAC5. 

The resulting extended data scope of user X includes SAC2 and SAC5. 

DIAGRAM  9  -  EXTENDED DATA SCOPE AT OBJECT LEVEL 

 
 

EXAMPLE 9  -  EXTENDED DATA SCOPE AT PARTY LEVEL 

The user X, belonging to CSD Part.B, is granted the privilege to send new Settlement Instructions:  
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TABLE 35  -  USER PRIVILEGES (EXTENDED DATA SCOPE AT PARTY LEVEL)  
 

USER PRIVILEGE 

X Send New Settlement Instruction/Settlement Restriction on Securities either on a Securities Account 

or on Behalf of an External CSD 

and the same privilege with specific reference to party CSD Part.D as a secured object 19: 

TABLE 36  -  USER OBJECT PRIVILEGES (EXTENDED DATA SCOPE AT PARTY LEVEL)  
 

USER PRIVILEGE OBJECT OBJECT TYPE 

X Send New Settlement Instruction/Settlement Restriction on 

Securities either on a Securities Account or on Behalf of an 

External CSD 

CSD Part.D Party 

The following diagram shows the resulting extend data scope for  user X. 

DIAGRAM  10  -  EXTENDED DATA SCOPE AT PARTY LEVEL 

 
 

The diagram shows that user X gets a default data scope including all the securities accounts of CSD Part.B 

(SAC2 only, in this example), plus a data scope extension which includes all securities accounts of CSD Part.D 

(SAC4 and SAC5). The resulting extended data scope of user X includes SAC2, SAC4 and SAC5. 

                                                      
 

19 For details on the various types of assignments for an object privilege, see section Configuration of privileges. 
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EXAMPLE 10  -  REDUCED DATA SCOPE 

The user X, belonging to CSD Part.D, is granted the privilege to send new Settlement Instructions:  

TABLE 37  -  USER PRIVILEGES  (REDUCED DATA SCOPE)  
 

USER PRIVILEGE DENY 20 

X Send New Settlement Instruction/Settlement Restriction on Securities either on a 

Securities Account or on Behalf of an External CSD 

False 

This user is then denied the same privilege with specific reference to securities account SAC5 as a secured 

object:  

TABLE 38  -  USER OBJECT PRIVILEGES (REDUCED DATA SCOPE)  
 

USER PRIVILEGE OBJECT OBJECT TYPE DENY 

X Send New Settlement 

Instruction/Settlement Restriction on 

Securities either on a Securities Account or 

on Behalf of an External CSD 

SAC5 Securities Account True 

DIAGRAM  11  -  REDUCED DATA SCOPE 

 
 

                                                      
 

20 See section Configuration of Privileges for a definition of the Deny option.  
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The diagram shows that user X gets a default data scope including all the securities accounts of CSD Part.D 

(SAC4 and SAC5), minus the data scope reduction which includes SAC5. The resulting reduced data scope of 

user X includes SAC4 only.  

1.2.2.2 Access rights configuration 

This section presents how roles and privileges can be configured in the CRDM in order to grant each user with 

the appropriate set of access rights. 

 Configuration of users  

Links between users and parties 

Each new user is linked to the same party which the creator user belongs to. An exception takes place when 

creating the first user of a party, i.e.  

l when a CRDM Operator party administrator creates a new party administrator for a CSD or for a Central 

Bank; 

l When a CSD party administrator creates a new party administrator for one of its CSD participants or 

external CSDs; 

l when a Central Bank party administrator creates a new party administrator for one of its payment banks 

or ancillary systems.  

In all these cases the created user is linked to th e party this user is going to administer.  

Through the link with the relevant party, each user inherits a data scope (see section 1.2.2.1.10Data 

scope).The link between a user and a party cannot be changed, i.e. a user is always linked to the same party.  

Party administrators 

Each party must have at least one party administrator, i.e. a user being granted specific system privileges that 

allow its grantee to grant any roles and privileges previously granted to the granteeôs party. 

 Configuration of privileges  

Availability of privileges 

Each privilege, just after i ts creation, is available to the party administrator(s) of the CRDM Operator only. This 

means that party administrators of all the other parties cannot grant this privilege to their users.  

A privilege becomes available to a party administrator of a party d ifferent from the CRDM Operator only after 

this privilege has been granted to this party. From this moment on, the party administrator can grant this 

privilege, according to the rules defined in the following sections.  

This implies that a two -step process is required in order to grant a specific privilege to a user belonging to a 

party different from the CRDM Operator. In the first step, the privilege is granted to the relevant party (so 

that it becomes available to the party administrator(s) of this party) . With the second step, one of the party 

administrators grants the privilege to the relevant user.  

The following diagram illustrates the access rights configuration steps needed to grant a user Z of a Party B a 

given privilege P that is already available to the party administrator X of another party A. 21 

                                                      
 

21 Party A may be the Operator or any other party which was previously granted privilege P.  
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DIAGRAM  12  -  ACCESS RIGHTS CONFIGU RATION STEPS  

 

The two configuration steps are as follows:  

l User X, as a party administrator of party A, grants privilege P to party B. From this moment on, privilege 

P becomes available to the party administrator Y of party B.  

l User Y, as a party administrator of party B, grants privilege P to user Z. From this moment on, user Z 

can trigger the user functions linked to privilege P.  

At Party level, Access rights are propagated following the hierarchical Party model, i.e. the Operator propagates 

access rights to Central Banks and CSDs which in turn propagate them to their Payment Banks , Ancillary 

Systems, CSD Participants and External CSDs. If necessary, the Operator can act on behalf of a Central Bank 

or CSDs following a specific request to propagate access rights directly to its Payment Banks, Ancillary Systems, 

CSD Participants or External CSDs. 

While the features described above apply to all privileges related to CRDM functions, it should be noted that 

privileges related to TIPS, CLM and RTGS functions cannot be granted directly to Parties or Users, but can 

only be granted to Roles, which can in turn be granted to Parties and Users. This impli es that the above 

described configuration steps remain valid for TIPS, CLM and RTGS as well, but in this case Privileges have to 

be granted to Roles in the first place and then  Roles can be granted to Parties and Users. For details on the 

configuration of Roles see section 1.2.2.2.3Configuration of roles. 

Granting system privileges 

Most system privileges can be granted to roles, users and parties, whereas CLM, RTGS and TIPS privileges 

can be granted to roles only. When granting a privilege, t he grantor specifies appropriate values for the three 

following assignment options: Deny option, Administration option and Four -Eyes option. 
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TABLE 39  -  PRIVILEGE ASSIGNMENT OPTIONS  
 

OPTION DESCRIPTION 

Deny This option specifies whether the associated user function is allowed (Deny is False) or explicitly 

denied (Deny is True). 

Administration If the grantee of the privilege is a user or a role, this option specifies whether the grantee is allowed 

to grant the same privilege to another user or role of the same party (Administrator is True) or not 

(Administrator is False). 

If the grantee of the privilege is a party, this option specifies whether the party administrators of the 

grantee party is allowed to grant the same privilege o nly to users and roles of the same party 

(Administrator is False) or also to other parties (Administrator is True).  

Four-Eyes This option specifies whether the grantee of the privilege is allowed to use the function associated to 

the privilege according to the Two-Eyes (Four-Eyes is False) or Four-Eyes (Four-Eyes is True) 

principles. 

This option is relevant only when the Deny option is set to False and it is always not relevant for 

privileges related to queries. 

Object privileges can also be granted as system privileges. In this case, the object privilege is granted without 

specifying any secured object or secured group. This action results in granting the given privilege on all the 

objects belonging to the relevant default data scope. For example, grant ing a user of a CSD with the object 

privilege Update Securities Account without specifying a given securities account or a given group of securities 

account, results in granting the user with the privilege to update all the securities accounts of the CSD.  

EXAMPLE 11  -  ASSIGNMENT OF PRIVILE GES TO ROLES 

The following table shows some examples of assignment of privileges to roles: 

TABLE 40  -  ASSIGNMENT OF PRIVILEGES TO ROLES 
 

ROW ROLE PRIVILEGE DENY ADMIN FOUR-EYES 

1 Cash Account Management Cash Account Reference Data Query False False not relevant 

2 Cash Account Administration  Cash Account Reference Data Query True True not relevant 

3 Party Management Create Party False False True 

4 Party Management Update Party False False True 

5 Party Management Delete Party False False True 

6 Party Management Party Reference Data Query False True not relevant 

For each assignment of a privilege to a role, three additional attributes define the features of such assignment. 

For example, according to row 1, the privilege to query Cash Account data is assigned to the Cash Account 

Management role: 
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l without Deny, i.e. users linked to the Cash Account Management role can query cash account data 22; 

l without Admin, i.e. users linked to the Cash Account Management role cannot grant the privilege to query 

cash account data to other roles and users. 

According to row 2, the privilege to query Cash Account data is assigned to the Cash Account Administration 

role: 

l with Deny, i.e. users linked to the Cash Account Administration role cannot query cash account data; 

l with Admin, i.e. users linked to the Cash Account Administration role can grant the privilege to query cash 

account data to other roles and users of the same party. 

As a whole, rows 1 and 2 result in a segregation of duties between business users and access rights 

administrators. In fact, users linked to the Cash Account Management role can query accounts, but they cannot 

configure the same access rights for any other user. On the contrary, users linked to the Cash Account 

Administration role cannot query accounts, but they can configure these access rights for other users.  

According to row 3, the privilege to create parties is assigned to the Party Management role: 

l without Deny and with 4-Eyes set to True, i.e. users linked to the Party Management role can create parties 

according to the Four-Eyes principle only; 

l without Admin, i.e. users linked to the Party Management role cannot grant the privilege to  create parties 

to other roles and users. 

As per rows 4 and 5 , the privileges to maintain and delete parties are assigned to the Party Management role 

with the same assignment options. 

Finally, according to row 6, the privilege to query parties is assigned to the Party Management role: 

l without Deny, i.e. users linked to the Party Management role can query parties;  

l with Admin, i.e. users linked to the Party Management role can grant the privilege to query parties to other 

roles and users of the same party. 

As a whole, rows from 3 to 6 only result in a partial segregation of duties between business users and access 

rights administrators. In fact:  

l business users linked to the Party Management role can create, maintain, delete and query parties, they 

can only configure the same access rights for any other user limited to the query privilege ;  

l on the contrary, access rights administrators linked to the Party Management role , and whose Party is also 

linked to the same role,  can create, maintain, delete and query parties and they can also grant the same 

privilege to other users of the same party; in addition, they can also grant the query privilege to other 

parties. 

EXAMPLE 12   -  ASSIGNMENT OF PRIVILE GES TO USERS 

The following table shows two examples of assignment of privileges to users: 

                                                      
 

22 In this case the setting for the Four Eyes assignment option is not applicable, as the privilege refers to a query. 
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TABLE 41  -  ASSIGNMENT OF PRIVILEGES TO USERS 
 

ROW PRIVILEGE USER DENY ADMIN FOUR-EYES 

1 Create Cash Account UX False False False 

2 Create Cash Account UY True True False 

For each assignment of a privilege to a user, three additional attributes define the features of such assignment.  

According to row 1, the privilege to create cash accounts is assigned to user Ux:  

l without Deny, i.e. user UX can create cash accounts according to the Two-Eyes principle (as the privilege 

is assigned without Four-Eyes); 

l without Admin, i.e. user U X cannot grant the privilege to create cash accounts to other roles and users. 

Similarly, row 2 stipulates that the privilege to create cash accounts is assigned to user UY:  

l with Deny, i.e. user UY cannot create cash accounts; 

l with Admin, i.e. user UY can grant the privilege to create cash accounts to other roles and users of the 

same party, according to the Two-Eyes principle or to the Four-Eyes principle (as the privilege is assigned 

without Four-Eyes). 

As a whole, this configuration results in a full segregation o f duties between business users and access rights 

administrators. In fact, user U X can create cash accounts, but without having the possibility to grant the same 

privilege to any other user. Vice versa, user UY can configure this privilege for other users,  but without having 

the possibility to use it.  

EXAMPLE 13  -  ASSIGNMENT OF PRIVILE GES TO PARTIES 

The following table shows one example of assignment of a privilege to a party:  

TABLE 42  -  ASSIGNMENT OF PRIVILEGES TO PARTIES  
 

PRIVILEGE PARTY DENY ADMIN FOUR-EYES 

Cash Account Reference Data Query Payment Bank A False True False 

For each assignment of a privilege to a party, three additional attributes define the features of such 

assignment. In this example, the privilege to query cash accounts is assigned to the payment bank A: 

l without Deny, i.e. party administrators of the payment bank A can grant the privilege to query cash 

accounts to other roles and users of the same party;  

l with Admin, i.e. party administrators of the payment bank A can grant the privilege to query cash accounts 

to other parties.  

The Four-Eyes attribute is set to false but it is not relevant for this example, as the privilege refers to a Query.  

Granting object privileges 

Like system privileges, object privileges as well can be granted to roles, users and parties. However, in this 

case it is also necessary to specify the secured object(s) on which the privilege is going to be granted. In this 

respect, three different options are pos sible: 
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l To grant the privilege on a secured object. As a result, the grantee is assigned the relevant privilege with 

specific reference to the given secured object. For example, this option makes it possible to grant a user 

with the privilege to initiate im mediate liquidity transfer orders debiting a specific cash account;  

l To grant the privilege on a secured group. As a result, the grantee is assigned the relevant privilege with 

specific reference to all the secured objects included in the given secured group (See section 1.2.2.3 

Configuration of secured objects and secured groups). For example, this option makes it possible to grant 

a user with t he privilege to display reference data of all the securities accounts included in a previously 

defined secured group of securities accounts; 

l To grant the privilege on a party. As a result, the grantee is assigned the relevant privilege with specific 

reference to all the secured objects belonging to the given party. For example, this option makes it possible 

to grant a user with the privilege to send Settlement Instructions against all the securities accounts of a 

party. 23 

Also when granting object privileges, CRDM requires the specification of appropriate values for the Deny 

option, the Administration option and the Four -Eyes option. 

EXAMPLE 14  -  ASSIGNMENT OF OBJECT PRIVILEGES TO ROLES  

Object privileges can be assigned to roles, users and parties. The following table shows three examples of 

assignment of object privileges to roles:  

TABLE 43  -  ASSIGNMENT OF OBJECT PRIVILEGES TO ROLES 
 

ROW ROLE PRIVILEGE OBJECT OBJECT TYPE DENY ADMIN FOUR-EYES 

1 R01 Securities Account Position 

Query 

SAC1 Securities Account False False False 

2 R02 Securities Account Position 

Query 

SAC2 Securities Account False True False 

3 R01 Send New Settlement 

Instruction/Settlement 

Restriction on Securities 

either on a Securities Account 

or on Behalf of an External 

CSD 

SAC1 Securities Account False False True 

For each assignment of an object privilege to a role, three additional attributes define the features of such 

assignment. 

For example, according to row 1, the privilege to query the securities account SAC1 is assigned to the role 

R01: 

l Without Deny, i.e. users linked to the role R01 can query the securities account SAC1; 

                                                      
 

23 If the party is a CSD participant, then the grantee can instruct all the securities accounts of this CSD participant. If the party is a CSD, then the 

grantee can instruct all the securities accounts of all the CSD participants of this CSD. 
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l Without Admin, i.e. users linked to the role R01 cannot grant the privilege to query the secu rities 

account SAC1 to other roles and users of the same party.  

Row 2 stipulates that the privilege to query the securities account SAC2 is assigned to the role R01: 

l Without Deny, i.e. users linked to the role R01 can query the securities account SAC2; 

l With Admin, i.e. users linked to the role R01 can grant the privilege to query the securities account SAC2 

to other roles and users of the same party.  

Finally, according to row 3, the privilege to send new Settlement Instructions referencing the securities 

account SAC1 is assigned to the role R01: 

l Without Deny, i.e. users linked to the role R01 can send new Settlement Instructions referencing the 

securities account SAC1 according to the Four-Eyes principle only (as the privilege is assigned with Four-

Eyes); 

l Without Admin, i.e. users linked to the role R01 cannot grant the privilege to send new Settlement 

Instructions referencing the securities account SAC1 to other roles and users of the same party. 

EXAMPLE 15  -  ASSIGNMENT OF OBJECT PRIVILEGES TO USERS  

The following table shows one example of assignment of an object privilege to a user:  

TABLE 44  -  ASSIGNMENT OF OBJECT PRIVILEGES TO USERS (A)  
 

PRIVILEGE OBJECT OBJECT TYPE USER DENY ADMIN FOUR-EYES 

Send New Settlement 

Instruction/Settlement Restriction on 

Securities either on a Securities Account 

or on Behalf of an External CSD 

SAC1 Securities Account UX False False True 

For each assignment of an object privilege to a user, three additional attributes define  the features of such 

assignment. In this example, the privilege to send new Settlement Instructions referencing the securities 

account SAC1 is assigned to user UX:  

l Without Deny, i.e. user UX can send new Settlement Instructions referencing the securities account SAC1 

according to the Four- Eyes principle (as the privilege is assigned with Four-Eyes); 

l Without Admin, i.e. user UX cannot grant the privilege to send new Settlement Instructions referencing 

the securities account SAC1 to other roles and users of the same party. 

EXAMPLE 16  -  ASSIGNMENT OF OBJECT PRIVILEGES TO PARTIE S 

The following table shows two examples of assignment of object privileges to parties:  
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TABLE 45  -  ASSIGNMENT OF OBJECT PRIVILEGES TO  PARTIES (A)  
 

PRIVILEGE OBJECT OBJECT TYPE PARTY DENY ADMIN FOUR-EYES 

Securities Account Position 

Query 

SAC1 Securities Account CB A False True False 

Securities Account Position 

Query 

SAC1 Securities Account Payment Bank B False False False 

For each assignment of an object privilege to a party, three additional attributes define the features of such 

assignment. In this example, the privilege to query the securities account SAC1 is assigned to the central bank 

A: 

l Without Deny, i.e. parties administrato rs of the central bank A can grant the privilege to query the 

securities account SAC1 to other roles and users of the same party; 

l With Admin, i.e. parties administrators of the central bank A can grant the privilege to query the securities 

account SAC1 to other parties. 

Similarly, the privilege to query the securities account SAC1 is assigned to the payment bank B: 

l Without Deny, i.e. parties administrators of the payment bank B can grant the privilege to query the 

securities account SAC1 to other roles and users of the same party;  

l Without Admin, i.e. parties administrators of the payment bank B cannot grant the privilege to query the 

securities account SAC1 to other parties. 

Contradicting privileges 

Each system privilege and each object privilege can be granted to a role, a user or a party only once; however 

if a user or party has already been granted a system or object privilege via role it is still possible to assign the 

same privilege directly. In this case the directly granted privilege has priority o ver the one granted via role. 

This is in order to prevent the possibility to grant contradicting privileges to the same role, user or party, e.g.:  

l The same user being allowed (grant with deny option set to false) and not allowed (grant with deny option 

set to true) to send new Settlement Instructions;  

l The same role being assigned the privilege to input an immediate liquidity transfer order both according 

to the Two-Eyes principle and to the Four-Eyes principle. 

For this reason, when granting a system privilege or an object privilege to a role, a user or a party, CRDM 

applies the following rules:  

l a system privilege can be granted to a role, a user or a party if and only if the role, the user or the party 

is not yet linked directly to the same system privilege ; 

l an object privilege on a given object or group of objects can be granted to a role, a user or a party if and 

only if the role, the user or the party is not yet linked directly to the same object privilege on the same 

object or group of object;  

l a role can be granted to a user or a party if and only if the user or the party is not yet linked, directly or 

indirectly, to one or more system privileges contained in the role;  
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l These rules imply that one privilege can always be granted both as a system privilege and as an object 

privilege to the same role, user or party without resulting in a contradicting configuration. This also applies 

when granting the same object privilege on two different objects or group of objects to the same role, 

user or party.  

The following tables show some examples on the assignment of contradicting and non-contradicting privileges. 

TABLE 46  -  ASSIGNMENT  OF CONTRADICTING PRIVILEGES (A)  
 

ROW PRIVILEGE PRIVILEGE TYPE OBJECT GRANTEE DENY ADMIN FOUR-EYES 

1 Update Security System ISIN00001 User A False False False 

2 Update Security System ISIN00001 User A True False False 

The above configuration is rejected; it is not possible to assign the same system privilege to the same user 

regardless of the value of the Deny flag. If Row 1 is created first, it will not be possible to create Row 2. This 

prevents the assignment of privileges representing a contradicting grant (in this example, the two privileges 

respectively allow and forbid the Update of Securities ISIN00001).  

TABLE 47  -  ASSIGNMENT OF CONTRADICTING PRIVILEGES (B)  
 

ROW PRIVILEGE PRIVILEGE TYPE OBJECT GRANTEE DENY ADMIN FOUR-EYES 

1 Update Security System n/a User A False False False 

2 Update Security Object ISIN00001 User A True False False 

3 Update Security Object ISIN29021 User A False False False 

The above configuration is allowed. It is possible to assign the same Privilege both at System and Object level. 

Row 1 grants generic access to the Update Securities function on the default data scope of User A. Row 2 

blocks Update access to ISIN00001; for example, if ISIN00001 is within the default data scope of User A, the 

creation of Rows 1 and 2 corresponds to allowing User A to update all the Securities in its own default data 

scope with the exception of ISIN00001.  

Additionally, Row 3 grants the same Update rights on ISIN29021. This is not in contradiction with the other 

privilege assignments, but is meaningful only if ISIN29021 is outside of User Aôs default data scope. Otherwise, 

it is redundant with row 1.  

TABLE 48  -  ASSIGNMENT OF CONTRADICTING PRIVILEGES (C)  
 

ROW PRIVILEGE PRIVILEGE TYPE OBJECT GRANTEE DENY ADMIN FOUR-EYES 

1 Update Security Object ISIN00001 User A False False False 

2 Update Security Object ISIN00001 User A False False True 

Similarly to the first example, this configuration is rejected. It is not possible to assign the same privilege with 

different values for the Four -Eyes flag. 
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TABLE 49  -  ASSIGNMENT OF CONTRADICTING PRIVILEGES (D)  
 

ROW PRIVILEGE PRIVILEGE TYPE OBJECT GRANTEE DENY ADMIN FOUR-EYES 

1 Update Security Object ISIN00001 Role X True False False 

2 Update Security Object ISIN00001 User A False False False 

The above configuration is allowed, but the system blocks any attempt to grant Role X to User A. Doing so 

would result in a contradicting configuration similar to assigning the same privilege twice directly to User A.  

TABLE 50  -  ASSIGNMENT OF CONTRADICTING PRIVILEGES (E)  
 

ROW PRIVILEGE PRIVILEGE 

TYPE 

OBJECT GRANTEE DENY ADMIN FOUR-EYES 

1 Update 

Security 

System n/a Role A False False False 

2 Update 

Security 

System n/a USER A 

(through Role 

A) 

False False False 

3 Update 

Security 

System n/a USER A 

directly 

False False True 

The above configuration is allowed. It is possible to assign the same Privilege firstly via Role and then 

directly to a party or a user. As a result the user A can update securities only in four -eyes mode. 

Revoking privileges 

Privileges can be revoked from roles, users and parties. 

When revoking a system privilege or an object privilege from the user, this just results in the removal of the 

privilege from the list of privileges linked to the user.  

When revoking a system privilege or an object privilege from a role, this results in the removal of the privilege 

from the list of privileges linked to the role. Consequently, all the users and parties linked to the role are not 

linked anymore to the privilege , with immediate effect  in CRDM. 

When revoking a privilege from a party, CRDM applies a cascade effect. This results in the removal of the 

privilege: 

l from the list of privileges linked to the party and  

l from the list of privileges linked to all the roles and users of the party.  

The following table shows all the possible scenarios for revoking privileges that are allowed in CRDM, their link 

with the cascade process and how party administrators of CSDs and Central Banks can ensure that all the 

privileges revoked from one of their parties are revoked also from all the users of the same party:  
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TABLE 51  ï CASCADE PROCESS WHEN REVOKING PRIVILEGES  
 

FUNCTION FROM CASCADE PROPAGATION TO USERS 

Revoke Privilege User n/a As the grantee is already a user, there is no need to trigger any cascade process.  

Revoke Privilege Role n/a If the party administrator of the CSD Participant/External CSD/Payment 

Bank/Ancillary System granted a privilege included in the role directly to other users 

of the CSD Participant/External CSD/Payment Bank/Ancillary System, then the 

removal of this privilege from the role would not revoke the same privilege from 

these users.  

In fact, when revoki ng a privilege from a role, CRDM does not trigger the cascade 

process as this may result in unintended removal of privileges from the users of the 

CSD Participant/External CSD/Payment Bank/Ancillary System. For example, even a 

simple movement of a privilege between two roles assigned to the same CSD 

Participant/External CSD/Payment Bank/Ancillary System (i.e. revoking the privilege 

from the first role and granting it to the latter) would imply the removal of the same 

privilege from all the users of this CSD Participant/External CSD/Payment 

Bank/Ancillary System and this would oblige the party administra -tor of the CSD 

Participant/External CSD/Payment Bank/Ancillary System to grant again this 

privileges to all the impacted users.  

In order to ensure that the relevant privilege is revoked also from the users of the 

CSD Participant/External CSD/Payment Bank/Ancillary System (if this is the intended 

goal), the party administrator of the Central Bank should grant directly this privilege  

to the CSD Participant/External CSD/Payment Bank/Ancillary System and then 

revoke it, as this will trigger the cascade process related to the Revoke Privilege 

function from Party (see next row of this table).  

Revoke Privilege Party Yes CRDM triggers automatically the cascade process, which ensures that privileges 

revoked from a party are also revoked from all the users and roles of the same 

party. 

The cascade process is automatically triggered in a deferred mode one time per business day. However, in 

case the party administrator needs the cascade process to take place immediately, this can be achieved by 

contacting the CRDM Operator, as the CRDM Operator can trigger this process on demand also intraday. 

EXAMPLE 17  ï REVOKE PRIVILEGE CASCADE EFFECT 

The following table shows one example of assignment of the same privilege to a party  and its users: 

TABLE 52  -  ASSIGNMENT OF PRIVILEGE  TO PARTY AND USERS 
 

PRIVILEGE GRANTEE DENY ADMIN FOUR-EYES 

Cash Account Reference Data Query Payment Bank A False True False 

Cash Account Reference Data Query User A1 False True False 




















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































