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1. Introduction

This brief guide is intended as an additional aid for the CRDM GUI user starting to configure the data under
their responsibility, but its purpose is not, in any way, to substitute for the CRDM UHB, where you will find all
the needed information to use the GUI screens (e.g. needed privileges, types of users, business rules, etc.).

The document is divided into two main parts: the first is devoted to the reference data under the responsibility
of the Central Bank; the second details the reference data that can be created directly by the TIPS Participants
or Ancillary Systems. Please consider that all the data maintained by TIPS Participants or Ancillary Systems
can be maintained by the relevant Central Bank.

In order to be able to instruct successfully in TIPS all the reference data has to be configured correctly,

unless the relevant object is explicitly mentioned as optional.

In summary, the following actions have to be performed by a Central Bank:
1. Create a Party
2. Addthe Technical Address Network Service Links

3. Create a Party Service Link to define the Party as a TIPS participant, Reachable party or Ancillary
System

Create a new Administrator User for the TIPS Actor?

Create the Certificate DN for the TIPS Actor user

Create the User-Certificate DN link for the Administrator user
Create Predefined Roles for Administrator Users and TIPS Actors

Grant the Admi ni s tAdministeriPartybs errolwei t h t he #
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Create a non-administrator User for the Central Bank (only if additional CB users are needed)
10. Grant the CB non-administrator user with the relevant roles (only if additional CB users are needed)
11. Create the Certificate DN for the CB non-administrator user (only if additional CB users are needed))

12. Create the User-Certificate DN link for the CB non-administrator user (only if additional CB users are
needed)

13. Create a Cash Account owned by a TIPS participant or Ancillary System

14. Define an Authorised Account User for the cash account (this step can be performed by TIPS
Authorised users)

15. Define a DN-BIC routing configuration (this step can also be performed by the Payment Bank or
Ancillary System)

16. Define a Billing configuration

While the following steps can be performed by a Payment Bank:
1. Grant the Administrator user with the relevant roles

2. Create a non-administrator User

1 A TIPS Actor can be of type Central Bank, TIPS Participant, Reachable Party and Ancillary System.



Create the Certificate DN for the non-administrator user

Create the User-Certificate DN link for the non-administrator user
Grant the non-administrator user with the relevant roles

Define a DN-BIC routing configuration

Define a CMB on Cash Account (optional)

Define a Limit on the CMB (mandatory only if the CMB has been created)
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Define the Reachable Party as Authorised Account User for the CMB (mandatory only if the CMB has
been created)

10. Define a Report Configuration for the TIPS Participant or Ancillary System (optional)
11. Define a Message Subscription Rule Set for the TIPS Participant or Ancillary System (optional)

12. Define a Routing configuration for the TIPS Participant or Ancillary System (optional)

1.1 Reference Data under Central Bank responsibility

1.1.1 Create Party2

- Go to theCommon / Parties / PartiedNewpathand click on thd&Newoption. As an alternative path,
go tothe Common / Parties / PartiesSearchscreen and click on thlew button. Then insert the
requested data as shown in the screenshot below.

- Pleasenote that you have to insert all thBarty Technical Addressist will be useddy the created
party for A2A conmunication.
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| = ‘ ta Pg€t | Session ID: eyJhbGeOIUzITNS Business Date: 20

2| » ? Help | » d& Logout
-09 Stage: IAC version:3.0.2

Darant RIC: TCSOTCSOXXX BIC: TCSOTCSOXX

By T
‘B gy,
L LT TV
B

\ W My,
Wiy

al \\\”n\,\‘

a8 Wiy

W WMunny

s Wiy
t gerher\;; T

srunliigpne W

il (T AL
11 , W
FTANNERIEY 30 \ Wnwne
| LI \

WHAT IS CRDM?

ntralized, harmonized reference data management component that will handle in a single point all data that is shared by more than one

2 In case the Party already exists it is possible to Edit it directly and add the needed TANSL configuration.



2 T25 OPERATOR USER 1 | 2023-03-08 09:28:35| » ? Help |» @ Logout
Session ID: eyJhbGciO|IUzITN)9 Business Date: 2023-03-07 Stage: IAC version: 3.0.2
Parent BIC: TCSOTCSOXXX BIC: TCSOTCSOXXX

)

PARTY NEW

System Entity:

= ; ®
Parent BIC: I NCBXSKMNI0C O Submit
I Payment Bank v e L=

Party Type:
. : Cancel
Opening Date: 2023-03-08 B O Closing Date: yyyy-mm-dd B O
LEI: 1234567899PBBKSKMM16
Codes

BIC: I

Valid From =l Status
2023-03-07 PBBKSKMMO16 - Active

Total rows: 1 ]

Names

Long Name: I Short Name: I

Valid From = = | Short Name
2023-03-07 Payment Bank PBBKSKMM016 PBBK SK 016

Total rows: 1 |I]

Addresses
Street: I House Number: I
Postal Code: I City: I
State or Province: Country Code: I R

Valid From = | House Number Postal Code
2023-03-07 Main Strest 10 10100 Bratislava SK

Total rows: 1 1 |




Technical Addresses

Technical Address: I

Technical Address
dn-originator-pbbk16sk

Submit

Reset

Cancel

000®

Tetal rows: 1 ‘ o ‘
Restrictions
Restriction Type: I Choose.
A A
Valid From: I yyyy-mm-dd & o 00 0o
v v
A A
Valid To: yyyy-mm-dd m 0 00 00
v v

Restriction Type = Valid From = | Valid To

No Rows To Show

- Party NCBXSMMXXXPBBKSIKMO16 has been successfully created

& 725 OPERATOR USER 1 | 2023-03-08 05:41:44] » P Help | » & Logout
Session i 2023-03-07 Stage: IAC version: 30.2 Request completed! x
Parent BIC: TCSOTCSO00C BIC: TCSOTCSI00

‘Your request with id

successfully submitted!

PARTY NEW
System Entity: I N9SK b
Parent BIC: I PR @
Party Type: I Payment Bank v O Submit
Opening Date: I 2023-03-08 B O Clesing Date: Yyyy-mme-dd 8 O O Reset
LEE: 1234567899PBBKSKMM16 ° Cancel

Valid From
2023-03-07 PBBKSKMMO16 Active

Total rows: 1 ‘

- Search the newly created party and then click onHaié button.



& T2S OPERATORUSER 1 | 2023-03-08 09:43:56| » ? Help |» & Logout
Sessi 20230207 Stage: IAC version: 302
Parent BIC: TCSOTCSOX BIC: TCSOTCSONX

D DX X n b

o

PARTY DETAILS
Status: Active
System Entity: NSSK Parent BIC: NCBXSKMMOX
Opening Date: 2023-03-08 Closing Date: 9995-12-31
Edit
Party Type: Payment Bank LEE 1234567895PEBKSKMM16
Delete
Party Code Restore
Revisions.

Valid From

2023-03-07 PBBKSKMMO016 Active

Securities Accounts

Cash Accounts
Total rows: 1
Technical Address Network
Services Links

0000000®

Party Name

Valid From Short Name
2023-03-07 Payment Bank PBEKSKMMO0 16 PBBK SK 016

Total rows: 1

Party Address

Valid From House Number = | Postal Code if = | State or Province Country Code
2023-03-07 Main Street 10 10100 Bratislava SK SK

- Click on theTechnical Address Network Service Libkigston and choose the Technical Address and
the Network Service from the drop down menu. Then click orShlemitrow button.

& T25 OPERATORUSER 1 | 2023-03-08 09:44:53| » P Help |» i@ Logout
20230307 Stage: IAC version: 3.0.2
Parent BIC: TCSOTCS0XO( BIC: TCSOTCSOOX.

D ED DI I XX e

PARTY UPDATE

Parent BIC: NCERSKMMK

Opening Date: I 2023-03-08 2 o Closing Date: 5599.1231 g O O Submit

LEL: 1234567899PBBKSKMM16 ° et
° Cancet

Fodes e Technical Address Network
Services Links
BIC: I Valid From: I 2023-03-07 -]

Valid From
2023-03-07 PBBKSKMMO016 Active

Total rows: 1

Names

Long Name: Short Name: I

Valid From: 2023-03-07 [}

Valid From Long Name Short Name
2023-03-07 Payment Bank PBEKSKMMO016 PBBK SK 016




& T25 OPERATOR USER 1 | 2023-03-08 09:46:09 » ? Help |» & Logout
Session ID: eyJnbGiOiIUzI1N{3 Business Date: 2023-03-07 Stage: IAC version: 3.02

Parent BIC: TCSOTCS0X0( BIC: TCSOTCSOXN

= Technical Address Network Services Links

SE

SIA
SIA-COLT.FILESNF

TECHNICAL ADDRESSES NETWORK SERVICES ~ —  sia-coLtmsert

SIA.NOTIF
LINKS i
Status = | Technical Address SWIFT.MSGRT —
SWIFT.MSGSNF
SWIFT.NOTIF

Total rows: 0 TIPSCRDM.SWIFT.FILESNF

iEchmical Atz I dn-originator-pbbk’6sk v

TIPSBILL.SIA-COLT.FILESNF
TIPSBILL.SIA-COLT.MSGRT
TIPSBILL.SIA-COLT.MSGSNF
TIPSBILL.SWIFT.FILESNF
TIPSBILL.SWIFT.MSGRT
TIPSBILL.SWIFT.MSGSNF
TIPSCRDM.SIA-COLT.FILESNF
TIPSCRDM.SIA-COLT.MSGRT
TIPSCRDM.SIA-COLT.MSGSNF

TIPSCRDM.SWIFT.MSGRT

TIPSCRDM.SWIFT.MSGSNF -

Choose Network Service... »:

Network Service:

The first TANSL has been successfully created.

Pleasenote that if the Network Service used by that Party is SWIFTSHA, the correct technical
Network Service name to select for the configuration of reports and notifications will be
a{2LC¢dPbh¢L Cérepdtivéi{ L! d®bh¢ L C¢

APartycanotKl @S Y2NBE GKIFYy 2yS ¢! b{[ G2 | &fF®dbh¢LCE

Ifthed F ®bh ¢ L CE b Ssiuged &b fo sénNilyAnSté&nt Payments and Liquidity Transfers
no other Network Service is needed.

& 725 OPERATOR USER 1 | 2023-03-08 10:28:27| » 2 Help |» @ Logout
Session ID: eyjhbGciOijiUzI N9 Business Date: 2023-03-07 Stage: IAC version: 3.02 Request completed! x
Parent BIC: TCSOTCSOXX BIC: TCSOTCSOIOX

Your request with id
n & <9500000000000779298> has been
successfully submitted!

TECHNICAL ADDRESSES NETWORK SERVICES

LINKS
Status = | Technical Address = | Network Service =
Active dn-originator-pbbk16sk SWIFT.NOTIF
Toeal rows: 1
Technical Address: I dn-originaror-pbbk16sk v|  Newwork Service: I SWIFT.NOTIF v

i) G

The two TANSL are now in place



& T25 OPERATOR USER 1 | 2023-03-08 11:06:56| » 2 Help | » & Logout
@ ta r‘gﬁg Session ID: 8yJnbGeiOiIUzI NS Business Date: 2023-03-09 Stage:|AC versiom: 2.0.2 Request completed! x

Parent BIC: TCSOTCS0X0X BIC: TCSOTCSOXXX

Your request with id

successfully submitted!

TECHNICAL ADDRESSES NETWORK SERVICES

LINKS
saus = Techical Addres =
Active dn-originator-pbbk 16sk SWIFT.NOTIF
Active dn-originator-pbbk 16sk SWIFT

Total rows: 2

Technical Address: " Network Service: I - -

I dn-originator-pbbk1 6sk

T T

1.1.2 Define the Party as a TIPS Participant, Reachable party or Ancillary System

For TIPS Particjpant:
- Go to theCommon / Parties / Party Service Lihikdew path and click on theNew option. As an

alternative path, go tahe Common / Parties / PartService Links$earchscreen and click on the
New button. Then create the Party Service link party NCBXSUMXXAPBBKSKIMO016. Please
note that the Valid fromof the link cannot be earlier than th#alid fromof the relating party.
Similarly, thevalid tocannot be later than th&/alid toof the correspondingparty.

Session ID: ey)hbGCiO}JIUzITNJS Business Date: 2023-03-09 Stage: IAC version: 3.0.2

l T &T25OPERATORUSER1 | 2023-03-08 11:25:37| » 2 Help | » && Logout

Darant RIC: TCSOTCSOXXX BIC: TCSOTCSOXXX
I PARTIES i Parties -

CASH Party Service Links
ACCESS RIGHTS MANAGEMENT
MESSAGES AND REPORTS Q search

MARKET SPECIFIC CONFIGURATION TIPS Directory

Restricted Parties

SERVICES
NETWORK CONFIGURATION
SCHEDULING

GENERAL CONFIGURATION PARAMETERS

BILLING

REVISIONS

WHAT IS CRDM?

CRDM is a centralized, harmonized reference data management component that will handle in a single point all data that is shared by more than one

Eurosystem service



&T25 OPERATOR USER 1 | 2023-03-08 11:31:01 | » ? Help |» & Logout
Session ID: 2022-03-09 Stage: |AC version: 2.0.2
Parent BIC: TCSOTCS0I00C BIC: TCSOTCSMON

DD )

Party Service Links

PARTY SERVICE LINK NEW

Parent BIC: I NCBXSKMMXXX Party BIC: I PBBKSKMMO016 ’ @
° Submit

Service: I TIPS SERVICE v Party Type for service: TIPS Participant v ° G

Valid From: I 2023-03-09 = O Valid To: yyyy-mm-dd & 0 ° Cancel

- The Party service litkas been created.

& 725 OPERATOR USER 1 | 2023-03-08 11:33:29 » 2 Help | » @ Logout
Stage: IAC x
BIC:

Your request with id

20 # ) commor ) <9500000000000773316> has been

successfully submitted!

PARTY SERVICE LINK NEW

Parent BIC: I NCBXSKMMXXX Party BIC: | PBBKSKMMO16 ’ @

Service: I TIPS SERVICE v Party Type for service: I TIPS Participant v O —
Valid From: I 2023-03-09 8 0 |VaidTo: Yyyy-mm-dd & 0 ° caia
For Reachable Parties

- Party NCBXSMMXXXPBBKSIHWMO017 has been created

&7T25 OPERATORUSER 1 | 2023-03-08 11:40:22 » ? Help |» & Logout
Session 25 Stage: AC q P x
Parent BIC: TCSOTCSMIOX BIC: TCSOTCSOXOG(

Your request with id

B o

successfully submited!

PARTY NEW

System Entity:

I NoSK v
R I NCEXSKMMIOOC :
O Submit

Party Type: Payment Bank v
O Reset
Opening Date: 2023-03-00 @ O Closing Date: yyyy-mm-dd & O
° Cancel
LEL: 1234567899PBBKSKMM17
Codes
BIC: I
x +
Valid From Status
2023-03-09 PBBKSKMMO017 Active
Total rows: 1 .

10



- Go to theCommon / Parties / Party Service Linkdelw path and click on theNew option. As an
alternative path, go tahe Common / Parties / PartService Links $earchscreen and click on the
New button. Insert the data as shown in the screenshot below (Party type is TIPS Reachable Party)
and click on the&submitbutton.

& 725 OPERATOR USER 1 | 2023-03-08 11:44:19| » ? Help | » & Logout
Session ID: ey]hbGeiOiUzI TN Business Date: 2023-03-09 Stage: AC version: 3.02
Parent BIC: TCSOTCS0X00C BIC: TCSOTCSOI00(

PARTY SERVICE LINK NEW

— | scosonsan - — | ®
° Submit

Service: I TIPS SERVICE v Party Type for service: TIPS Reachable Party v e Raset

Valid From: 034 Valid To: —
alid From: I 2023-03-09 B O alid To yyyy-mm-dd & 0 ° Cancel

- The Party service Links has been created. NOBMEXXPBBKIHXMO017 has beerestablished as
a Reachable Parttherefore it cannot hold TIPS Accounts.

& T25S OPERATOR USER 1 | 2023-03-08 11:45:54| » 2 Help |» & Logout
0 2023:03.09 Stage:IAC 2 q x
Parent BIC: TCSOTCSOX00! BIC: TCSOTCSA0M

Your request with id

D ED I T P -
successfully submitzed!
PARTY SERVICE LINK NEW
Parent BIC: I NCBXSKMMOX Party BIC: I PBBKSKMMO17 ’ @
O Submit
Service: I TIPS SERVICE v Party Type for service: I TIPS Reachable Party v O e
Valid From: I 2023-03-09 8 0 |VaidTo: yyyy-mm-dd & O ° I

For Ancillary System Parties

- PartyNCBXSMXXXANSYSKMMOG#as been created

11



& T25 OPERATOR USER 1 | 2023-03-08 12:11:54| » ? Help | »f@ Logout
Session ID: eyJhbGciOi)|Uz/1NijS Business Date: 2023.03-05 Stage: IAC version: 3.0.2 Request completed! X
Parent BIC: TCSOTCSOXXXK BIC: TCSOTCS000C

Your request with id
P -

successfully submitted!

PARTY NEW
System Entity: I NISK hd :
Parent BIC: I NCBXSKMMIOM
O Submit
Party Type: I Ancillary System v
O Reset
Opening Date: I 2023-03-00 8 O Closing Date: yyyy-mm-dd & O
° Cancet
LEl:
Codes
BIC: I
x | +
Valid From = BIC = Status =
2023-03-09 ANSYSKMMO004 Active
Total rows: 1 B

- Go to theCommon / Parties / Party Service Linkdeiv path and click on theNew option. As an
alternative path, go tahe Common / Parties / PartService Links$earchscreen and click on the
New button. Insert the data as shown in the screenshot below (Party type is TIPS Ancillary System)
and click on the&submitbutton.

Parent BIC: TCSOTCS0XXC BIC: TCSOTCSOON

& T25 OPERATOR USER 1 | 2023-03-08 12:13:00| » ? Help |» & Logout
Session ID: eyJhbGei0ilUzIINij3 Business Date: 2023-03-05 Stage: [AC version: 3.0.2

PARTY SERVICE LINK NEW

Parent BIC: I NCBXSKMNMXX Party BIC: ANSYSKMMO04 ’ @
° Submit
Service: I TIPS SERVICE v Party Type for service: I TIPS Ancillary System v o Rosas
Valid From: I 20230309 s 0 Valid To: Yyyy-mm-dd B8 O ° Cancel

- The Party seree Links has been createNCBXSKMMXXAMSYSKMMOGU#as been established as
an Ancillary Systentherefore it canonly hold TIPSAncillary System Technical Account (ASTA)

12



& T25 OPERATORUSER 1 | 2023-03-08 12:14:22

=| target kBl i

Parent BIC: TCSOTCS0X0 BIC: TCSOTCSOOX

Business Date: 2023-03-0

Request completed! x

Your request with id

successfully submitted!

PARTY SERVICE LINK NEW

Service: l TIPS SERVICE v Party Type for service: TIPS Ancillary System v O

Valid From 2023-03-09 & O Valid To: VYY-mm- g O
Cancel

1.1.3 Create an Administrator user for the TIPS Actor

- Go to theCommon / Access Rights Management / Usétswpath and click on théNew option. As
an alternative path, go tthe Common / Access Rights Management / Us&sdrclscreen and click
on theNew button.

Session ID: ey)hbGGOiIUzITN}3 Business Date: 2023-03-03 Stage: IAC version: 3.0.2

Parent BIC: TCSOTCSOXXX BIC: TCSOTCSOXX

l & T2S OPERATORUSER 1 | 2023-03-08 12:15:50] » 2 Help | » & Logout

= targes

PARTIES

CASH

ACCESS RIGHTS MANAGEMENT

S AND REPORTS

KET SPECIFIC CONFIGURATION

User Certificate Distinguished Name Links

Roles -

Grant/Revoke System Privileges

Grant/Revoke Roles

WHAT IS CRDM? .

CRDM is a centralized, harmonized reference data management component that will handle in a single point all data that is shared by more than one

Eurosystem service

- Then insert the data as shown in the screendbelow.

13



Parent BIC: TCSOTCS0XX BIC: TCSOTCSOXXX

oD X P

& T2SOPERATORUSER 1 | 2023-03-08 12:20:19] » ? Help |» & Logout
@ ta r‘gEt Session ID: eyJnbGeiOi)lUzIIN||S Business Date: 2023-03-05 Stage: IAC version: 302

USER NEW

Login Name: I PBEKSKMMO16 AdminUsert Name PBBKSKMMO16 AdminUser!

System User Reference: | PEEKSKMMOTE Adrminlsert
° Submit

Lockout: Lockout From Date: yyyy-mm-dd Time: HH o L
0
Parent BIC: I NCBXSKMMXOX Party BIC: PBBKSKMMO16 ‘
& T25 OPERATOR USER 1 | 2023-03-08 12:24:47 | » ? Help |» & Logout
@ ta pg.Et Session ID: eyihbGeiOiIUZIIN)S Business Date: 2023-03-09 Stage: IAC version:3.0.2 Request completed! x
' Parent BIC: TCSOTCS00K BIC: TCSOTCSM0X

Your request with id

DD I X B

successfully submitced

Login Name: I PBBKSKMMO16 AdminUser1 Name: PBBKSKMMO16 AdminUsert I
SRR Mgy | PBBKSKMMO16 AdminUsert :
Lockout: Lockout From Date: yyyy-mm-dd Time: HH MA O
0 -
Parent BIC I NCBXSKMMXXX Party BIC: PBBKSKMMO016 m ‘

1.1.4 Create a new Certificate Distinguished Name

- Go to theCommon / Access Rights Management / Certificate Distinguished Nak@sgpgath and
click on theNew option. As an alternative path, go tilne Common / AccesRights Management /
Cetificate Distinguished NamesSearctscreen and click on thidew button.

6:33| » ? Help |» & Logout

-03-05 Stage: |AC version:3.0.2

& T2S OPERATOR USER 1 2023-03-08
Session ID: eyjhbGiOijIUzIINiS Business Date:

Parent BIC: TCSO XXX BIC: TCSOTCSOXXX

Users

Certificate Distinguished Names

Q Search

Roles

Grant/Revoke System Privileges

Grant/Revoke Roles

14



- Insert the Certificate Distinguished Name data and click orStitamitbutton.

 gm— & T2S OPERATOR USER 1 2023-03-08 13:12:43| » ? Help |» & Logout
= J ta Pgﬁt Session ID: eyhbGCOiIUzI NS Business Date: 2023-03-09 Stage: IAC version: 3.0.2

Parent BIC: TCSOTCS0X0C BIC: TCSOTCSXXX

w Access Rights Management Certificate Distinguished Names 5

CERTIFICATE DISTINGUISHED NAME NEW

Certificate Distinguished CN=u2a-user16, OU=test, OU=tips, O=trgtxetg, O=swift

CN=u2a-user16 ps, O , O ft
Name:
° Submit
e Reset
° Cancel
- The Certificate Distinguished Name has been created
—_— & 725 OPERATOR USER 1 | 2023-03-08 13:13:31| » 2 Help | » & Logout
l = ’ ta r\get Session ID: eyfnbGCiOIUIINGS Business Date: 2023-03-09 Stage: IAC version: 3.02 Request completed! x
f— Parent BIC: TCSOTCSOOX BIC: TCSOTCSOOX
CERTIFICATE DISTINGUISHED NAME NEW
Certificate Distinguished CN=u2a-user16, OU=test, OU=tips, O=trgtxetg O=swift —
Name: (\—E/)

Cancel

It is worthnoting that if the DN is meant for a U2A user, it shall be captured with upgee qualifiers and
with one space after each comma. If it is meant for an A2A user, it shall be captured witkchseegualifiers
and without any spaces$.or example:

- U2A use CN=example, OU=sampledn, O=swift

- A2A user: ch=example,ou=sampledn,o=swift

1.1.5 Create a User-Certificate Distinguished Name Link for the new User

- Go to theCommon /Access Rights Managemeént/ser Certificate Distinguished Name Lihkéew
path and click on theNew option. As an alternative path, go tthe Common / Access Rights
Management /User Ceatificate Distinguished Name LinksSkearchscreen and click on thdlew
button.

15



& T2S OPERATOR USER 1 | 2023-03-08 13:14:26| » ? Help |» d& Logourt

Session ID: eyjhbGCiOijiUzI NS Business Date: 2023-03-09 Stage: IAC version: 3.0.2

Parent BIC: TCSOTCSOXXX BIC: TCSOTCSOX0XK

Users

Certificate Distinguished Names -

MARKET SPECIFIC CONFIGURATION User Certificate Distinguished Name Links

NETWORK CONFIGURATION

SCHEDULING

GENERAL CONFIGURATION PARAMETERS Grant/Revoke System Privile

Grant/Revoke Roles

BILLING
REVISIONS Privileges v
Secured Groups -
User Access Rights Check -
WHAT IS CRDM? -
CRDM is a centralized, harmonized reference data management component that will handle in a single point all data that is shared by more than one

Eurosystem service.

- Then insert the Login name of the User and the Certificate Distinguished Name you have created,

then click on theSubmitbutton?.
- LT GKS 5b A& y20 O2yFAId2NBR gAGK alAy ! asSNI Ffl
GUI menu

= sarget

m Access Rights Management User Certificate Distinguished Name Links 5

Session ID: eynbGEiO|IUzIIN{9 Business Date: 2023-03-09 Stage: IAC version: 3.0.2

l & T2S OPERATORUSER 1 | 2023-03-08 13:20:19| » ? Help | » & Logout

Parent BIC: TCSOTCSOXOX BIC: TCSOTCSMOX

USER CERTIFICATE DISTINGUISHED NAME NEW

Login Name: I PBBKSKMMO16 AdminUser1

Certificate Distinguished Name: | CN=u2a-user16, OU=test, OU=tips, O=trgtxetg, O=swift

Submit

Default: O Main User:
Reset

Cancel

- The linkbetween the User and the Certificate Distinguished Name has been created

? Help |» & Logout

0309 Stage: I5C version: 3.02 Request completed! x

& T25 OPERATOR USER 1 | 2023-03-08
Session ID: eyjnbGoOUTIINS Business Dat:

Parent BIC: TCSOTCS0XX BIC: TCSOTCSOXX

Your request with id

m User Centificate Distinguished Name Links ) <9500000000000779360> has been

successfully submitted!

USER CERTIFICATE DISTINGUISHED NAME NEW

Login Name: I PBBKSKMMO16 AdminUser!

Centificate Distinguished Name

I CN=u2a-user16, OUstest, OUstips, O=trgtxetg, O=swift

Default Main User

Cancel

QO00®

3 DNs can be linked, via UserCertificate DN Links with Main User flag set to TRUE, to multiple Users. These Users can belong to different Payment Bank
parties, but there can be only one User for each Payment Bank that is the Main User for a specific DN
16



1.1.6 Create Roles for the TIPS Actor

TheTIPSOperator has alreadgrantedto the Central Bank Party all the needed privileges throughativeed
predefined roles for CBs (see Annex I)

The Central bank must create the TIPS roles as laid out in the List of Roles and Privileges for CBs and Account
holders. Central Banks should not grant single privileges to any users but rather always create and grant the
MTRS@Glefined TIPS roles.

To create the predefined roles farTIPSActorexecute the following steps:
- go to theCommon / Access Rights Management / RoNewscreen and click on thdew option.

As an alternative path, go the Common / Access Rights ManagemeRles Searctscreen and
click on theNew button.

? Help | & Logout

3-09 Stage: |AC version:2.0.2

& T25S OPERATOR USER 1 | 2023-03-08 13:

Session ID: eyjhbGAOiJIUzI NS Business Date: 202

Parent BIC: TCSOTCSOXXX BIC: TCSOTCSOXXX

"W gy,

handle in a single point all data that is shared by more than one

- Assign a Name and a Description to the Role and click o8uhmitbutton

& T25 OPERATORUSER 1 | 2023-03-08 13:31:25| » 2 Help |» & Logout

= Session ID: eyJhbGciOiJIUzI N9 Business Date: 2023-03-09 Stage: [AC version: 3.0.2
= target roseoya .
~— Parent BIC: TCSOTCS0XX BIC: TCSOTCSONM
oD ED I I X -
ROLE NEW
Role Name: I CROMTIPS-REF-DATA-GUIDE
Role Description: I CRDMTIPS-REF-DATA-GUIDE
° Submit
o Reset
O -

17



- The RoleCRDMTIRBEFDATAGUIDEhas been successfully created

& 725 OPERATOR USER 1 | 2023-03-08 13:33:10] » ? Help |» i Logout
@ ta r‘gEt Session ID: eyJhbGciOiIUzI1NijS Business Date: 20230305 Stage: IAC version: 3.0.2 Request completed! x
services

Parent BIC: TCSOTCS0X0 BIC: TCSOTCSMON

Your request with id

7ol # ) Comron 3 Aeces R aragemers ) s 3+ New | ) R0 15365 b

successfully submitced!

ROLE NEW

Role Name: I CRDMTIPS-REF-DATA-GUIDE

e o I CRDMTIPS-REF-DATA-GUIDE

Q00

Cancel

- Go to theCommon / Access Rights Management / Grant/Revoke Syatetteges / Searcécreen,
select theRole nameadio button, choose the newly created role from the drop down menu and
click on theSearchbutton

Session ID: eyhbGei0iIUzI N3 Business Date: 2023-03-09 Stage: IAC version: 30.2

& T25 OPERATORUSER 1 | 2023-03-08 13:34:50| » ? Help |» & Logout
Parent BIC: TCSOTCS0X0( BIC: TCSOTCSOIOX

@ target

GRANT/REVOKE SYSTEM PRIVILEGES

Role

- Role name: CRDMTIPS-REF-DATA-GUIDE v

Intra-System Entity Parties

Intra-Party Parent BIC: Choose BIC Intra-Party Party BIC Choose BIC

Cross-System Entity Parties

Cross-Party Parent BIC Choose BIC Cross-Party Party BIC Choose BIC

User

Login name

S

- Select from the left part of the screen the Privileges you want to grant to thermelecide whether
to grant them in Administrator mode-dyes mode or to Deny them, then click on Bbmitbutton.
The privileges will be granted.

4 This is just a fake role name to show as an example

18



Additional Data

Deny Option: 4-Eyes Option: - Administration Option:

Results

Done!

Requests Successfully Processed: 68
Requests in Error: 0
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& T25 OPERATOR USER 1 | 2023-03-08 13:46:37| » 7 Help |» f@ Logout
Session ID: eyjnbGaiOiUzI NS Business Date: 2023-03-05 Stage: IAC version: 302
Parent BIC: TCSOTCSOX0X BIC: TCSOTCSONKX

OD T CF)

Grant/Revoke System Privileges

GRANT / REVOKE SYSTEM PRIVILEGES

CRDMTIPS-REF-DATA-GUIDE

Name Deny 4-Eyes | Admin Option

O Access Rights Management

@ O Access Rights Queries @ O Access Rights Queries
O Billing Configuration 0O Billing Queries

@ 0O Biling @ [0 Cash Account Data Management
O Billing Queries [0 T2% Dedicated Cash Account Data Queries
@ O Cash Management @ 0O Party Data Management
O cwm 0O Party Data Queries

® O Cash Account Data Management B O Repori Configuration
O T2S Dedicated Cash Account Data Querie: O Report Queries

@ O Dynamic Data Queries B O Static Data Queries

0O bwH

@ O ECONS Privileges

[0 General Configuration Parameters

@ O Message Management

0O MmPL

@ O MSAData Queries

O Market-Specific Configuration

@ O Message Subscription Queries

[0 Message Subscription

@ O Network Configuration

O Network Configuration Queries

@ O Other -

+ I

O Access Rights Management -

B

1.1.7 Grant privileges (through Roles) to the TIPS Actor Party

- Go to theCommon / Access Righnagement / Grant/Revoke Roles / Seascteen and select the
Parent and Party BIC of the TiRSor.
- Then click on th&earchbutton.
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& T25 OPERATOR USER 1 | 2023-03-08 14:24:00| » ? Help |» a Logout
Session ID: eyJhbGeiOijlUzITNij3 Business Date: 2023.03-05 Stage: |AC wversion: 3.0.2
Parent BIC: TCSOTCS0X00( BIC: TCSOTCSOX0C

Access Rights Management Grant/Revoke Roles B &

GRANT/REVOKE ROLES
Role
O Role name: Choose Role... v
Party
® Parent BIC: I NCBXSKMMXX Party BIC: I PEBKSKMMO16
User
O Login name: Choose...

- Select the Role (or the set of Roles) that yeant to grant tothe TIPSActorthen click on the upper
arrow.

& T25 OPERATOR USER 1 | 2023-03-08 14:25:01| » ? Help |» & Logout
Session 03-09 Stage: IAC version:3.0.2
Parent BIC: TCSOTCSOXXX BIC: TCSOTCSOOX

Grant/Revoke Roles

GRANT/REVOKE ROLES

Party NCBXSKMMXXX - PBBKSKMMO16

Roles ¥ | Current Granted Roles
crdm ilter....

ANSY CRDM 2E =
BT Full Access (except CRDM)

CRDM NCB Role 2E
a DE

EAT ESMIG ACCESS NO CRDM

1D AH CRDM Access 2E

NCB CRDM 2E

NCB SE CRDM 2E

OT-CRDM-2E

OT-CRDM-4E

OT-CRDM-BILL-CONFIG-2E

PBBK CRDM 2E

PBBK SE CRDM 2E

RBPT CRDM 2E v

—

No Rows To Show

DDDDDDEDGD@DED

- The Role hebeen granted tahe selectedTIPSActor Party
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Results

Done!

Requests Successfully Processed: 1
Requests in Error: 0
Requests Timed out: 0

&T2SOPERATORUSER 1 | 2023-03-08 14:26:42| » ? Help |» dar Logout I

Session ID: eyjhbGCiOiIUzI1Ni)S Business Date: 2023-03-05 Stage: IAC version: 3.0.2
Parent BIC: TCSOTCSOXK BIC: TCSOTCSa00(

w Access Rights Management Grant/Revoke Roles = Grant/Revoke m&

GRANT/REVOKE ROLES

Party NCBXSKMMXXX - PBBKSKMMO016

| Current Granted Roles
ilter.

ilter____
A2A - O CRDMTIPS-REF-DATA-GUIDE
ADMIN EXT.
ANSY ADMIN 2E
ANSY Admin 2E
ANSY Admin 4E
ANSY CRDM 2E
ANSY Reading Role
AS Bilateral Agreement Search
AS procedure
Access Rights Basic
Advanced Access rights admin
BBK CLM GUI ALL
BBK OP CLM All 2-Eyes
BBK OP CLM All 2-Eyes - CriSit -

ooooooaao

oooooao

Alternatively, to grant the same Role to more Parties at the same time:

- Go to theCommon / Access Rights Management / Grant/Revoke Roles / Szaeem and select the
Role to be granted. Then click on tBearchbutton
- Select one or multiple TIP®tor Parties on the left side of the screen, then click onrilgat arrow.
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725 OPERATOR USER1 | 2023-03-08 14:28:40| » ? Help |» & Logout
Session ID: eyjhbGCiOiIUz! NS Business Date: 2023-03-09 Stage: 1AC version: 3.0.2
Parent BIC: TCSOTCSOXXX BIC: TCSOTCSOXKX

Access Rights Management ) GranuRevoke Roles ) Q Search =

GRANT/REVOKE ROLES

Role CRDMTIPS-REF-DATA-GUIDE

Parent BIC ¥

Party BIC

NCBXSKMMXXX

NCBXSKMMXXX
. CBXSKMMXO
l NCBXSKMMXXX

CBXSKMMXO
NCBXSKMMXXX
- NCBXSKMMXXX
I NCBXSKMMXOXX
NCBXSKMMXXX
NCBXSKMMXXX
NCBXSKMMXXX
NCBXSKMMXXX
NCBXSKMMXXX

A C O

OCOCOCHdCHNdC

PBBKSKMMO001
PBBKSKMMO002

PBBKSKMMO004

i

PBBKSKMMO006

BBKSKMMOO

PBBKSKMMO008

PBBKSKMMO009
PBBKSKMMO010
PBBKSKMMO011
PBBKSKMMO012
PBBKSKMMO013

Role CRDMTIPS-REF-DATA-GUIDE

O 20200716144306
(] 40JOSBANK

Current Granted Parties
| Parent BIC Party BIC

O NCBXSKMMXXX  PBBKSKMMO16

| Current Granted Users
Filter

- The Rolasgranted toall the selectedTIPSActor Parties

Results

Done!

Requests Successfully Processed: 3
Requests in Error: 0

Requests Timed out: 0
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1.1.8 Grant the Administrator user with Administrative privileges (by means of the
relevant Role)

- Go to theCommon / Access Rights Management / Grant/Revoke Roles / Seaeeim and select the
user from the menu ashown in the screenshot below. Then click on 8wmrchbutton.
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