
Data protection notice for the use of the Deutsche Bundesbank’s NExt portal  

The following information outlines how personal data are processed when using the NExt portal of the 

Deutsche Bundesbank (hereinafter referred to as the Bundesbank).1.  

Personal data collected from persons registered in NExt (name and surname, user ID, mobile and 

telephone numbers, email address, form of address, IP addresses, access credentials as well as login 

or logging data) are processed by the Bundesbank in compliance with the statutory data protection 

provisions to manage these persons in NExt (registration, change of authorisations, deletion). The 

contact details of external2 persons (name, mobile and telephone numbers, email address) stored in 

NExt can also be used to clarify queries or similar issues. Personal data are processed on the basis of 

Article 6(1) letter e of the General Data Protection Regulation (GDPR) in conjunction with Article 3 of 

the German Federal Data Protection Act (Bundesdatenschutzgesetz). 

The technical processes that are typically carried out when using NExt are listed below, including the 

personal data processed in this context as well as the underlying data protection regulations:    

I METADATA 

1. Customers and external users  

Purpose 

Process and NExt basic 

service 

Legal basis for 

processing 

Categories of personal 

data 

Deletion period 

Registration  

Self-registration (or 

registration by the 

responsible user 

manager)

Article 6(1) letter e of 

the 

GDPR and Section 3 

of the BDSG

Name and surname, 

mobile and telephone 

numbers, email address, 

form of address, IP 

address, access 

credentials, logging data 

Deletion 

following 

deletion of the 

user account 

Login Mobile and telephone 

numbers, email address, 

IP address, access 

credentials, login and 

logging data

14 days 

Submissions and status 

Status overview 

(uploading user), manual 

assignment of a 

submission, downloading 

feedback files (e.g. 

positive 

acknowledgement, error 

logs) provided as part of 

the initial check

First and last name, user 

ID, IP address, logging 

data

180 days 

1 Wilhelm-Epstein-Strasse 14, 60431 Frankfurt am Main, tel.: +49 (0)69 95660, email: info@bundesbank.de
2 External persons registered in NExt can be customers, user managers and users within the meaning of the 
“Terms and conditions for the use of NExt for procedures under public law” and the “General terms and conditions 
for the use of NExt in business transactions with the Deutsche Bundesbank”. Users can either register 
themselves by entering their personal data or have their responsible user manager carry out the registration on 
their behalf.



Provision 

Downloads carried out 

and confirmed 

First and last name, user 

ID, IP address, logging 

data

Maximum 180 

days 

Dialogue 

Composing messages, 

inserting attachments, 

assignment 

First and last name, user 

ID, IP address, logging 

data

Maximum 180 

days  

Changes to own 

authorisations 

Inquiries to the 

responsible user manager 

Name and surname, user 

ID, mobile and telephone 

numbers, email address, 

IP addresses, logging 

data

Deletion 

following 

deletion of the 

user account 

Email notifications Name and surname, 

email address

14 days  

2. User manager 

Purpose 

Process and NExt basic 

service 

Legal basis for 

processing 

Categories of personal 

data 

Deletion period 

Registration 

Registration by the 

Bundesbank 

Article 6(1) letter e of 

the 

GDPR and Section 3 

of the BDSG

Name and surname, 

mobile and telephone 

numbers, email address, 

form of address, IP 

address, access 

credentials, logging data 

Deletion 

following 

deletion of the 

user account

Login Mobile and telephone 

numbers, email address, 

IP address, access 

credentials, login and 

logging data

14 days 

Provision 

Downloads carried out 

and confirmed 

Name and surname, user 

ID, IP address, logging 

data

Maximum 180 

days 

Dialogue  

Composing messages, 

inserting attachments, 

assignment

Name and surname, user 

ID, IP address, logging 

data

Maximum 180 

days  

User administration  

Creating and deleting 

users, changing 

authorisations 

Name and surname, user 

ID, mobile and telephone 

numbers, email address, 

IP addresses, logging 

data

Deletion 

following 

deletion of the 

user account 

Email notifications Name and surname, 

email address

14 days  



3 Internal Bundesbank users 

Purpose 

Process and NExt basic 

service

Legal basis for 

processing 

Categories of personal 

data 

Deletion period 

Registration  

Self-registration

Article 6(1) letter e 

of the 

GDPR and Section 3 

of the BDSG

Email address, name and 

surname, logging data 

Deletion 

following 

deletion of the 

user account

Login Email address, logging 

data 

14 days 

Submissions and status  

Manually assigning a 

submission 

Name and surname, user 

ID, logging data

180 days 

Provision  

Upload files 

Name and surname, user 

ID, logging data

Maximum 180 

days 

Dialogue  

Composing messages, 

inserting attachments, 

assigning, setting 

deadlines, archiving 

Name and surname, user 

ID, logging data

Maximum 180 

days  

User administration  

Creating and deleting 

users, changing 

authorisations 

Name and surname, 

email address, logging 

data

Deletion 

following 

deletion of a 

user account 

Internal masks Name and surname, 

logging data

Deletion 

following 

deletion of a 

user account 

Email notifications Name and surname, 

email address, logging 

data

14 days 

II CONTENT DATA 

NExt serves as a platform for the exchange of data between the Bundesbank and the customers/users 

registered in NExt. In individual cases, these data may also contain personal data.  

Inside of NExt, personal data contained in documents and texts are typically processed as follows:  

Purpose 

Process and NExt basic 

service

Legal basis for 

processing 

Categories of personal 

data 

Deletion period 

Technical check 

The data are received 

and checked as part of 

the technical check in 

NExt, which includes 

Article 6(1) letter e 

of the 

GDPR and Section 3 

of the BDSG

Name and surname, 

mobile and telephone 

numbers, email address, 

form of address, address, 

No longer 

available after 

forwarding to 

the business 

unit



scanning for viruses. The 

data are then forwarded 

to the business unit.

data on wealth and credit 

data 

Provision 

Uploaded files 

Name and surname, 

mobile and telephone 

numbers, email address, 

form of address, address, 

data on wealth and credit 

data 

Maximum of 180 

days 

Dialogue 

Messages and 

attachments in dialogue 

Name and surname, 

mobile and telephone 

numbers, email address, 

form of address, address, 

data on wealth and credit 

data

Maximum of 180 

days 

In addition, the data exchanged via NExt are further processed by the Bundesbank outside NExt in the 

business areas listed in the "Overview of the business areas and related business topics in NExt", 

available at www.bundesbank.de/en/next. This processing is subject to separate data protection 

notices. These can be found at www.bundesbank.de/en/next. 

Rights of data subjects 

NExt processes your personal data in accordance with the relevant data protection provisions.  

Your personal data will only be processed for the purposes for which they were collected. These data 

are deleted as soon as they are no longer required for such purposes. 

You have the following rights vis-à-vis the Deutsche Bundesbank in respect of your personal data: 

 Right of access by the data subject (Article 15 GDPR) 

 Right to rectification (Article 16 GDPR) 

 Right to erasure (“right to be forgotten”) (Article 17 GDPR); 

 Right to restriction of processing (Article 18 GDPR); 

 Right to object (Article 21 GDPR). 

In other words, you have the right to obtain information concerning which of your data are being 

processed. Furthermore, you may demand that incorrect personal data be corrected or your data be 

deleted once the reason for which they were processed no longer applies. In certain cases, you also 

have the right to limit the processing of your personal data. Aside from this, you are entitled to object 

to your data being processed. 

Should you have questions regarding your rights or the handling of your personal data, you may 

address them to the official Data Protection Officer. The contact details of the Bundesbank’s Data 

Protection Officer can be found in the contact box at www.bundesbank.de/de/startseite/datenschutz. 

If you feel that the processing of your personal data by the Bundesbank constitutes a violation of your 

rights, you have the option of contacting the Federal Commissioner for Data Protection and Freedom 



of Information (Article 77 GDPR). The contact details of the Federal Commissioner for Data Protection 

and Freedom of Information can be found at the link below. 

Contact details of the Federal Commissioner for Data Protection and Freedom of Information 

(Bundesbeauftragte für den Datenschutz und die Informationsfreiheit, or BfDI) 

bfdi.bund.kontakt

Processing 

As part of the processing of personal data in the e-business platform NExt, the Bundesbank deploys 

external service providers subject to contractual relationships (Article 28 GDPR).  

Deletion of data 

Personal data in NExt will be deleted once the above retention periods have expired.  

Once the user account has been deleted by the user manager or the user themselves, the 

Bundesbank will immediately delete the metadata in the NExt user administration. 

Cookies 

Cookies are small text files that are stored in the local browser cache. NExt uses only technically 

necessary cookies.  


